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< KERIO

O xoMIIauuu

Brepsrie komnanus Kerio Technologies 3asBuna o cebe Ha poiake [T 6e3omacHoctu B 1997 rony,
paspabotaB mpoayktr WinRoute Firewall. [leppoHayanbHbIi ycrieX KOMIAHUK ObLT 00ECIIEYECH XOPOIIICH
peryTaiuei 3Toro MpoayKTa, ero HaIe)KHOCTHIO, BIICYATIISIONICH POU3BOAUTEILHOCTHIO M TIPOCTON
MCTIONB30BaHMs. 3a cBoro uctoprto WinRoute momyumn nmpusHanne Kak mpecchl, Tak u [T akcrepToB,
SIBISISICH JIOCTYIHOM 1 3 (peKTHBHOMN aTbTePHATHURBOM armapaTHBIM PEIICHUAM IO 3aIlUTE TIePUMETpa
CETH.

Komnanwust Kerio Technologies mosieunacek Ha peinke IT B 1997 rony, mrab-KsapTupa pacnosoxeHa B
Can-Xoce (Kanugophus), padotaror opucel B CIIA, Benmukoopuranuu, Poccun, Yexuu, ['epmanuu u
ABcTpanuu.

Harma 3ayaga - mo3BosMTh OpraHU3anysM BO BCEM MUpE O€301acHO B3aMMOICHCTBOBATH MEXKTY COOOI.
MBI HaneneHsl Ha CO31aHNE MAaKCUMAJIBHO MPOCTHIX, THOKUX M JOCTYIHBIX TEXHOJIOTUH B 001aCTH
KOMMYHHKaIIUi 1 6€301acHOCTH.

Ecau BBI XOTHTE MPEIIOXKUTh CBOUM KIIMEHTAM ITPOAYKTBI, KOTOPBIEC ITO3BOJIAT UM Oe30macHo JCIIUTBHCS
KOHTCHTOM CO CBOMMHU KOJUIEraMH B 06.]131(6, O6HlaTI)CSI C KOoJJIeraMu HUJIN KJIIMEHTaMHU I10 TCJ]C(i)OHy NI
SHCKTpOHHOP'I Mo4Te, WK 3alllUTUTL CBOIO JIOKAJIbHYIO CETh — Y HAC €CTh TAKUC PCHICHHUA U OHU OTBCYAIOT
BCEM OCHOBHEIM Ou3Hec-1easM. Jto Samepage.io, Kerio Operator, Kerio Connect u Kerio Control.

Be0 caiiT koMIaHUU Ha PyCCKOM si3bike — Kerio.ru


http://www.kerio.ru/

< KERIO
O npoaykrax

JIOrMCTHKA MOCTABOK

Owmman Kerio Technologies He BemeT koMMepUecKoil e TENIbHOCTH Ha TeppuTopun Poccuiickoit
®denepanyu. Bee mocTaBKY OCYIIECTRISIFOTCS Yepe3 HAIUX TUCTPUOBIOTOPOB U MapTHEpOB. Bee
JIMIICH3UH SIBJISIFOTCSI AJICKTPOHHBIMH U TIEPEAAIOTCS TUCTPUOBIOTOPY 10 3IeKTpoHHOM mouTe (pdf-daiin ¢
HOMEPOM JIMIICH3HH), lajiee AUCTPUOBIOTOp TiepechiiaeT (haiiyl mapTHEPY, a TOT YKe NEPEeCchUTaeT ero
HETOCPEACTBEHHO 3aKa3unKy.

Mp1 paboTaeM ¢ TaKUMH AUCTpUObIOTOpamH, Kak AkcodT, AutuBupycHsiil Lientp 1 MOHT. KonTakTst
JUCTPHOBIOTOPOB MOXKHO HAWTH Ha HAIIIEM CAaWTe 3/1ECh.

[Tpu mokymke anrpeiinos (mpomierane SWM, 1onoTHUTEIHHBIX MTOIB30BaTENEH M PaCIINPEHUI) ecTh 2
BapHaHTa aKTUBAlIUM JaHHBIX aHFpCﬁI{OB:

1. ABTOMAaTHYECKasi aKTHBAIUSL: AUCTPUOBIOTOP MPH Pa3MEIICHUH 3aKa3a CTABUT TAJIOYKY B MOJIE
«Automated activation». B Takom city4ae anrpeiis akTHBUPYeTCs aBTOMAaTHYECKH B TeUeHUe 24
vacoB. He moxuasice OKOHIaHUsI 24 9acoB, KIIHEHT [IPH JKSJIaHUH CaM MOXKET aKTHBUPOBATh
anrpeii1 uepes NOMOIIHUK KOH(GHUTYPHPOBAHHS B BEO-KOHCOIM aIMUHUCTPUPOBAHUSI, HAKAB Ha
ccbuKy «OOHOBUTD CBEJICHHS O PETHCTPAIIUI.

2. TlomyaBTOoMaTHuecKas akTUBAIUS: AUCTPUOBIOTOP MpH pa3MenieHun 3akaza HE cTaBuT ranouky B
noste «Automated activation». B takom ciydae quCTpHOBIOTOpP IIOMUMO HOMEPA JIMIICH3UH
nonyuaet pdf-aiin «Activation Link» u mepecbiiaet 3tu (aiiisl maptHepy. s akTHBAIMH
anrpeiiia HeoOX0aMMO OTKPBITH (aiin «Activation Link» B Adobe Reader, nepetiT o ccpuike,
KoTopas Ha3biBaeTcs Activation link, mociie 4ero oOHOBHUTE CBEZICHHS O JTUIICH3UH Yepe3 BeO-
KOHCOJIb aIMHHUCTPUPOBaHHs TpoaykTa uiu cait Kerio (https://secure.kerio.com/reg/?lang=ru).
JlaHHBIN BUZ aKTHBALMK anrpelia MoXeT ObITh UCIIOJIb30BaH NapTHEPAMHU B TEX CIIydasx, Koraa
UMH OBUT IPEAOCTABIICH KPEIUT KIIMEHTY MPH MOKyIKe anrpeiina. [lapTHep MoxeT He
nepeaaBaTh KIMEHTY (aiiyl akTHBAIUK JI0 TEX MOp, MOKa KIMESHT He OIUTATUT CBOW 3aKa3
nojHocThio. [lociie mpoBeeHus] OKOHYATENbHBIX B3aMMOPACUETOB C KIIMEHTOM, NTapTHEP
CaMOCTOSITETIbHO MOJKET aKTUBHUPOBATH aNrpeiil, Ha)kaB Ha CCBUIKY, HIIH Niepeaats (aiin
KIIUEHTY.

Cosem: 3apanee 062060pume 603MONCHOCIb NPUMEHEHUS MO20 UL UHO20 MUNA aKMUsayuy anepetioos
€O C8OUM OUCMPUOBIOMOPOM.

IeneBast ayauTopus

LeneBoit cermeHT 1u1st mpoykToB Kerio — npeanpustus Majioro u cpeanero ouzneca (SMB), ot 5 1o 500
nonbp3oBateneil. Ha mpaktuke, y Hac ecTh KIIMEHTHI U ¢ OOJIBIITNM KOJIMYECTBOM T10JIb30BaTENCH, BCe
3aBHCHUT OT KOHKPETHBIX TOTPEOHOCTEH KIIMEHTa.

Y Hamux NMpoAyKTOB HET KaK TaKOW OTPacieBOW HAPABICHHOCTH, T.K. a0COTIOTHO JII00ast KOMIaHHS
HYXKJaeTcs B 0€30MacHOM JOCTyIIe K ceTn HTepHeT, 0OMeHe TTOYTOBBIMH COOOIIEHUIMH, TeJieOHHON



http://www.kerio.ru/how-to-buy
https://secure.kerio.com/reg/?lang=ru

< KERIO

CETH ¥ COBMECTHOH pabote. Cpelin HAIIMX KIIMEHTOB KOMMEPUYECKHE MPEANPHUITHS, OaHKH, yIeOHbIC
3aBeJIeHUs (IITKOJIbI, TAMHA3WH, UHCTUTYTHI H YHUBEPCUTETHI), FOCYJAPCTBCHHBIC MPEIPUSTHS
(6ubnuoTeku, GUHAHCOBEIC YIPABICHHS 00JaCTe, N30UpaATEIbHBIC KOMUCCHH, METUITUHCKUE
YApEeXIEHUs) U T.1I.
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Kerio Control

OcHoBHBIE CBe/IeHUA

Kerio Control - 3to oana u3 cambix momyssipabix B Poccun UTM-cuctem, o0ecriednBaroiast 3auTy
JIOKaJIbHOM CETH MaJIbIX U CPeIHUX MPEANPUATHIA, KOTOpas BKIIIOYaeT B ceds Takue (yHKIUHU KaK:
¢aiiepBOIIT YpOBHSI IPUIOKEHUH, CCTeMY OOHapy>KeHUsI U npenoTBpauienus sropxenunit (IDS/IPS),
BCTpoeHHbI VPN-cepBep, aHTUBHPYCHYIO 3aILUTY, MOIYJIb YIIPABJICHUS [IOJI0CON NPONYCKAaHUS U
nojaepxkky QoS.

e KomiuiekcHast 6e30I1aCHOCTD:
Cucrema oOHapy»eHuUs U npefoTBpanienus Bropxenuii (IDS/IPS)
Ceprudurmposannbiii ICSA labs 1 ®CTOK 6pannmayap
AHTHBUpYCHAs 3alllUTa C IOMOIIIBIO aHTHBUpYca SOPhoS.
KonTentnsiit punstp
VPN cepeep (IToxnepxkka cranmaptaoro VPN mpotokosna L2TP yepes IPsec-, HaunHas ¢
Bepcun Kerio Control 8 u cooctBennsiii Kerio VPN mpotokon, o6sagatommit
BO3MOKHOCTSIMH JMHAMUYECKOIN MapIIpyTH3amny.
e  VYnpapieHue N0Jb30BATEISIMMU:
o IlonuTukyM MONB30BATENBCKOTO TOCTYyNA
o Kerio Be6-hunbTp, HacuuThiBarommii 141 kateropuio
o P2P GnoxupoBumk
0 MOHUTOPHUHT B peXKUME PEaTbHOTO BPEMEHU
o KauectBo o0cay:xuBanusi (Q0S)
o Pacnpenenenue Harpy3ku Ha KaHAIIbI
o OrpaHuyeHue | pe3epBUPOBAHKE MTOJIOCHI MIPOITYCKaHUS (IIeHTep)
o lloxkiroueHue 1Mo pe3epBHOMY KaHAITy
e TI'mOkocTh pa3BepTHIBAHMUS U AAMHHUCTPUPOBAHUS
o BosmoxnocTs moctaBku B Buje Software appliance u Virtual Appliance
O AJMHHUCTpPHpOBaHHUE Yepe3 BeO-KOHCOIb
o llognepxka IPv4 u IPv6
e Moayab CTATHCTUKH M 0T4eTOB StaR
o O6mas cratucTrka UCIoab30Banus HTepHeTa
o Ortyer Mo KaXXJ0My IOJIb30BATEIIO
o Cawmpble nocenaeMble calTbl
o Oryer 1Mo kaTeropusiM Be0-KOHTEHTA

O O O O O

Harnsinaeie npumeps! oTueToB Mmoayiis StaR:
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OO0mas cTaTucThKa UCToNb30BaHus HTepHeTa

Kerio Control

My Account  Logout

< - 10/172012- 10312012 [ [ B [ )

| team.marketing@kerio.local +| Overall UsersbyTraffic Visited Sites Web Categories
Daily Traffic Top 5 users

Total e —Lovato, Matt
39,333,283 KB 86

Inbound: 6G
34,871,759 KB i Capogeannis, Ari 4'

Outbound: 9

4,461,523 KB 26 Hymes, Eise — " Staples, Andrew

12345678 91011121314151617 181320212223 24252627 28293031

Top Visited Websites

google.com 33,346
kerio.com
pandora.com
apple.com

dystrick.com

Top Requested Web Categories

Information / Communication

399,693

T 179,161
Ordering 161,930
Lifestyle

User Total [KB]
Lovato, Matt (mlovato@kerio.local) 23,953,486
Staples, Andrew (astaples@kerio.local) 6,314,777
Hymes, Elise (ehymes@kerio.local) 4,596,047
Capogeannis, Ari (acapogeannis@kerio.local) 4,203,800
Sidorov, Iiya (isidorov@kerio.local) 122213

Used Protocols

— Multimedia

=

MecsiuHBIi OTYET 10 OJTHOMY IOJIH30BATEINIO

Kerio Control

Summary Report

|.c is, Ari (ari) 3]

Individual

Individual  User's Activity

Daily Traffic

My Account  Logout

< 10/1/2012-10/31/2012 [_| [=7] [=] @ 6

User Details

125G
Total:
1,412,848 kB
Inbound:
1,312,611 kB

Outbound:
100,237 KB

1006
075G
050G

025G

12345678 9101112131415161718192021222324252627 28293031

Top Visited Websites

kerio.com
pandora.com 527
disqus.com 445
google.com 368
istackphoto.com B 166

3,674

Top Requested Web Categories

m

Ordering

Information { Communication
Download Sites

Private Homepages

39,097

User:
Ari Capogeannis
Username:

View User's Activity

Used Protocols

Remote Access —
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Kypnan ucnonp3oBanusi UHTepHETa COTPYAHUKOM

Kerio Control

My Account  Logout

Summary Report Individual « | 10/15/2012-10/21/2012 [_] [ [=i @ =
| G is, Ari (ari) 4 User's Activity
Web Pages Hide details &
Visited pages: 428
Searches performed: 7
10/18/2012 Records: 34
Start Duration Details
10:40 am pandora.com | Visits: 54
Pandora Internet Radio - Listen to Free Music You'll Love
10:41am youtube.com | Visits: 1
YouTube - Broadcast Yourself.
10:41 am 2:00:16 mib.com | Visits: 111
The Official Site of Major League Baseball | MLB.com: Homepage
10:42 am 1:58:11 doubleclick.net | Visits: 99
Click here to find out more!
10:43 am 1:22:01 kerio.com | Visits: 67
Main Menu | Kerio
Messaging Hide details &
Emails recognized: 0 | Data transferred: 214 KB
Instant messaging used
10/18/2012 Records: 3
Start Duration Details
10:39 am unfinished
10:39 am nfinished
.
Cawmple mocernaeMple CailThl

1,116
Details Top 10 users.
kerio.com 1,116 visits
not logged in —, User Visits
not logged in (unrecognized users) 493
Anderson, Cindy (canderson) 158
Hymes, Elise (ehymes) 131
— ) Carmichael, Brian (brian) 87
other % R Andgrsor; Glndy, Miller, John (jmiller) 83
v Capogeannis, Ari (ari) 67
Capogeannis, Afi g . Hymes, Eise Caparzo, Wade (wcaparzo) 63
Miller, John —~ 1 Carmichael, Brian Lovato, Matt (mlovato) 28
youtube.com 346 visits
User Visits
Lovato, Matt (mlovato) 307
Caparzo, Wade (wcaparzo) 15
.—— Lovato, Matt Miller, John (jmiller) 1
not logged in__ Se—" not logged in (unrecognized users) 5
Miller, John — Hymes, Elise (ehymes) 3
Caparzo, Wade — Capogeannis, Ari (ari) 3

IMoapo6uee o moayne Cratuctuku u Otdyeros - hitp://www.kerio.ru/products/kerio-control



http://www.kerio.ru/products/kerio-control
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Cogem: Ecnu Buvi caviuiume om KlueHnma, 4mo emy HYJHCeH «npOoKCu-cepeepy, «KUHmepHem-uliios»,

«xonmenmuoil punompy, «VPN-cepeep», mo moaxceme cmeno npeonazams Kerio Control.

IIpumeuatenbro, uto Kerio Control odeHs Jierko mpoaaBaTth, T.K.

e  DTO OJIHO U3 CaMBIX MOMYJSIPHBIX pelieHui B Poccuu, XopoI1o 3HaKOM 3aKa3urKaM U UMEET
MOJIOKUTEIBHBIA UMUK

e Poccuiickuii perHok Kerio Control cocraBmsier 30% OT 001eMUpOBOTO - HaIllK pa3paboTIYUuKU
YYUTHIBAIOT MTOXKETIAHUS POCCUICKUX 3aKa3YHKOB

e TonbpKO KaXKIBIN MIECTON cepBep SIBISAETCS O(QUIIMAITBHO KYTUIEHHBIM — €CTh OOJBIION MTOTEHIIHAT
JUTSL pOCTa PhIHKA

[Tpeumymecta Kerio Control:

e ExenHeBHble 0OHOBJICHHUS 0a3 CHCTEMBI OOHAPYKEHHUS W MPEAOTBPAIICHHUS BTOPKEHUH
(IDS/IPS), 3ammuiaroineii OT BHEIIHUX YTPO3

e  B03MOKXHOCTB 3amIieHHOro yaanenHoro qocrymna mo VPN st mro6oi mratdopmer: Windows,
Mac, Linux.

e [loBrllienue kadecTBa paboThl TPeOOBATENBHBIX K TONOCE Mporyckanus npunoxkenuit (VOIP,
MYJIBTAMEINA) MTyTEM BBIICICHUS FapaHTUPOBAHHOM MOJIOCHI TIPOITyCKAHUS

e VBenu4eHUe NPOU3BOIUTEIBHOCTH COTPYIHUKOB M KOHTPOJIb UX AEATEIEHOCTH

e CokpaleHue 3aTpaT Ha YCTAHOBKY M HACTPOHKY — MIPOLIECC 3aHUMAET MOPSIIKa Jaca.

e IIpocTtoTa 1 yao0cTBO aAMUHUCTPHUPOBAHHS — HE TPEOYETCS BBICOKAs KBAJTM(PHUKALIUS
CHELHAIUCTOB.

e DBecmiatHoe moyueHne OOHOBJICHUH B TEUEHNE CPOKA JICHCTBHS TOIUCKH; JIETKUH U OBICTPBIT
Mepexo/1 Ha HOBBIE BEPCHUHU C COXPAHEHHEM BCEX HACTPOEK

e  BO3MOXXHOCTH COKOHOMHTH HA IPHOOPETEHUH CEPBEPHON ONEPALUOHHON CUCTEMBI U
BBICOKOIIPOM3BOIUTEIBHOTO XKeJe3a

e  Pycckosi3bluHasi TEXHUYECKas! OIICPIKKa

Onucanue npoaykTa Ha caitre - http://www.kerio.ru/products/kerio-control

AxTtyanbHble cucteMHbie TpeboBanus aist Kerio Control - http://www.kerio.ru/support/kerio-control
(paznen «Texandeckue criequdpuKaum»).

Komy npemsiarats?

e Jlomp3oBarensam HeneranbHbIX Bepcuit Kerio WinRoute Firewall u Kerio Control
e Jlomp3oBarensiM Ooliee TSHKETBIX PELICHUH, HETOBOIBHBIM CTOMMOCTBIO M CII0)KHOCTBIO
o0CcIyKUBaHUS

10
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E KerioControl

o AnsrepuaruBa TMG Forefront (momonHuTensHBIE MaTepHajisl o cpapuenmio Kerio Control u
TMG - http://info.kerio.com/TMG.html)
e [lonp3oBaTensaM OoJee JISTKUX PEIIeHUH, HeOBOJILHBIM (DYHKIIMOHATIOM U HU3KOM

CTaOMIILHOCTBIO
e Jlomp3oBarensm ctapbix Bepeuit Kerio Winroute Firewall
e Jlro0oii xoMmanuu ot 5 nons3oBareneil IHTepHera

DOCTIK-Bepcust Kerio Control

Ceprudunmponannas ®CTIOK Bepcus Kerio Control sBiisieTcsi OTACIBHBIM IPOJIYKTOM U UMEET CBOM
coOcTBeHHBIN AUCTpuOYyTUB (Bepcus 7.3.2).

[Tonp30BaTENb «CTAHAAPTHOW» BEPCUU MOXKET YCTAHOBUTH CEPTUMHUIIMPOBAHHYIO BEPCHIO MTPOLYKTa
MyTeM MproOpeTEeHHs COOTBETCTBYIOILETO anrpeia.

Jns mepexona Ha @CTIK Bepcuro KIMEHT TOMKEH UMETH eicTByonyro SWM.

Hns mepexona Ha ®CTIK Bepcuro st opranmszanwii, umerommx GOV/EDU Bepcnn nponykTa,
MMPEABAPUTEIILHO HYKHO U3BMCHHUTDL TUIT JIMIICH3NU HA KKOMMEPUYCCKYIO».

Bepcus nepectaer ObITh cepTH(PHUIMPOBAHHOM, €CITM TIOIH30BATEh OOHOBUI €€ Ha BEPCHUI0, KOTOpas He
UMEET COOTBETCTBYIOIIETO CEpPTU(HKATA.

Ceprudukar coorserctus (http://www.kerio.ru/sites/default/files/sert2794001.jpg) umeet TONBKO
ocHoBHo# mpoaykT Kerio Control. VPN, AntiVirus Sophos u Kerio Control Web Filter ve
cepTHHIMPOBAHBI.

[Ipu anrpetine co crangaptHoit Ha @PCTOK Bepcuio mosap30BaTeNto HEOOXOANMO YIAIUTh MPEABIAYIILYIO
Bepcuro Kerio Control (B ToM ciiydae eciiu BepcHs MOJb30BaTelis Bhille Bepcuu 7.2). Ha Gosee panHue
Bepcuu (10 7.2), ®CTIK Bepcuto MOXKHO MIPOCTO MOCTABUTH «CBEPXYH.

st mpuoOpetenust cepruduimposanHoi konuu Kerio Control kineHTy HE0OXOAUMO MPUOOPECTH
JIUIICH3UIO HA IPOJYKT U (PU3NIECKHUN KOMIUIEKT, B KOTOPBIA BKIIFOUACTCS AUCK C CEPTUGHUIIMPOBAHHBIM
JTUCTPUOYTHUBOM M HEOOXOAMMAs JOKYMEHTaIus. PekoMeHJ0BaHHAs pO3HUYHAS [IeHa JTaHHOTO
KOMITIeKTa (He BKITIoUas qumen3uto) cocrapissetr 800 pyoireis, maptHepckas mera — S00 p.

Ha nanubliit MOMEHT BeayTcst paboTsl 1o ceprudukarnuu Appliance-sepcun Kerio Control,
OPUEHTUPOBOYHO IONydeHUE cepTuduKaTa oxunaercs B konue 2014 r.

OHHI/IOHaJII)HI)Ie MOAYJIN

JlaHHBIE MOJYJIN SIBIISTFOTCS TPEKPACHOM BO3MOXKHOCTBIO TIPEITIOKHUTH KIIMEHTY HauboJiee MOTHOIICHHOE
pelLIeHNE U YBEIUYUTH OOIIyI0 CyMMY MOKYIKU. B nanpHeleM Haauuue JaHHBIX MOJyJIei OBBICUT
BEPOSITHOCTh NPHOOpEeTEeHNs KiIMeHTOM niposieHust SWM, aro yBeanuut Bam 1oxon B Oyaymiem (cM.
paznen «IIpomnenne SWMy).
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Anmueupyc Sophos

AnTUBUpYC Sophos - 3TO ONMIIMOHATBLHBIA MOJYJTh, KOTOPBIH MOXKHO MMPHOOPECTH KaK HETIOCPEJICTBECHHO
BMECTE C HOBOH JIMIICH3MEH, TaK 1 MO3KE.

HuTterpupoBanHblil aHTUBHPYC SOPhOS mpenocTapisierT:

e  MrHOBEHHYIO 3aIUTY

e  YCOBEpIIEHCTBOBAHHYIO TEXHOJIOTHIO CKAHUPOBAHUS
e  Y7100cTBO aAMUHUCTPUPOBAHUS

e bricTpoe monyueHre OOHOBICHUH

3amuTa 3jekTpoHHoi mouTsl (SMTP u POP3): IIpoBepka BXOAAIINX U UCXOAAIINAX MTOYTOBBIX
COOOIIEeHUH, a TaKKe UX BIIoKeHUH. HalineHHbpIe BO BIIOKEHUSX BUPYCHI YAAJSIOTCS, B COOOIIEHUE
nobasisieTcs HHGOPMAIIMOHHAS IOMETKA O JAHHOM JICHCTBHU.

Web (HTTP u HTTPs): CxanupoBanue Beb6-ctpanuil, ckaunBaeMbix 10 HTTPAHTTPS 06bekToB 1
npounii Tpadpuxk HTTP\HTTPS Ha Hanmuure BUPYCOB U APYTUX 3710Bpe0B. MOHUTOpUHT Tpaduka,

nepeaaBacMoro 1o 3anuineHHoMy kanany Kerio VPN,

Iepenaua daiisios (FTP): [Iposepka ckaunBanuii u 3akauek ¢aitios no npotokory FTP.

Cosert: Bceeoa npeonaeatime Kerio Control cpasy co ecmpoennvim anmusupycom Sophos. Pasznuya
MedHcOy CmoumMocmoio NPooyKma 6e3 anmueupyca u ¢ aHmueUpPyCcom He KpUmuiHa 01 KIuenma, a 6am
oacm ysenuyenue obwel cymmol cuema. Cpagnume:

Kerio Control na 30 noavsosameneii = 870 espo
Kerio Control + Sophos AV na 30 noavzosameneii = 924 eepo

Pasnuya meosicoy eepcueii ¢ anmusupycom u 6e3 anmusupyca cocmagisiem 1.8 espo/nonvzoeamen.

Kerio Control Web Filter

Kerio Control Web Filter — sto onmoHasbHbIN MOIYIb, KOTOPBIA MOKHO MTPHOOPECTH KaK
HEIIOCPEJICTBEHHO BMECTE C HOBOH JIMIIEH3UEH, TaK U MO3KE.

Kerio Control Web Filter npegoTspariiaet nocemnieHue mojab30BaTeNIIMU BeOCAUTOB, MMEIOIINX
BPEIOHOCHOE COJIEPIKUMOE, BKJIHOYAst BUPYCHI, TPOIPAMMBbI-IIITHOHBI, TPOSHbI, BE0-CTPAHHUIIbI, KOTOPHIE
Y4acTBYIOT B (DHIITMHTE MIIM KpaXKe TIEPCOHAIBHBIX JaHHBIX.

Kerio Control Web Filter siBisieTcst onmuoHaisHO-aKTHBUPpYeMbIM Mo ysieM uist Kerio Control, koTopbrii
paszensier BeO-caiTol Ha 141 pa3inuyHylo KaTeropuio 1o copepkanuto. CUCTEMHbIE aJMUHUCTPATOPHI
MOTYT OJIOKUPOBATh UM KOHTPOJIMPOBATH JIOCTYII TIOJIb30BaTENIC Ha OCHOBE OINPE/IEIICHHBIX KaTeropuid
KOHTEHTA.
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3auem mysrcna punbmpayus ee6-xkonmenma?

AHTHBHpPYC 00BIYHO OJIOKHPYET TOJBbKO U3BecTHBIC BUpYCHL. Kerio Control Web Filter cirysxut
JIONIOJTHEHNEM K aHTHBHPYCHOMY CKaHEpy - OH OJIOKHPYET AOCTYII K caiiTaM ¢ OIaCHBIM COEPKUMBIM,
NPEMSATCTBYA 3arpy3Ke BUPYCOB, 3KCIIONTOB, IIMMOHCKUX MIPOTpaMM U apyroro BpeaoHocHoro [10.

3au4uma OMm HediceamenbHbIX CAUmos

Kerio Control Web Filter momoraeT nmpegoTBpaTiTh IPOCMOTpP HE3AKOHHOTO WU HEXKEIATENLHOTO BEO-
KOHTEHTA U SIBJIIETCS OTIIMYHBIM CPEICTBOM IOBBIIICHUS TIPOM3BOIUTEIBHOCTH TPY/Ia.

KonTponupyet uinu 6J0KupyeT JOCTYyI Ha OCHOBE:

e ['pynmoBbIX HOJIUTUK
Bpemenu cyTok

[ ]
e (Craryca noap30BaTemns
[ ]

MecToHaX0XKAEHNS TI0JIh30BaTEIIS

CTaTI/ICTI/IKy HCIIOJIb30BaHWA MHTCPHETA 110 KaTCTrOpUAM KOHTCHTA MOKHO ITIOCMOTPETH IIPXU ITOMOIIN
MOJIYJISI IEHTPAIM30BaHHOW CUCTEMEBI aHam3a u oTueTHOCTH Kerio Control Statistics.

Harnsiauenid npumep oTyeTa N0 KaTeropusiM BeO-KOHTEHTA!

Information {

I
Ordering
Lifestyle

[ 6,425

Download Sites [N 38,100
General Business [N 26,467
Social Networking NI 22,092
Professional Networking I 18,505
Private Homepages [ 17,901
Entertainment / Cuture Il 11,831

Details

Information / Communication 399,693 requests

Hymes, Elise 7
Capogeannis, Ari

Staples, Andrew —

IT 179,161 requests.

—Lovato, Matt

Staples, Andrew —,

ymes, Eise — V‘ Lovato, Hatt

Capogeannis, Ari —

179,161
161,930

User

Lovato, Matt (mlovato@kerio.Jocal)

Staples, Andrew (astaples@kerio.local)
Capogeannis, Ari (acapogeannis@keriolocal)
Hymes, Elise (ehymes@kerio.local)

User

Staples, Andrew (astaples@kerio.local)
Lovato, Matt (mlovato@kerio.local)
Capogeannis, Ari (acapogeannis@kerio.local)
Hymes, Elise (ehymes@kerio.local)

Sidorow, Ilya (isidorov@kerio.local)

Ringham, Jim (jringham@kerio.local)

399,693

Top 10 users

Requests
271,733
97,120
17,118
13,722

Requests
66,750
61,4455
37,23
13,112

614

ToxpoOHee o kareropusx - http://www.kerio.ru/ru/control/utm/web-filter

Cosem: Bcezoa cpasy npeonaeaiime Kerio Control enecme ¢ Kerio Control Web Filter. Pasuuya mescoy
cmoumocmuvio npodykma 6e3 «6e6-Puabmpar u ¢ «8ed-uibmpom» He KpUmudHa O KIueHmd, a 6am

oacm yeenuuenue obwei cymmol cuema. OOvscHUmMe HA3HAYeHUue «8eO-PUIbmpay, NOKax3cume, KaxK om
pabomaem (http://www.kerio.ru/ru/control/user-management/web-filter/test-a-site).
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Paccuumaiime cmoumocmo 6e3 «seb-punbmpay u ¢ «8eb-huibmpomy, u HOKajicume, Ymo pasHuyda He
Max cyuwecmeeHtd, Kax 8ble00d om 0aHHo20 Mooy (3.8 espo/nonvzosament).

Software Maintenance (SWM)
HetictByromias nmoamucka (Software Maintenance, SWM) naet mosb30BaTestto ClIeayIOIINe
pEHMYIIeCTBa:

® BO3MOKHOCTb OECILIATHOTO IEPEeX0/1a Ha HOBbIE BEPCHU B TeUeHHUE cpoka acicteus SWM;

e paboTa Tex MOMYJICH, s KOTOPBIX HEOOXO0AMMO mocTossHHoe ooHoBenue 6a3 (IDS/IPS, AV,

Web Filter).

KimeHTsI MOTYT HOMTy4aTh TEXHUYECKYIO MOIEPIKKY TOIBKO IPH YCIIOBUH AelcTByromeir SWM.
IlepBudHas nokymka yxe BkitodaeT B cebs SWM Ha 1 rox (meiicTByeT ¢ MOMEHTa aKTHBAIIUN CEPBEPHOMN
nunen3un). K nepBonavanbHOM MOKYITKE MOKHO IMTPHOOPECTH JOIOIHUTEIFHOE MIPOJUICHHE emie Ha 1 rof,

YTO B CyMME JacT 2 rofa IeUCTBYIOLIEH NOIMUCKH.

Ipoanenne SWM

Eciit SWM He nipojuieBaeTcst, TO caM MPOAYKT MPOAOKAET paboTaTh U BBINOJIHSITH OCHOBHbIE (DYHKIIHH.
Tewm He MeHee, IepecTaHyT OOGHOBIISATHCS 6a3bl CUTHATYp Ik aHTUBUpYCca SOPhOS, 3aIUThl OT
sropxenwuii (IDS/IPS) u Kerio Control Web Filter, a uepe3 60 aueit 5tu GpyHKIIHH BOOOIIIE TIEPECTAHYT
paborarh. Takke KIHEHT HE CMOXKET OOHOBIISTH TPOJYKT JI0 HOBBIX BEPCHIi H TTOTyIaTh TEXHUUECKYIO

HOJIEPKKY.

Croumocts npoterns SWM cocrasiser npuMepHo 33% OT mepBoHaYaIbHOW CTOMMOCTH MPOAyKTa (6€e3
yuera pacumpenuii Sophos u Kerio Control Web Filter).

Bawm, kak maptHepy, npouienue SWM NpUHOCHUT JOTOHUTEIBHBIN JOXO0/1 €XKET0THO U IMTO3BOJISIET
OJIEP’KUBATh KOHTAKT ¢ KIMEeHTOM. BaxkHO OTMeTHTD, uTO M3HavansHas mpoaaxa Kerio Control co
BCEMH MOJIYJISIMU HE TOJBKO YBEIMYUT CYMMY CUETa, HO M YBEJIHYHUT CyMMYy Tipouienus SWM B

MTOCJICTYFOIITHE TOJIEI.
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Cosem: Hanuuue y knuenma Kerio Control ¢ aumusupycom Sophos u/unu «se6-gunompom» nogviuaem
warcol moeo, wmo ox npuobpemem npooaenue SWM. Hanomnume, umo onu ne 6yoym pabomamos Oe3

oeticmeyroweti SWM, u 6ezonacrocmp nokanbHoll cemu 6y0em noo y2po3oil.

Haowce ecnu 'y knuenma wucmas 1uyeH3us 0e3 aHmusupyca u ed-@uibmpa, 6CmpoeHHbul MOOYTb
obHapycenus u npeoomepawgenust emopicernutt |DS/IPS maxowce siensiemest sasicnvim apeymenmom npu
yoeacoenuu knuenma npooaums SWM. Craorcume 3axazuuxy, umo npu neoeticmsyiower SWM cemuw
KoMRauuu 6yoem noosepaicena amaxam usgne. Ilpeonoscume emy nocmompems 102U 3anUCAHHbIX
HONBIMOK 8MOPHCEHUL, YMOObL OH Y8UOeI, HACKOILKO 3(PHeKkmusHo 0anHblil MOOYIb 3auuniaem e2o
cemy. [Ipogheccuonanvuviii cucmemuviii AOMUHUCPAMOP OOJHCEH NOCMOSHHO 00pAWambCs K Imum

Jocam U «KMOHUmMoOpums» COCmosrue cemu.

OO011ee KOMMYECTBO JUICH3UH MPOJICHHS OAIHUCKU JTOJHKHO OBITH PABHO OOILIEMY KOJNYECTBY
murens3uit mpoaykra. T.e mpoanenne SWM mproOpeTaetcs Kak Uit CEpBEPHON JIMIICH3UA, TaK U JUIS

JIOIIOJIHUTEIBHBIX IT0JIb30BATEIbLCKUX JIULICH3HIA.

Hata Hagyana nefictBus npoierns SWM oTcunThIiBaeTCs ¢ MOMEHTA OKOHYaHUS npeapiaymein SWM,
T.€. eciu, HanpuMep, rocie okoHdanuss SWM crieayromas SWM Obuia mproOpeTeHa TonbpKo yepes 3
MecsIa, To Ipu peructpanuu npouieHus SWM cpok ee eiicTBus OyieT OTCUUTHIBATHCS HE C MOMEHTA
HOKYIIKH, & C MOMEHTa OKOHYaHus npeasiayiieii SWM (pakTiHyecku, KIHEeHTY PUACTCS 3aIUIaTUTh 33

3TH 3 MecsIa).

Bornee monpobHO 0 mpaBuinax npoaniernss SWM MokHO y3HaTh U3 «PyKOBOJICTBA MO JTHIIEH3UPOBAHUIOY
Ha [laptHepckom [loprane -
https://samepage.io/app/#!/de092039da72e01d4ea6d09f1b4588a7c04e16a6/page-2851-faq

Oco0enHoCTH Tepexoaa Ha HoBbIe Bepcuu Kerio Control

Hauunas ¢ Bepcuu 8.0, Kerio Control He Beimyckaercsi B Buae Windows-TIpuIo>KeHHs, a OCTaBIIsETCS
kak Software Appliance (Bbicoko3amuinerHas oneparuonnas cucrema Kerio OC Ha 6a3e Linux co
BcTpoeHnHbIM Kerio Control) min Virtual Appliance amnst pasBopaunBaHus B cpelie BUPTyaTu3aluu
VMware niu Microsoft Hyper-V.

B ciyuae nannuus y kiaunenta OC Windows 2008, 2008 R2 nim Windows Server 2012, Bo3MOXXHO
pasBopaunBanue Virtual Appliance Ha ux 0a3e ¢ ucnoyib3oBaHueM posin Hyper-V.

Bce ynpaBienue Begetcs uepes KiacCuueckuil BeO-uHTepdeiic anMuHuCTpupoBanus, foctyn B Shell ne
UCIIOJIb3YETCS.
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IpeumymectBa Appliance-Bepcuii nepex Windows-epcusimu:

becnnataas OC
Bouee BbICOKast CKOPOCTh U KAUECTBO BHEAPEHHS HOBOTO (DYHKIIMOHAJA
He tpebyet Hukakux HaBbIKoB paboTel ¢ OC Linux

Mowbhe

YmpaiieHue MPOYKTOM OCYIIECTRISICTCS PUBBIYHBIM CITIOCOOOM Yepe3 BeO-KOHCOIIb
aIMIHACTPUPOBAHUS
OTCYTCTBYIOT KOH(JIUKTHI, BhI3BIBAEMbIC CTOPOHHUM [10

o o

OTCYTCTBYIOT KOH(JIUKTH 000PYIOBaHHS
7. OTCYTCTBYIOT yIpO3bl, CBSI3aHHBIE C BUPYCHOW U JIFOOBIMU APYTUMH YTpo3aMHu (BCe TaHHBIC
koHTposupytorcs no CRC)

VYuuThiBas BbIlIECKa3aHHOE, TPHOOpeTast HOBYIO JuieH3uio Kerio Control, KIMEHT MOKET MOCTABUTh
60 Bepcuio 7.4, 11060 8.X B 3aBUCHMOCTH OT XkKeJlaeMoro (pyHKIIMOHaA.

B Appliance-Bepcusix 7.4.x Obu 10OaBIEHBI ClIeAyONNE PYHKINH:
e Tlognepxka Vlan
B Bepcusx 8.x ObuIH 100aBICHBI CIEAYIOUTHE (DYHKITUM:

e [PSec VPN

e PesepBupoBanue VPN-TyHHenen

e  OWIBTP COACPKUMOTO

o T[lomnepxxka unrepdeiica L2TP

e UucnekrupoBanne HTTP tpaduka ans npotokona IPv6

B Bepcuu 8.3 ObutH 100aBIIeHB Takue (YHKITHMH KaK:

e MAC-ayrenTudukanus
e PeBepcuBHBIN MPOKCH

Kak nonpo0oBaTh NpoaAyKT

KimeHT MOKeT ckauaTh IPOOHYIO BEPCHIO IIPOAYKTA Ha HalIeM caiire - http://www.kerio.ru/try-
now#control.

Bepcus nonHodyHKoHansHa U paccuntana Ha 30 guaeil. [IpoOHyro Bepcrio MOXKHO 3aperucTpupoBaTh
(B xoHCONMM aaMuHKCTpaTopa) U 30 THEH MoTy9YaTh TEXHUYECKYIO MOAEPKKY. B 3apernctpupoBanHoi
BEPCHHU CTAHOBSTCS nocTynHbl AHTHBUpYC SOphos u Kerio Control Web Filter.

He ycranaBnmmBas quctpubyTHB, MOKHO IIOCMOTPETH, YTO MPEACTABISIET COOOH MPOAYKT, UCTIONB3YS
nemo-Bepcuto Kerio Control. B Heli MOJKHO TOCMOTPETh, KaK BBITJISIUT KOHCOJIb aIMHHUCTPATOpa
https://control.demo.kerio.com:4081/admin u Moxynb cOopa CTaTHCTHKA TOBEACHHMS TIOJIb30BaTENEH B
ceru Uurepuer (Kerio Control Statistic Interface) https://control.demo.kerio.com:4081/.
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JInueHsupoBanue

B Kerio Control JuIieH3upyrOTCS MOJIB30BATENH, T.€. KOJIUYESCTBO JIUIIEH3UH PACCUUTHIBACTCS UCXOS U3
KOJIMYECTBA YeJIOBEK (YUETHBIX 3aIliCell) B KOMIIAHUN, IMEIOIINX JOCTyM K ceTh UnTepreT. Kaxapiit
MI0JIB30BATENb MOXKET MOAKIIOYATHCS C 5 pa3auyHbIX [P- ycTpoiCTB € IMHOBPEMEHHO.

CraTucTrka MmoBeIeHUs T0Ib30BaTeNell B ceTu MIHTepHeT COOMpPaeTcs TONBKO MPU HAIMYHH YIETHBIX
3amucem.

ITpu MOKyIKe HOBOTO MPOAYKTa 00s3aTeIbHO MPUOOPETAETCsI CEPBEPHAst JTUIICH3HSI, KOTOPas BKIFOYAET B
ce0s1 5 Tob30BaTeNICH, U SIBJIICTCS TaK Ha3bIBaeMo «0a30ii». Eciu kinneHTy Hy)HO Oosee 5
[0JIb30BATEIICH, TO MPHOOPETAIOTCS TOTIOTHUTEIbHBIC JTUIICH3UH MTAKETaMH TI0 5 MMOJIb30BaTEIeH.

I[HSI pacqua CTOUMOCTH JIMIICH3UHN MOXXHO BOCIIOJIB30BATHCS HpaﬁC-HHCTOM nin KaHBKYHﬂTOpOM Ha
ITaptaepckom IlopTane -
https://samepage.io/app/#!/de092039da72e01d4ea6d09f1b4588a7c04el6a6/page-3043.

Bonee monpoOGHO 0 TUIIEH3MOHHON TOJTUTHKE MOXKHO MpounTath Ha [lapTHepckom [loprane -
https://samepage.io/app/#!/de092039da72e01d4ea6d09f1b4588a7c04el6a6/page-2851-faq, a Taxke
MMOCMOTPCTH 3allMCh Be6I/IHapa -
https://samepage.io/app/#!/de092039da72e01d4ea6d09f1b4588a7c04el6a6/page-2851

KoHkypeHTbI

CpaBHUTENBHBINA aHAIN3 ¢ KOHKYPEHTaMH MOXKHO HaiiTu Ha [lapTHepckom [loprare.

JlaHHbI#i CrIUCOK OyaeT MOMOIHATHCs. Eciin Bbl He Hau cpaBHEHHE C MHTEPECYIOIUM Bam mpoaykTom,
obparurecs B Hatr oduc 1o a1 oure info@kerio.ru
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Kerio Connect

OcHOBHBIE CBeIeHUSA

Kerio Connect — 310 mo4ToBkIi cepBep I OpraHU3arii MAJIoOTo U CPEHEr0 OM3HECA, MO3BOJISFONTHIA
COTpPYTHHKAM UMETh JOCTYII K CBOEH MOUTe BCETAa U BE3/E, a Takke paboTaTh CO BCEMU HHCTPYMEHTAMH
KOJUISKTUBHOM PabOTHI - MOYTOM, KAJICHIAPsSIMH, 3aMETKaMH 1 3aadamMu. JlaHHBIN MPOIyKT 00agaet
cleyromuM (GyHKIIHOHAIOM:

e VYcranoBka Ha Windows, Linux, Mac OS X, BupTyanbpHbIX MamuHax VMware, a Takxke B
"OGmnake".

e JlocTym K mouTe Yepe3 MOYTOBHIN KIMEHT, MOOMIBHBIN TenehoH win BeO-Opay3ep - TaKUM
o0pa3om, Ballii COTPYTHUKHU OyIyT BCET/a Ha CBS3H, i€ Obl OHU HU HAXO/WIIHCH.

o Tlommeprkka MIMPOKOTO criekTpa mouToBsix kiuentos (MS Outlook, MS Entourage, WebMail,
Apple mail, the Bat! u T.1.) — paboTaiite Tak, Kak Bbl IPHUBBIKIIH.

e Jlomnep:kka cambIX HOMYJISIPHBIX MOJeeH cMapT(hOHOB U MOOMIIBHBIX ONEPALIMOHHBIX CUCTEM
(i0S, Android, Symbian,Windows Phone, Blackberry) — Bamia moura OyaeT Bceria ¢ BaMu.

e DddexruBHas 3ammra ot cnama (15 cnam-puinbsTpoB).

e 2 BapHaHTa aHTUBUPYCHOM 3aIUTHI:

O HHTErPUPOBAHHBIN aHTUBUPYC SOPhOS;

o Hanumuue oTkpbIToro SDK st co3nanust COOCTBEHHOr 0 MIaruHa AJsl UCIOIb3YEeMOTo
AHTUBHUPYCHOTO PEIICHHS - KaK CIIEJICTBHE BO3MOYKHOCTh HCIIOIb30BAaHUS ABOMHON
AQHTUBUPYCHOH (unbTpanuu. Ha qaHHBI MOMEHT C MOMOILBIO MJIArKHOB MOXKHO
HOJIKJIFOYUTh Takue aHTUBHPYCHI, kak ClamAV, NOD32 u DrWEB.

e VHTErpupoBaHHBII MOJYJIb APXUBALMH ITOYTHI.

e VHTerpupoBaHHBII MOYJIb PE3EPBHOIO KOIUPOBAHNUS, IO3BOJISIOIINI HACTPOUTH PE3EPBHOE
KOIMPOBAHHE MO PACHUCAHUIO (IIOJTHOE WJIM YaCTUYIHOE).

e PacnpenenéHHblil TOYTOBBIA JOMEH.

e BcrpoeHHslii cepep 00MeHa MTHOBEHHBIME COOOIIEHUSIMH HE TOJIBKO MOBBIMIACT
3¢ PEKTUBHOCTh B3aUMOACHCTBHS COTPYIHUKOB, HO M MO3BOJISIET B3STH [10J] KOHTPOIb TAKOE
oO1eHue.

IpenmymectBa Kerio Connect:

e  ONTUMAILHBIA QyHKIHOHAT «5 B 1» ms komnanuii SMB-cermenTa 6e3 HeoOXoquMocCTH
MOKYIKH JIOTIOJTHATEIEHBIX MOJTYJICH.

e Huzkas TpeOoBaTEIbHOCTS K «OKeJIe3y» U MYJIBTHUILIAT()OPMEHHOCTH — BO3SMOXKHOCTH COKOHOMHTD
Ha HOBOM CEpBEPE U CEPBEPHOI1 ONIEPALIMOHHON CUCTEME.

e beszomacHOCTh Baleil mouTsl, oOecrieynBaeMasi MOLyJieM aHTHCIIaMa U OTIIMOHATBHON ABOMHOM
AHTUBHUPYCHON IIPOBEPKOH.

e IlpexpacHas aapTepuaTuBa MS Exchange B miaHe CTOMMOCTH JIMIICH3UI U CTOUMOCTH
obcmyxuBanus. Hapumep, croumocts 4-xs1etHero Binagenus Kerio Connect B 2 pasa Hioke, uem
crouMocTh 4-xsetHero Binagenuss MS Exchange 6e3 yuera 3aTpar Ha 00ciy:KuBaHUE.

e DBricTpas ycTaHOBKA M HACTPOMWKA - TIEPBOE MUCHMO OTIIPABIISIETCS Uepe3 Mojrdaca nocie Havana
ycTaHOBKH. becmiaTtHoe monyueHre oOHOBIEHUH B TeueHHe cpoka AericTeus Software
Maintenance.
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E KerioConnect

e beictpas u nerkast murpaims ¢ apyrux npoaykroB (MS Exchange u IMAP) ¢ momoribo
OecIuTaTHBIX YTUIINT MUTPAIIKH.

e Jlyumast uarerpaius ¢ iPhone u MAC.

e IIpocToTa M y100CTBO aIMUHHCTPUPOBAHHS; BOSMOXXHOCTh YTAJICHHOTO aIMIHUCTPHPOBAHHUS
MPOJYKTa Yepe3 BeO-KOHCOMb (BeO-Opay3ep) — He HY)KEH BBIJCIICHHBIN CICIIUATINCT WIH
NPUCYTCTBHE aIMUHUCTpATOpa B oduce.

e  Pycckosi3bIuHasi TEXHUYECKas! MOIACPIKKA.

Takum o06pazom, Kerio Connect He mpocTo MOYTOBBII cepBep, a cepBep I KOJUICKTHUBHON padoThI,
MO3BOJISIFOIIMN COTPYAHUKAM MaJbIX M CPETHUX NPEANPHUATHI paboTaTh HE TOIBKO C TIOYTOM, HO H C
KaJCHAAPsIMH, 3aMETKaMU U 3aa4aMu. [ e Obl HM HaXOIWIICS COTPYIHHK - Ha paboTe, JoMa WK B
KOMaHJIMPOBKE - OH BCET/Ia CMOXKET MOJYYUTh JJOCTYI KO BCEM (PYHKIIUSAM KOJJICKTUBHON paOOTHI uepes
TTOYTOBBIN KIIMEHT, MOOWIBHBIN TenedoH nin BeO-0paysep.

IMoapo6uoe onucanue Gynkunonana Kerio Connect Mo)xHO HaWTH Ha HAIlIEM CaiTe -
http://www.Kerio.ru/products/kerio-connect.

BapI/IaHT])I HUCIIOJIB30BaAaHUA

B otimame ot Kerio Control, o0CHOBHBIM Ha3HAYEHHEM KOTOPOTO SBISIETCS OPTaHM3AINs 3aIAThI
JokaiapHoM cetr, Kerio Connect, momumo CTaHJapTHOI0, €AMHCTBEHHOI'O B KOMIIAHMH ITOYTOBOTO
cepBepa, MOXKET UCIOJIL30BAThCS KaK:

e Monaynb antrcnam ((POHT-3HI] PEIICHUE JIJIs YKE YCTAHOBICHHOTO B KOMIIAHUH ITOYTOBOTO
cepBepa, Haripumep, MS Exchange). Uto0Ob! He proOpeTaTh OTACIBHO criaM-QuiIbTp it MS
Exchange, knuentsl npuobdperatot Kerio Connect B kadecTBe aHTHCIIAM-MOJTYJIS, B KOTOPOM
paboraet cpa3y 15 cnam-(puiabTpoB.

e CepBep B3aMMOJICHUCTBHUS C TOJIb30BaTENEM (03K-3H/I PEIICHHE, €CITU MOTb30BATEITI0
HYy>KeH/HpaBuTcs Hain Web-mail, HyxHa uaterpanus ¢ MS Outlook, moiepixka MOOMITBHBIX
ycrpoiicts (CalDAV, CardDAYV))

Komy npeaiarars?

e VYcrasmue nonb3oBatenu MS Exchange

e Eme He ycraBmme nonb3oBarenu MS Exchange, 3a1aB uM ciieyromye BOIPOCH:
o CKoJBKO TpaTsT Ha o0ciTy:kuBanue? (BKIFO4as 3apIuiaTy)
o Bce n HacTpoeHo Tak, Kak X0Tenoch ObI?
o XBaTaer JIu MPOU3BOIUTEILHOCTH?
o Hackonpko crabunbHO paboraet?

e Jlomp3oBarenn Communigate, eciy KIHeHTaM
o HyxHo 6e3omacHoe pelieHre ¢ HHTerpauei CepBUCOB: (QUIBTPALMU CIIaM,

AQHTUBHPYCHOW (HIBTPALINH TTOYTHI

o Hyxwna OecratHas BO3MOXHOCTb UHTerpauuu ¢ MS Outlook
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o HyxHna 6ecriatHast BO3MOXHOCTD MOAKITIOYCHUS MOOUITBHBIX KIIMEHTOB C
UCIIOJIb30BAaHUEM «HATHBHBIX» MIPOTOKOJIOB
e Tlomp3oBarenu myOMUUHBIX MOYTOBBIX cucTeM (yandex, google u 1.1m.)
e B KoMmaHuu ecTh JIOOUTEITH MPOAYKIUK Apple
e CoTpyIHHKH KOMIIAHUH 9aCTO HAXOISTCS B pa3be3aax

OIIIII/IOHa.]]I)HI)Ie MOAYJ/IA

JlaHHBIE MOJYJIH SBIISIOTCS PEKPACHON BO3MOXHOCTBIO TPEJIOKUTE KIMSHTY HAauOO0JIee MOJTHOLICHHOE
pelleHHE ¥ YBEIHYUTh OOIIYI0 CyMMY MOKYIKU. B nanmpHelieM Haaudue JaHHBIX MOJTYJICH TOBBICHUT
BEPOSATHOCTh NIPUOOPETCHUS KITUSHTOM npo yieHus SWM, 4To yBeM4yuT Balll 10X01 B OyAyIieM (cM.
paznen «lpomrenne SWMy).

Anmusupyc Sophos
AnTHBHpYC SOphOS - 3TO ONIIMOHATBHBIN MOIYJIb, KOTOPBIA MOKHO MMPHOOPECTH KaK HEMOCPEACTBEHHO
BMECTE C HOBOM JIMIICH3UEH, TaK 1 MO3XKE.

Cosert: Bceeoa npeonaeatime Kerio Connect cpasy co ecmpoennvim anmueupycom Sophos. Pasnuya
MedHcOy cmoumMocmoio NPoOyKma 6e3 anmueupyca u ¢ aHmueUpPyCoM He KpUmudHa 01 KIuenma, a 6am
oacm yeenuyenue ooweti cymmul cuema. Cpasrume:

Kerio Connect na 30 noavzoeameneii = 1074 espo
Kerio Connect + Sophos AV ua 30 noavzoseameneii = 1133 espo

Pasnuya meosicoy gepcueii ¢ anmusupycom u 6e3 anmusupyca cocmagisiem 1.9 espo/nonvzoeamens.

WnTterpupoBanHbiii aHTUBUPYC Sophos mpegocTaBiseT:

e  MTrHOBEHHYIO 3aLIUTy

e  VYCOBEpIIECHCTBOBAHHYIO TEXHOJIOTHIO CKAHUPOBAHUS
e  Y7100CcTBO aAMUHUCTPUPOBAHUS

e bricTpoe monyueHre OOHOBICHUH

3amura Bcel 3NeKTPOHHON mouThl, mpoxoasmei yepe3 Kerio Connect:

e [IpoBepka BXOIANTNX, UCXOIAIINX U MTEPECHIIAEMBIX TTOUYTOBBIX COOOIICHHMA, a TAKKE MX
BIIOKCHUM.

e HaiineHHbIe BO BIIOKEHUSX BUPYCHI YIAISAIOTCS, B COOOIIEHUE T00aBseTcs nH(OPMAIMOHHAS
IIOMETKA O JaHHOM JICHICTBHM.

e B03MOXHOCTbH (PMIBTPAIVH BIOKEHUH.

Active Sync

Active Sync - 3T0 onMOHANBHBIA MOJTYJIb, KOTOPBIH MOYKHO MMPUOOPECTH KaK HETIOCPEJACTBEHHO BMECTE C
HOBOU JTMIIEH3KEH, Tak U mo3xke. Microsoft Exchange ActiveSync® - ato cepBepHasi TEXHOJIOTHS,
no3Bosstrontas Kerio Connect HanpsiMy10 CHHXPOHH3UPOBATH ITOYTOBBIH AIMUK ¢ MOOWIJIEHBIMH
ycTpoiicTBamu, noaaepxkuBaromumu Exchange ActiveSync.
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E KerioConnect

e He tpebyercs yctaHOBKa U 00CTYKHBaHUE TPOMEKYTOYHOTO CepBepa MOOMILHOMN MOUYTHI
e [Ipsamoe moakiIroueHNEe MOOMIBHOTO YCTPOHCTBA U cepBepa MOMOTraeT N30exarhb 3a1epiKeK 1
yTe4eK JaHHBIX PH CUHXPOHU3ALUH Yepe3 CTOPOHHHUE CETH.

Software Maintenance (SWM)

Heiictytromas Software Maintenance (SWM) naeT mosp30BaTetto ClIEAyIOIINE MPEUMYIIECTBA!
® BO3MOYKHOCTB OECIUIATHOTO TIEpPEeX0/ia Ha HOBBIC BEPCHHU B TeUCHHUE cpoka aeiictus SWM;
e paboTa TeX MOAYJICH, Ui KOTOPBIX HEOOXOAUMO TTOCTOSIHHOE 0OHOBIeHKE Oa3 (Sophos, Grey

Listing, Active Sync).
KiueHTs MOTYT MOy4aTh TEXHUYECKYIO MOAACPIKKY TOJIBKO MPH yCinoBuH AerictBytomeid SWM.

[lepBuuHas mokymka yxe BKIrO4aeT B ce0s1 SWM Ha 1 rox (IeHcTBYeT ¢ MOMEHTA aKTUBAI[UK CEPBEPHOM
murien3un). K nepBoHadanbHOM MOKYIKE MOXHO IPUOOPECTH AOMOJHUTEILHOS IPOJIJICHHE elle Ha 1 Toj,

YTO B CyMME JacT 2 ToAa NeHCTBYIOIEH TMOIHUCKH.

Ilpoasnenne SWM

Ecniu SWM He npojyieBaercs, TO caM MPOAYKT MPOAOKAET pad0TaTh U BHIMOIHATH OCHOBHBIC (DYHKIIHH.
Tem He MeHee, TIepecTaHyT OOHOBIIATHCS Oa3bl CHTHATYD T aHTHBHpYca SOPhos u cmam-punbrpa Grey
Listing, a uepe3 60 aneit 3T PyHKIMHE BOOOIIE TepecTaHyT padboTaTh. Takke KIMSHT HE CMOXKET
OOHOBJISITH MPOJIYKT JI0 HOBBIX BEPCUH, CHHXPOHH3UPOBATh MOOMIIbHBIE YCTPOKCTBA TIO TIPOTOKOIY

Active Sync u monyyarh TEXHHYECKYIO TIOIIEPKKY.

Croumocts npoienuss SWM cocrasisier mpumepHo 33% OT nepBOHAYAIBHOM CTOMMOCTH MPOayKTa (6e3

ydera pacumpenuid Sophos u Active Sync).

Bawm, xak maptaepy, npomienue SWM npruHOCHT AOMOIHUTEIBHBIA JOXO/ €KEr0IHO U MO3BOJISIET
HO/JICPKUBATH KOHTAKT C KIIMEHTOM. BaskHO OTMETHTB, 4TO M3HavanbHas npoaaxa Kerio Connect co
BCEMH MOJYJISIMU HE TOJBKO YBEIUYUT CYMMY CUETa, HO M YBEJIMYHUT cyMMy npouienuss SWM B

MMOoCJICAYIOIIHNC I'OABI.

Cosem: Hanuuue y xauenma Kerio Connect ¢ anmusupycom SOphos u/unu mooyrem ActiveSync

no8blUaem WAaHcbl mo2o, umo o npuobpemem npooierue SWM 6 credyrowem 2o0y. Hanomnume
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KAUEHMY, Ymo OaHHble MOOyau He byoym pabomams Oe3 Oeticmayioweti SWM, a, credosamenvho,

0e30nacHocms e20 oYMyl U CUHXPOHUZAYUSL C MOOUTLHBIMU YCMPOoticmeamu 6y0ym noo Yepo30i.

Haowce ecnu 'y knuenma «uucmasy auyensus 6e3 anmusupyca SOphos u ActiveSync, ecmpoennwiii cnam-
@uremp Grey Listing ne 6yoem pabomams 6e3 deticmayioweit SWM, umo makoice s1615emcst 8aHCHbIM

apeymenmom npu yoeacoernuu kauenma npodaums SWM.

O01ee KOMUIECTBO JTUIICH3UH MTPOJUICHHUS TIOJIICKH TOJHKHO OBITh paBHO OOIIEMY KOJTHIECTBY
murens3uit mpoaykra. T.e mpoanenne SWM mpuoOpeTaercs Kak JUTsi CEpBEPHON JMIICH3UH, TaK U IS

JOIIOJIHUTCIBHBIX ITOJIB30BATCIBCKUX J]I/IHCH3I/II>'I.

[Jara Havana nericTBus npoyieaus SWM oTCUMThIBacTCS ¢ MOMEHTA OKOHYaHUs npeapiayein SWM,
T.€., €cIH, HarpuMep, nociie okoryanus SWM crnenyromas SWM Obliia nproOpeTeHa TobKo uepes 3
MecsIa, To MpH peructpaiuu npoyieaus SWM cpok ee nedcTBus OyIeT OTCUUTHIBATHCS HE C MOMEHTA
HOKYIIKH, & C MOMEHTa OKOHYaHus npensiayieit SWM (daktuuecku, KIHMEHTY MPUACTCS 3aIlIaTHTh 32

9TH 3 MecsIa).

Bonee noapooHo o npaBuiax npomieHus SWM MoxHO y3HaTh 13 «PyKOBOICTBA IO JIUIICH3UPOBAHHIO»

Ha [TaptHepckom Iloprane -
https://samepage.io/app/#!/de092039da72e01d4eab6d09f1b4588a7c04el6a6/page-2851-fag

Kak monpo0oBaTh NpoayKT

KireHT MOKeT ckadaTh POOHYIO BEPCHIO TIPOAYKTA Ha HaleM caiire - http://www.kerio.ru/try-
now#connect.

Bepcus nonHodyHKMoHanbHa U paccuntana Ha 30 gueil. [IpoOHyr0 Bepcrio MOXKHO 3aperucTpupoBaTh
(B BeO-kOHCONMM aaMuHKICTpaTopa) 1 30 IHEH MoayvaTh TEXHHYECKYIO MOIIePKKY. B
3apernuCTPUPOBAHHON BEPCUH CTaHOBATCA JocTynHbl AHTHBHpYC SOphos, Grey Listing u Active Sync.

He ycranaBnmmBas tuctpuOyTHB, MOKHO IIOCMOTPETD, UTO MPEACTABISET COOOM MPOAYKT, UCTIONH3YS
ACMO-BEPCUTIO Kerio Connect. B neii MoxHO MMOCMOTPETD, KaK BBIIVIAAUT KOHCOJIb aAMUHUCTPATOPA
https://connect.demo.kerio.com/admin u Kerio Connect kiuenT (web-mail)
http://connect.demo.kerio.com/.

JInuensupoBanue

B Kerio Connect Heo0X01uM0€ KOJIMYECTBO JHLECH3UI PACCUUTHIBACTCS HCXOJIS U3 YUCIIa TPeOyeMBbIX
(pm3uvecKuX MOYTOBBIX SIINKOB.

HCGBZ[OHI/IMBI 1 JIUCTBI paCCbLJIKU HC YYUTBIBAIOTCS.
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E KerioConnect

[Ipu nokynke HOBOTO MPOAYKTa 00s3aTeILHO MPUOOPETAETCSI CepBEPHAst JIMICH3HS, KOTOPast BKIIIOYAET B
cebst 5 momp30BaTeNei, U SIBIIETCS TaK Ha3bIBaeMon «0azoity. Ecin ximeHTy Hy»)HO Ooree 5
MOJIb30BaTENEH, TO IPUOOPETAIOTCS TOTIOTHUTEIBHBIC JIMIEH3UH TTAKeTaMU 110 5 MOJIb30BaTeNIeH.

I[J'ISI pacrleTa CTOUMOCTH JIUIICH3UHN MOXHO BOCIIOJIE30BATHCS HpaﬁC-HHCTOM NI KaJ'ILKYJ'IHTOpOM Ha
ITaptaepckom Ilopraine -
https://samepage.io/app/#!/de092039da72e01d4ea6d09f1b4588a7c04el6a6/page-3043.

bonee 1'[0I[p06HO (0] J'II/IHCH3I/IOHHOI71 IMMOJIMTUKE MOXXHO IMMPOYNUTATh HA HapTHepCKOM HOpTaJ'IC -
https://samepage.io/app/#!/de092039da72e01d4ea6d09f1b4588a7c04el6a6/page-2851-faq, a Taxxke
MOCMOTPETH 3auch BeOMHapa -
https://samepage.io/app/#!/de092039da72e01d4ea6d09f1b4588a7c04el6a6/page-2851

KoHkypeHTbI

Kerio Connect siBisieTcst mpekpacHoi ansTepHaTuBoii MS Exchange, T.k.

Nmeet ontumansHeni GyHKIFOHAN 111 SMB
KpoccmnatdopmeHnsrit

[Ipomie B 06cmy uBaHUH

JemreBne B mpruoOpeTeHNH U 0OCITY)KUBaHUN

[MonpoOHBIN cpaBHUTENBHBIN aHAIN3 ¢ KOHKYpEeHTaMH MOYKHO HaiTi Ha [TaptHepckom [opTase -
https://samepage.io/app/#!/de092039da72e01d4eab6d09f1b4588a7c04el6a6/page-545-kerio-connect

Jannsrii ciircok Oynet monoiHsAThCsA. Eciiu Bel He Hammm cpaBHEHHE ¢ MHTEpeCyomuM Bam mpoaykToMm,
obpatuTech B Ham oduc 1o 1. moure info@kerio.ru.
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Kerio Operator

OcHOBHBIE CBeIeHUSA

Kerio Operator - rtemedonnas cuctema s Mamoro Ousneca. Mcmomb3oBanue VoIP ymyudmaer
TeneOHHYI0O KOMMYHHKaLuio, obecneunBas npu 3ToM (pyHknuoHan YATC KopmopaTHBHOTO ypOBHS,
TaKOH KaK KOH(EPEHII-BBI30BHI, IIepeaipecanys BHI30BOB, 3aHCh 3BOHKOB, IPYIIIBEI 00paOOTKH BBI30BOB,
TOJIOCOBAs TI0YTA Ha HIIEKTPOHHYIO TIOYTY, aBTOMATHYECKOE TOJIOCOBOE MEHIO M 0YEPEIH 3BOHKOB.

Kerio Operator ucrosp3yer CyIIeCTBYIONIYIO CETEBYI0 MHPPACTPYKTYpY IUIS TEpeaadd M YIpaBJICHHS
BbI30BaMHu uepe3 npotokoit SIP (Session Initiation Protocol— mpoTokon ycTaHOBIEHHS ceaHca), TO3TOMY
yIpaBicHHE TeIe(HOHHON CHCTEMOM MEPEXOIUT OT HHKeHepa-Tenedonncta k UT-anMuHuUCTpaTOpy.

[TponyKT MMeeT MHTYUTHBHO TOHSTHBIN BeO-UHTEpdeEiic, MOITOMY paHee TPYJOEMKHUE 33/Ia4H, TAKUE KaK
nobaBieHne / M3MeHeHne / yaalleHue J00aBOYHBIX HOMEPOB, TENEpb MOTYT OBITh CAENaHbl OBICTPO U 0e3
3KCIIEPTHOM MoMOIIM. DTO O3HAa4yaeT, 4TO Majbld M cpeAHHN OM3HEC Temepb MOXKET '"3Bydarh" Kak
0oJbIIe KOMITAHHH.

Cuctemy Kerio Operator moxxHO wucmonb3oBath B kadectBe ATC kak mpu paboTe ¢ WHTEpPHET-
tenedonueii (SIP), Tak u mpu KCIIOIb30BaHNY TPAAUIIMOHHBIX IIU(PPOBBIX WK aHAJIOTOBBIX JIHHAM.

e Asromartmyeckas HacTpoiika SIP-tenedonoB, a Takke coOcTBeHHOro mpHiIoxeHus Kerio
Softphone (moctynno mst Android u iOS ycrpoiicTs).

o Tlomnep:kka KoH(pEpEHII-CBS3H, TPYII BEI30BOB, TPYIIIOBBIX BBI30BOB.

e BcTpoeHHBIH aBTOCEKpeTaph (aBTOMATUYECKOE TOJIOCOBOE MEHIO).

e Ouepenu BBI30BOB C BO3MOXKHOCTBIO 3alMCH JITAHHBIX O BBI30BaX (BpeMs OXHIAHUS B OYEpean
BbI3OBOB, ayHO 3allMCH 3aBCPUHICHHBIX U TCKYHIUX 3BOHKOB U KOH(i)epeHHI/Iﬁ; oT4YeTHI 000 BCeEX
BXOOAIIUX W UCXOOAIINX 3BOHKaX (GBIJII/I JIX OHU OTBCUYCHBI U KaK JOJIT'O 3BOHOK HaXOJWJICA B
o4epe OXKHUIAHUS).

o I[lmanmpoBaHue MapmIpyTHU3aLIUH BEI30BOB.

e VYciyra nepeajpecanyy 1Mo UMEIOIUMCsI HoMepaM abOHEeHTa.

e [lepconanbHas rpymma BbI30BOB

o llognepxxka mepenaun (pakCHMHUIBHBIX COOOIICHUH, poTokon T.38

e Uurerpamus ¢ Active Directory u Open Directory

o [lomnepikka JTOKAIBHBIX MOJIB30BATENICH U TPYIII, @ TAKXKE MOJTUTHK.

o Ilomnepsxka roJoCOBOM MOYTHI U OTIIPABKHU FOJIOCOBOM MOYTHI HA 3JIEKTPOHHYIO TTOUTY.

o IlepexBar BrI30Ba M NMOJIEPKKA TAOJIO UHIUKAIMN 3aHATOCTH JTMHUN

e 3amwuTa oT I0AOOpa MapPOJIeH U MOBEICHUYECKUI aHATTN3

IMpenmymecTea Kerio Operator:

e bricTpas ycraHOBKa M HAacTpoika; OBICTpOe OOHOBIEHHME TNPOAYKTa HAa HOBYIO BEPCHIO, C
COXpaHeHHeM Bcex HacTpoek. [Iporecc BHEIpEHNs 3aHUMAET CUUTAHHBIE Yachl.

e Tenedhonus craHOBUTCS YacThio | T-HHPPACTPYKTYPHI, OTAEIBHBIN CIIEIUATICT HE HYXKCH.

e BO3MOXHOCTH COKOHOMHTH Ha 00OpYJOBaHHMM — HCIOJB30BaTh cymiecTBymomyw 1P
UHPPaACTPYKTYpy U cOPT-POHBI BMECTO TPATUIIMOHHBIX TEIEC(HOHOB.

e  OnTuMuzanys OM3HEC MPOLECCOB C MOMOIIBIO OYepeIei U IPYIIT BHI30BA.

e OauH n00aBOYHBIM HOMEp Ul HACTOJIBHOTO, MOOMJIBHOTO M JOMAIIHEr0 YCTPOMCTB — HE HANO0
NepeHanpasisiTh BHI30B, €CIH COTPYIHUK Ha BBIC3JE.

e  KoHTpOmb U ynydnieHne paboThl COTPYAHUKOB C TOMOIIBIO 3aITMCH 3BOHKOB.
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e becmaTtHoe MOJIy4YCHUC OOHOBJIEHUIT B TEUCHHE CpoOKa JICHUCTBUS HOAIMCKH.
L Texanueckas MOAACPIKKa Ha PYCCKOM A3BIKE.

Takum ob6pazom, Kerio Operator sSBiseTcs MpPEeKpacHOW ambTepHATHBOW TpamuimoHHBIM YATC, nemas
OpraHm3aiui Tele)OHHOM CBSA3M KOMIIAHWM 0Oojee NpocToil u THOKOH, W oOecneunBas Oolee
3¢ ekTUBHOE ynpaBiIeHHUE MPOIECCOM 00Pa0OTKH KIIMEHTCKUX 3BOHKOB.

IMoapo6roe omucanue Kerio Operator Mo)kHO HaiTH Ha HallleM caifrte -
http://www.Kerio.ru/products/kerio-operator

Komy npeaararb?

* Kommanus nepeeskaeT B HOBBIN odrc

e COTpyIHUKH KOMIIAHUHU YaCTO HAXOISITCS B OTHE3/IE

* ¥V KxOMIaHuu MHOTO BXOISIINX 3BOHKOB

* YV KOMIIaHMH MHOTO MEXIYTOPOAHNX/MEXKITYHAPOIHBIX 3BOHKOB
*  Komnanust Xo4eT ycHIUTh KOHTPOIb HAJ PadOTONH MEHEIKEPOB

Software Maintenance (SWM)

HetictByromias Software Maintenance (SWM) naet mosis30BaTe 0 BO3MOKHOCTh OSCIUTATHOTO Tepexo/ia
Ha HOBBIC BEPCHU B TedeHue cpoka geictBrst SWM. KiteHThI MOTYT MOJIyd4aTh TEXHUYECKYIO

MOJIIEPKKY TOJIBKO TIPH YCIOBUH ericTByomei SWM.

IlepBuuHas mokymnka yxe BkiodaeT B ceds SWM Ha 1 rox (neificTByeT ¢ MOMEHTa aKTHUBALlUU CEPBEPHOI
nmuueH3un). K nepBoHauanbsHON MOKYNIKEe MOXHO MPHOOPECTH JIOMOIHUTENBHOE IPOUIEHHE ele Ha | roz,

YTO B CyMME AacT 2 roja IeUCTBYIOLIEH OIMUCKH.

Ipoanenne SWM

Ecnu SWM He npomieBaeTcs, TO caM NPOAYKT HPOJODKAET padOTaTh U BBIIOIHATH OCHOBHBIE (DYHKIIHMH.
[Ipu 3TOM KITHMEHT HE CMOXKET OOHOBIISATH MPOAYKT 0 HOBBIX BEPCHI M MOIYYaTh TEXHUIECKYIO
MOJIEPAKKY.

Croumocts npogiieans SWM cocrasisier npumepHo 33% oT nepBOHaYaNbHOM CTOMMOCTH MPOYKTA.
Bawm, kak maptHepy, npoienue SWM NpUHOCHUT JOTONHUTEIBHBIN JOXO0/1 €XKET0THO U IMTO3BOJISIET

MoAACPKMNBATh KOHTAKT C KIIMCHTOM.

Cosem: Xoms y Kerio Operator nem donoanumensuvix Mooyneil, Komopwle nepecmanym pabomams
nocie oxonuanus oeticmsus SWM, moorcho ckazamo KiueHmy, 4mo 3mo HOGbLU NPOOYKM, U KAXHCObLL
HOBbILL peiu3 co0epacum cepbesuvie ooHosaeHus Qynkyuonana, u ¢ oercmeayiouwer SWM xauenm
cMOodicem noyHUmMs 3Mom Hoeblll pyHKyuonai. Ilomumo smozo, KiueHm cmodicem noay4ams

MeXHUeCKyr n000epICKy MobKo 6 cayuae oeticmayioueti SWM.
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Obmiee komnuecTBo NuneH3ui npoyeHust SWM 1omkHO OBITH paBHO 00LIEMYy KOJINYECTBY JIMICH3UN
npoxaykra. T.e mpomnerare SWM mpuobpeTaercs Kak Ui CepBEPHON JIUIIEH3UA, TaK U IS

JIOTIOJIHUTEIBHBIX MTOJIb30BATEILCKUX JTULICH3HIA.

Jara Hauana neivicreus npoanenus SWM oTcUUTBIBaeTCS ¢ MOMEHTA OKOHYaHUs npenbinytieid SWM,
T.e., €Iy, HarpuMep, nociie okondanus SWM crnenyroras SWM Obla npuoOpeTeHa ToNbKO uepes 3
MecsiIia, TO pH perucrparmu npouieHus SWM cpok ee nelicTBust OyeT OTCUMTHIBATHCS HE ¢ MOMEHTA
MOKYIIKH, & C MOMEHTa OKOHYaHus npeasiayieit SWM (daktuuecku, KIHMEHTY MPUAETCS 3aIIaTUTh 3a

3TH 3 MecsIa).

Bonee monpobHo 0 mpaBuiax npoanerns SWM MokHO y3HaTh U3 «PyKOBOJCTBa MO JTHLICH3UPOBAHUIOY
Ha [laptHepckom [loprane -
https://samepage.io/app/#!/de092039da72e01d4eab6d09f1b4588a7c04el6a6/page-2851-fag

Kak nonpo6oBath nNpoaykKr
KineHT MOKeT ckayath MPOOHYIO BEPCHIO MPOAYKTa Ha HaIleM caiite - http://www.kerio.ru/try-
now#operator.

Hy>xHo BbIOpaTh HEOOXOIUMBIN AUCTPUOYTHB, CKAYaTh €r0 M YCTaHOBUTH. Bepcus
noJaHo(YHKIMOHAIBHA 1 paccuuTana Ha 30 queil. IIpoOHyr0 BepcHio MOXHO 3aperucTpUpoBath (B
KOHCOJIN agMHUHHUCTpaTopa) u 30 qHel monyyaTh TEXHUUECKYIO TOIJIEPKKY.

He ycranaBnmuBast tucTpuOyTHB, MOKHO IIOCMOTPETH, UTO MPEACTABISIET COOOM MPOAYKT, UCTIONB3YS
nemo-Bepcuto Kerio Operator. B Heii MOXXHO TTOCMOTpPETb, Kak BBITJISAUT KOHCOJIb aIMHHUCTPATOPa
https://operator.demo.kerio.com/admin u Kerio Operator kauenT https://operator.demo.kerio.com/.

JInuensupoBanue

B Kerio Operator - JIUOCH3UPYIOTCA MMOJIB30BATCIN, UMCIOIIHE JOCTYII K JAHHOMY POAYKTY.

Kasx b1t 101630BaTEIb MOXKET UMETH 3 JI00aBOYHBIX HOMEpPA, U U3 OOIIIEro myJjia HOMEPOB BhIICIISIOTCS
HOMepa ISl KOH(hEePEeHITUH.

[Ipu mokymnke HOBOTO MPOYKTa 00s3aTeILHO TPUOOPETACTCS CEpBEPHAS TUIICH3HS, KOTOPas BKIIFOYAET B
ce0st 5 onp30BaTeNeH, U SIBIIICTCS TaK Ha3bIBaeMoi «0a3oii». Eciau kimenTy Hyx)HO Oonee 5
MOJIb30BATEINEH, TO MPHUOOPETAIOTCS TOTIOTHUTEIHHBIE TNIIEH3UH ITaKeTaMH 10 5 MMOJIb30BaTeeH.

JI.HSI pacqua CTOUMOCTH JIUIICH3UHU MOXXHO BOCIIOJIB30BATHCS HpaﬁC-HHCTOM N KaHI)KYHSITOpOM Ha
ITapTaepckom Ilopraine -
https://samepage.io/app/#!/de092039da72e01d4eabd09f1b4588a7c04el6a6/page-3043.
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KerioOperator

Bonee moapo6GHO 0 TUIICH3MOHHOW TOJUTHKE MOXKHO MpounTath Ha [lapTHepckom [loprane -
https://samepage.io/app/#!/de092039da72e01d4ea6d09f1b4588a7c04e16a6/page-2851-faq, a Taxxe
ITOCMOTPETH 3aIMCh BeOMHApa -

https://samepage.io/app/#!/de092039da72e01d4ea6d09f1b4588a7c04e16a6/page-2851
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Jlonponaxku u kpocc-tiponaxu (Cross-sales &
upsales) npoxykroB Kepno

Honpopaa:ka/Upsell - 5To mpogaka KiMeHTy Oojiee JOpOroi BEpCHH ToBapa/yCiIyTH, W
JIOTIOJTHUTEIBHBIX KOMIIOHEHTOB TOBapa/yCayTrH, WIH JOMOJIHUTEILHBIX ¢IUHUI] TOBapa.

Kpocc-npoxaxa/Cross-sell - 31o npomaka T0MOTHATEIBHBIX TPOAYKTOB WIH YCIYT B JIOMOJHEHHE K
BEIOODY, CICIIAHHOMY KJIHEHTOM.

U mompoaaxu, 1 Kpocc-MpoJasku MO3BOJISET MOBLICUTh 00BEM MPOJIAXK KaKk Ha HA4YaIbHOM JTarie paboThl
C KJINEHTOM (HOBAas MOKYITKa), TaK U B IabHEHIIIEM.

ITouemy 3TO BaskHO

e Jlerde mpoaaBatk JIOAAM, KOTOPBIE YK€ PELIMIIACE Ha MTOKYTIKY.

e CornacHo HCCIICOBaHMAM, YBEIUUUTh 00BEM MPOJAXK 32 CUET TeKYIIUX KIMeHTOB Ha 70% nerue,
4YeM 3a CYET IPUBJICYECHUS HOBBIX.

e  BrI 5koHOMUTE CBOE BpeMs U BpEMS KIIMEHTA.

e  CHWXAarOTCs BalllM U3IEP’KKH U 3aTPaThl KIIMECHTA.

L BEI moBEIIIaeTe NOSIBHOCTH KIIMCHTA.

Ha 3amerky

° 88% 1'[0Tpe6PITeJ'IeI>i MOJIOKHUTCIIBHO OTHOCATCA K TOMY, UYTO UM NPCAJIaratoT aJbTCPHATUBHBIC
MNPOAYKTHI U JOIIOJIHUTCIIbHBIC YCIIYT'

*  73% 3auHTEpecOBaHbI B TOM, YTOOBI KOMITAHUH HH()OPMHUPOBAIM UX O HOBBIX POYKTaX U
yciyrax

*  61% 0XOTHO 00CYXXIAIOT C MPEICTABUTEIIAMU KOMITAHUH ajbTePHATUBHBIC TPEIJIOKEHUS U
COITYyTCTBYIOIINE TOBAPbI/YCITYTH.

° 42% HO’I‘pe6HTCJ’IefI «IacTO» UIIN «MHOTrJa» MOKYMAOT JOIIOJHUTCIILHBIC TOBAPbI.

I[onpo;[axm U KPOCC-TIPOJIaK1 MOMOT'YT.

e  YBEIWYUTH CYMMY CHEIIKH
e [IoBEICUTH YIOBJIETBOPEHHOCTH KIIMEHTA
o [logusaTs mpogaku 6e3 OOJBITUX BIIOKCHHI

e C MUHMMAaNBHBIMHU 3aTPAaTaMH BHIBOJANUTH Ha PHIHOK HOBBIE MMPOIYKTHI M YCIYTH
Jnst yerenHpIX Jompoaak ¥ KPpOCC-TPOJIaXK HYKHO:

e 3HaTh KJIMEHTa

e  3HaTh CBOW MPOAYKT

e HudpopmupoBaTh KIMEHTA
e llcnonp30BaTh CTUMYJIBI
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Kak ucnonp3oBaTh AONPOAa XK1 U KpOCC-IpOAaXu IpH MpoJaKe MPOAYKTOB KCpI/IO:

3amaBaiiTe BOMPOCHI, YTOOBI TOHATH TIOTPEOHOCTH KIIHMCHTA

[IpemnaraiiTe qOMOIHUTENLHBIC OMIUY TpU 1-i mpoaxe

N3yuaiite cBOEro KIMeHTa

[Ipemnaraiite GaHIBI ¥ CIICIIIPEUIOKCHUS

PazmematiTe nH(bOpMAIUIO O CHCHNPEATOKEHUIX, OaHIIaX, U COBMECTUMOCTH MPOJIYKTOB Ha
BeOcaiite, B pacChUIKaX, OYKJIETax H T.JI.

He 3a0p1BaiiTe IpeayIOKUTh «TPUANKY» U IpUriIacuTh Ha demo.kerio.com

He 3a0r1BaiiTe uicrionb3oBats NFR-Bepcun Hammx mpoAyKToB (3aka3piBaiite Ha [lapTHEpckoM
[Toprane)

Jlonpoaaxku npoayKToB

Kerio Control + Sophos + Kerio Control Web-filter
Kerio Connect + Sophos + ActiveSync

SWM

OCTIK Bepcus

Kax ocymiecTBisTs nonpoaaxu npoaykroB Kepuo:

1.

3agaBaiiTe BONPOCHI:

e ‘Bawm HyxHa 3ammuTa OT BUPYCcOB?’

e  ‘BbI XOTUTE OIpaHUYUTH JOCTYI COTPYIHUKOB K OMACHBIM BeO-caliTaM?’ U T.1.

IIpeanaraiiTe JonoJTHUTENbHBbIN PYyHKIMOHA:

e ‘Brl MokeTe mproOPECTH BEPCHUIO IPOAYKTA C MHTEIPUPOBAHHBIM aHTUBUPYCOM, M BaM HE
HYXHO OyzieT mpuoOperaTh U yCTaHABIMBATh OTJENbHBIN aHTHBHPYC.

e ‘MsI pekomenayem npuodbpectu SWM, 6narogaps SWM BbI Oyere HaIe)KHO 3alUIIICHBI
Ja’ke OT CaMbIX «CBEXHX» YIpo3’ H T.II.

Iloka3biBaiiTe NpeuMylecTBA AJISl KIUEHTA:

e  DOxoHomus — ‘[IprnobpecT HHTETPUPOBAHHBIN AHTHUBUPYCHBIH MOYJIb MOKHO 3HAUYUTEIHHO
JICIIeBJIC, YeM OTIEIbHO Hpoaatoliuiics antusupyc’, * SWM crout B 3 pasa aeniesie, yeM
MPUOOpPETEHNE HOBOT'O MTPOIYKTA. )

e  VYno06cTBO — ‘BbI MOXETE YIIpaBisITh BceMH QYHKIUSMHE (BKJIIOUYasi aHTHBUPYC U BEO-PHIBTP)
Yyepe3 ofMH yA00HbIH nHTepdeiic. Her HeoOX0MMOCTH aIMUHHCTPUPOBATH CPa3y HECKOIBKO
MIPOJYKTOB’

e besonacHocth — ‘Briarogapss SWM BbI OyjieTe HaI)KHO 3aIMUIICHBI TaXKe OT CaMblii
«CBEXUX» yIpo3’

Kpocc-npoaaxu npoaykros

Kerio Operator + Kerio Control

Kerio Connect + Kerio Control

Kerio Operator + Kerio Connect

Kerio Control + Kerio Connect + Kerio Operator

[Ipomaxa BMecTe C APYTUMH NPOLYKTaMH (HAIIPUMEDP, C «KEIE30M»)
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OCyIIecTBIATH KPOCC-TIPOIAXKH TIOMOXKET KaK H3BECTHOCTh MMPOAYKTOB Ha PHIHKE (KJIMEHT, TOBOJIBHBIN
OJTHUM TIPOIYKTOM, C OOJIBIIIEH 0XOTOM MPHOOPETET MPOIYKT TOTO XK€ BEHA0PA), TAK U COAPYKECTBO
MIPOJTYKTOB:

DYHKIUOHAIBLHOE

e Kerio Control + Kerio Operator (npexycranosiennsie B Kerio Control mpasuia ynpasieHus
nosiocoit npornyckanus st SIP tpaduka Kerio Operator)

e Kerio Connect + Kerio Operator (rosiocoBasi mo4ta Ha 3JIEKTPOHHYIO ITOUTY)

e Cxoxwuit uHTepdEiic aAMUHUCTPHUPOBAHKS BCEX TPEX MPOIYKTOB

e BeimosHeHre BceMH MPOIyKTaMH OCHOBHBIX 33124 OOJIBITUHCTBA OPraHu3aIiil

dunanconoe

e  baHUIBL: CIIel. LieHa MO0 3a1pocy
e CrenuanbHble MPeIOKEHUS I TapTHEPOB (B paMKax IMPOBOJIUMBIX aKI[Hil)

J1st yerenHpIX Kpocc-IpoAak HEOOXOAUMBI CIICIYIOIINUE ACHCTBUS:

1. CoOwupaiite HHPOPMAIIHIO O TEKYIINX 1 MOTCHINATBHBIX KINEHTaX (aHKETHI, BeO-(hOopMBl,
TEJIEMaPKETHHT, TeJICPOHHBIC TIEPETOBOPHI U T.JI.)

2. Ecnu BuanTe y KIIMEHTa IOTEHITHABHYIO HYXKIy HE B OJTHOM, a B HECKOJIBKUX TpoaykTax Kerio —
HauYMHANTE KPOCC-IPOJAKy.

3. [Noka3pIBaiiTe MpeUMyIIECTBA CUHEPTUH MpoiykToB Kerio:

L4 DKOHOMUS — «Hoxynaﬂ HECKOJIBKO MPOAYKTOB KGI’iO, Bbl MOXXCETC COKOHOMUTD, IOJIYUNB
CKHUIKY»

o  OynkuuoHan — «Eciu y Bac yCTaHOBICHO HECKOJIBKO MPOAYKTOB Kerio, BaM JTOCTYITHBI
JonoHUTENbHBIE Bo3MokHOCTH: Kerio Control moxeT pe3epBHpOBaTh MOJIOCY MPOIYCKAHUS IS
VoIP tpaduxa Kerio Operator, Operator MokeT mepechuiaTh TOJI0COBbIE COOOIIEHMs Ha e-mail u

T.J.)»

e  VYnob6erBo — «Bee mpoayKThl UMEIOT MOXO0KHE KOHCOJU aIMUHUCTPUPOBAHUS — €CITU BBI yKe
3HaeTe OJUH MPOAYKT — BaM MPOIIIE U3YYUTh OCTaNbHbIE». «boblas 4acTh MPOIYKTOB
npruoOpeTaeTcsl y OAHOM KOMIIaHUH — “OJTHO OKHO™ JJIsl IPHOOPETEHUS U IOAJIEPKKH Cpaszy
HECKOJIbKHX MPOTyKTOBY»

4. Ilpennaraiite nonpoboBatk «Tpuasikn» 1 demo.kerio.com
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[TaptHEepcTBO ¢ Kepuo

ITouemMy BeITOAHO OBITH ITapTHEpOM Kepno?

M1 IEHUM HallUX MapTHEPOB, U, IOMHUMO KAaUYCCTBCHHLIX U MOMYJIAPHBIX IPOAYKTOB, IIpeajiaracm

BCECTOPOHHIOIO MOAJEPXKKY MmapTHepaM. OCHOBHBIE PEUMYIIIECTBa pabOTHI C HAMHU:

[TonynsipHOCTH TPOIYKTOB HAa POCCHUICKOM PBIHKE
Mapxka — ot 15% 10 25%
beIcTpoTa BX0Ja Ha PBIHOK 1 MUHMMAJIbHBIE 3aTPAThI
MEI He BeieM KOMMEPUYECKOH AESITENIbHOCTH Ha Tepputopuu PO, T.e. He siBisieMcs BalllUMU
KOHKYpEHTaMH
[Mpenocrapnenne HOP — Gecrnatho
OO0y4eHue — OecIIaTHO
Crnaua 5K3aMEHOB — yJIAJIEHHO, OeCTIIaTHO
ITomoiup pu npoaaxax:
o IIpenocraBnenne nHGOPMALMOHHBIX MaTEpHAIIOB,
o OcyuiecTBieHUe NPEANPOIAKHON MOANEPKKH (KOHCYIbTALIMH, BeOWHAPHI TSI KIMEHTOB
U BallIUX COTPYIHUKOB, TIOMOIIb B IIEPErOBOPaX)

IIponaBas npoxykTsl Komnanuu Kerio, mapTHep noiay4aeT BO3MOXKHOCTb:

Pacmmputs accopTUMEHT NpeasaraeMbix IpOgYKTOB

[IpeanoxuTh 3aKka34rKaM aKTyaJIbHbIE PELICHHs, 3aBOEBABIINE TOMYIAPHOCTD U IPU3HAHUE HA
IT peiake

ITpeanoxuTh 3aKa3yrKaM aIbTEPHATHBY pelIeHnsIM cerMeHTa Enterprise

ITomyunTh GoJiee BEICOKYIO MapiKy IO CPaBHEHHIO € IPOAYKTaMH APYTHX BEHIOPOB (Hapumep,
Microsoft)

[TpoxykTsl kommanuu Kerio ormiyaroTes:

[IpocTOoTON YCTAaHOBKH U HACTPOMKHU

CTabuinbHOCTBIO PabOTHI

Hu3zkoii cTONMOCTBIO 00CTYKUBAHUS

OntumansHbIM QyHKIOHATIOM Ji1si SMB-cermenTa

TIpocroii TuIEeH3MOHHOM MOJUTUKOMN

Y 100HBIM U HHTYUTHBHBIM UHTEP(]ElicOM, BO3MOKHOCTBIO yJIAJIEHHOTO a]MAHUCTPHPOBAHHUSI

Kak crate napTHEpOM

Heo0xomumo 3aiitu B pasaen «Pecypcest muist naptaepoBy - «[lapraepckuii [lopran» Ha Haiem BeO-caiite

WWW.Kerio.ru wim HemocpeacTBeHHoO 1o cebuike http://partners.kerio.com/ , u 3amoHUTH HEOOBIYIO

PEruCTpalliOHHYIO aHKETY. 3amnoHCHNE ,Z[aHHOfI AHKCTHI SBJIACTCA OJHOBPEMCHHO pET HCTpaHI/ICﬁ B

ITaptaepckoii [Iporpamme Kepuo u ITaptaepckom Iloptane Kepuo.
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[Mocne 3amomHeHnst aHKETHI BBl Oy4nTE MUCHMO € YBEJOMIIGHHUEM O TOM, 4TO Bana 3asiBka Oyzaer
paccmotpena. [lociie paccMoTpenust 3asiBKM Bol monryanTe yBegoMieHne 00 0J0OpeHNH 3asBKH C
MpUTIAIeHUEeM CO3/1aTh Mapoib g Bxoaa Ha [laptaepckuii [loptan. Ha ganHoM sTane BBl MOIy4YHUTE
craTyc «ABTOpHU30BaHHBIN» napTHep B Hawiel [TapTHepckoil [Iporpamme.

[TaptHepckuu [lopran

ITaptaepckuii [Toptan — 3To HeoTheMieMas yacTh [lapTHepckoit IIporpammel Kepuo u rnaBHbIM
WHCTPYMEHT NapTHEpa Npu padoTe ¢ HaMU. DTO TUIOIIAIKa, Ha KOTOPOH BbI HAMIETE BCIO HEOOXOIUMYIO
WHGOPMAITUIO O HAIIUX MPOAYKTaX, aKIMX, leHaX U T.1. [lapTHepckuii [lopTan cnenan Ha 6a3e HaIlIero
MPOAyKTa SAMepage, u ABISETCS OCHOBHBIM KaHAJIOM B3aHMOJICHCTBHUS MEXKy BEHIOPOM U HALITMMHU
MapTHEPaAMH.

Bxon Ha ITopran ocymiecTBisieTcs ¢ MOMOIIBIO JOTHHA U TapoJisl, OIYYEHHBIX IPU PETUCTPALUH.
C nomorsto IToprana Bel cMOXeTe:

e 3ampocuts HOP-Bepcun npoaykron

e JloAroToBUTHCS K IK3aMEHAM

e 3aperucTpupoBaTHCS HA 3K3AMEHBI

e (CkayaTh aKTyaJIbHbIH Ipaic-TUCT

e  Haiftu nHpOpMAIHIIO O TPOIYKTAX U JIUIIEH3NPOBAHUHI
e  VY3HATh O NPOXOIALIMX aKIHIX

® 1 MHOI'O JIpyTOE...

[TaptHepckas [Iporpamma

Kerio Technologies pacripoctpassieT cBOM MPOYKThI Ye€pe3 MAPTHEPCKYIO CETh 0 BCEMY MHUPY, B TOM
yuciie B Poccun u crpanax CHI'. [TapTHepckas nporpaMma BKIIIOYaeT B ce0s:

3 ypOBHS mapTHEPCTBa

Mapixy ot 15 10 25%

OOyueHne U cepTUUKALHIO TAPTHEPOB

ObecneueHne TapTHEPOB MAPKETUHTOBBIMH U MH()OPMALIMOHHBIMU MaTepUalaMH
KoHcynpranmu 1 moMoms npu mpoaaxax

Bo03M0OKHOCTB HCTIONB30BaHMsI MApKETHHIOBOro (hOHIa

Ilepenauy n1nunos

CoBMecTHOE y4acTHe B MAPKETHHTOBBIX MEPOIPHUATHAX U MPOEKTaxX

IIpu nepBoHavansHOM peructpanuu B IlapTHepckoii IIporpamMme BbI IOJIy4aeTe cTaTyc
«ABTOPH30BaHHBIN» MapTHEp. Jlanee mpu xKenaHNK pa3BUBATh TaHHOE HAIIPABIICHHUE, BBl MOYKETE
MOBBICUTB CBOH cTaryc 10 ypoBHs «CepTuduunpoBaHHblii» nin «lIpeanouTuTensHbli», U, Kak
CJIEICTBUE, YBEIMUYUTH CBOIO CKUAKY (MapxKy), a TAKXKE ITOJYIUTh TOIOJIHUTEIbHbIE IPEUMYILECTBA.

32



< KERIO

[To Hamelt craTucTHKE, Y TAPTHEPOB, MONYYHBIIUX cTaTyC «CepTUOUIIMPOBAHHBIINY, TPOTaXKH
BbIpacTaioT B 1,5 — 3 pa3za. TO IPOUCXOIUT 3a CUET TOI'0, YTO:

CoTpyJHUKH KOMITAHUH CIATH DK3aMEHBI [0 HAIIUM MIPOJTYKTaM U XOPOIIIO HX 3HAIOT (M3BECTHO,
YTO JIyYIlle MMPOJACTCS TO, YTO XOPOIIO 3HAKOMO)

3a cuer OOJBITICH Map KU MapTHEP CTAHOBHUTCS 00Jiee THOKUM

KITMeHTBI IIeHAT CTaTyChl

Pa3merienue KOHTaKTOB MapTHEpa Ha HallleM BeO-caifTe JaeT mapTHEPY MPUTOK HOBBIX KIIHEHTOB
[MapTHEep HAYMHAET MOMYYATh WALl HeocpeACcTBeHHO oT Kepro

Bonee monpooHO 03HakoMuThCS ¢ ycnopusimu [lapTHepckoii [Iporpammer MoxkHO Ha [lapTHepckoM
Tloprane B paznene «llaptHepckas [TporpamMmman.

JlonoJIHATENIbHAS TIOMOILb TAPTHEPY

[IpenocTaBnenne TOTOTUIIOB U OAHHEPOB ISl pa3MEIlleHHs Ha caiite

[IpenocraBnenne HOP-epcuii Bcex mponykros Kepuo (Kerio Control, Kerio Connect, Kerio
Operator, Samepage)

[TpoBeneHre BeOMHAPOB U YAAJICHHBIX IEMOHCTPALWI MIPOAYKTOB ISl KIIMEHTOB

OuHoe y4yacTue B CEMHHApaxX U KOH(PEPEHIHX ISl KIMEHTOB B KAYECTBE CIIUKEPOB (yCIOBUS
00roBapuBaIOTCS UHIUBHIYaTbHO)

Perynsapnas HOBOCTHas! pacchlika

OO0ydenne u cepTUUKAIS COTPYIHUKOB apTHEPa

Pa3memenne KOHTaKTHOW MH(pOPMAITNH Ha caiiTe (P BHITIOTHEHUH OTIPEICTICHHBIX yCIOBHIA)
Ilepenaya mua0B (IpH BHIIOJTHEHUHN ONPEACICHHBIX YCIOBUIA)

ITomours B paboTe ¢ KIMEHTaMU

[IpenocraBnenue npesenraruii B Power Point/PDF

Bonbiryto yacte ganHoi nHbopManuu Bel Haiiere Ha [laptHepckom [oprase.
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TexHuueckas noaaepxkKa

[TapTHEpHI UMEIOT MPaBO HA MOJIYYCHHE OECIDIATHOMN TeXHIYeCKOH moanepxku ot Kepuo. s
oOpallieHus B CITy»KO0y TEXHUYECKOH MOIEPKKU HY)KHO cooomuTh Tech Support ID, koTopsIii BB
cMosxete HanTh Ha [laptHepckoM IlopTaie.

VYcnoBust mpeoCTaBICHUS TEXHUYECKON MOIACPKKH U €€ KOHTAKTHI MOXKHO HAUTH IO 3TOMY aJpecy -
http://www.Kerio.ru/support/technical-support
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[Tose3Hbie pecypcChl

Ha pycckom s3bike:

1
2.
3.
4

No o

Caiit Ha pycckoMm si3bike — Kerio.ru
[aprrepckwuii [Topran - http://partners.kerio.com/

Hosoctu u nmpecc-penussr; http://www.kerio.ru/ru/company/kerio-in-the-news

Facebook Ha pyccxom si3bike (ohuIHaTBHBIE H HEOPHUITHATLHBIE HOBOCTH, O0CYKICHUS U
T.1L.): http://www.facebook.com/groups/140780129363492/

Bror Ha Xabpaxabp - http://habrahabr.ru/company/kerio/blog/

Iemo-caitt co Bcemu nipoaykram Kepro: demo.kerio.com

baza 3unanmii Kepuo - https://kb.kerio.com/

Ha anriauiickoMm si3bIKe:

1.
2.

CaliT Ha aHTJIMICKOM S3bIKE — Kerio.com
Bnor va arrmuatickom: http://www.kerio.com/blog
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KoHTtakTbl MOCKOBCKOTro oduca Kepuo
Anpec: yn. ITokpoBka, 1. 33, od. 2.1

Tenedon: (495) 913-68-23
O71. mo4ra:

1. [ns 3ampocoB MO yKe KYTUIEHHBIM JTUIEH3USAM (M3MEHEHUS CTPYKTYPbI JIMIEH3UH U T.I1.) —

order@Kkerio.ru

2. Jlns 3ampocoB 110 MPHOOPETSHUIO HOBBIX JIMLICH3UH, TAPTHEPCKOM MTPOrpaMMe | T.I1. —
info@kerio.ru
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[Ipunoxenus

Ipuiaoxenue 1

OTBeTHI HA YaCTO BO3HHKAIOIIHE BOMPOCHI M BO3PaKeHHS
KJIHeHTOoB npu nmpoaaxe Kerio Control

Ilokynka noeozo npooykma:

Y mens 20 komnbioTepoB, a B AD 3aneceno 100 nonb3oBatesieil. Ha kaxoe koam4ecTBo
N0JIb30BaTe/ el HYy:KHO IpUo0peTaTh JuleH3u0? Bce 3aBUCUT OT TOT0, CKOJIBKO YEIOBEK UMEIOT
noctyn B MaTepuer B Bameit kommanun. Heob6xoaumo mproOpecTy CTOIBKO MOIb30BaTEeIbCKIX
JIMLEH3HH, CKOJIbKO 4€JIOBEK B Ballleli KOMITaHUHA UMEIOT TOCTYII K ceTu IHTepHeT.

3adem Hy:KeH aHTHBHPYC Ha nuto3e? J[ns obecrieueHnst 0€30MaCHOCTH TIEPeaBaeMOTr0 CETEBOTO
tpaduka uepes Kerio Control k pabounm crauimsm u 06patHo. [IIr0C Kak JOMOMHUTEIBHBIN JIIeT0H
AQHTUBHPYCHOM 3aIUTHI B CIydae €CIIM UCIIONb3YETCs JIOKAIBHBIN aHTUBHPYC, T.K. JIOKATBHBIN aHTHBUPYC
HE BCErJla MOXKET 3alllUTUTh pPabouyIo CTaHIMIO. B ciiydae 3apakeHust BUpycoM pabodeli cTaHIuN
JIOKaJIbHBIM aHTUBUPYC CTAHOBHUTCS OECIIONE3HBIM, T.K. paboTaeT Ha 3apaxkeHHoi OC, u ceTeBoil Tpaduk
3apaXeHHOH paboueil cTaHIny, OTHpaBisieMblii B IHTEpHET, MOXKET collepKaTh B cede «3apasy»,
KOTOPYIO MOYKET «OTJIOBUTHY 1ITH030BbIN anTHBUpYC SOPhoS (Codoc). [Tpu oOHapykeHHH BPEITOHOCHOTO
KOJIa B IJAHHOM TpaduKe aHTUBUPYCHBIH MO/yJIb OTOBeCTUT agMuHucTparopa Kerio Control’a. Takxe B
cllydae 3apaskeHHs JJOKAIbHOW pabovell CTaHIIMK KaKUM-THOO0 TPOSTHOM, IaHHast pabovast CTAHIHSI MOYKET
HayaTh OTIPABJIATH TPAPHK B H3BECTHBIC «OOT-HETHI», KOTOPBI MOXKET OTJIOBUTH cuctema IDS/IPS,
MMEIOIIas aKTyaJIbHbIe 0a3bl CHTHATYP YIpO3 M YEPHBIX CIIMCKOB ceTH MHTepHeT.

51 He 3Ha10 aHTUBHPYC Sophos, UTo BBI MOKeTe 0 HeM cKa3aTh? JleiicTBuTeIbHO, SOPNOS He OueHB
XOpoIIOo 3Ha0T B Poccuu, TeM He MeHee, 3TO OYeHb U3BECTHBIN 3apyOesKHBIN BEHAOP, UMEIOIINN
XOpouIyro peryTamuro 1 HpeﬂCTaBHeHHBIﬁ 110 JaHHBIM aHAJIMTHYECCKOT'O ar€HTCTBa «FapTHep» KaK OI1H
U3 JIUJICPOB HAPSTy C aHTUBHPYCHBIMH PELICHHSMH TaKHX Mpou3BoauTeneit, kak Kacnepckuii, McAffee,
Symantec u TrendMicro.

Kaxk uacto o0HOBAsieTcs anTHBHPYC? Kaxkapie 24 yaca. OOGHOBIICHHE OCYIIECTBISIETCS C CEPBEPOB
Kepwuo, T.e. MbI IOJIHOCTBIO OepeM Ha cedst oOecnieueHne OecrepeOoriHoMi padoThl aHTUBUPYCA.

Ecyin y MeHs1 BOBHMKHYT NPo0JeMbl ¢ aHTUBHPYCcOM Sophos, Kyaa MHe HyKHO OyaeT 00pamarTbest
3a TexHHYecKoii moaaep:xkkoii? Kommanus Kepro moaHOCTRIO 0TBeYaeT 3a pabory anTuBupyca Sophos,
MO3TOMY B CiIydae BO3HHKHOBEHHS IPOOJIEM HIIM BOIPOCOB, HYKHO 00OpaIaThesl B HAILy TEXHUYECKYIO
noaaepkky. B cam Sophos oOpaiatscst He HYXKHO.

Mo:xxHo i npuodpectn anTuBHpyc Sophos, He npuodperas Kerio Control? Hert, Henb3s.
AnTtuBrpyc SOphos siiseTcst pacumpenreM s npoxykra Kerio Control u paboraer ToIBKO B €10
COCTaBe.
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Cxoabko guneH3uii Sophos mue Heooxoaumo npuodpectr? KomduecTBO JTUTICH3WH Ha aHTHBUPYC
JIOJKHO OBITH paBHO KonmdecTBy nunieH3uit Ha Kerio Control. T.e., Hanmpumep, ecnu Brr mokymaete 20
nonb3oBateneii Kerio Control, To Heobxoaumo mpuobpectu u 20 mosp3oBateneit SOphos.

Ecin 1 He X041y mokynath Sophos, kak MHe 3aIIUTATHLCS OT BUPYCOB? TOJIBKO CTaBUTh AaHTUBUPYC HA
JIOKAJIbHYIO MamuHy. Ho JIokanbHEIM aHTUBUPYC HE TApaHTHPYET MOJTHON 0€30MacHOCTH (CM. OTBET Ha
BOTIPOC «3adeM HY>K€H aHTHBHPYC Ha IILTI03€» BEIIIIE).

Bo03M0:KHO 11 HHTErPUPOBATH YyiKe HCMOJIb3yeMOe HAMM AHTHBHPYCHOE pPellleHNe MHTErpUpPoOBaTh B
Kerio Control? Nurerparus CTOpOHHUX aHTUBHPYCHBIX perenuii ¢ Kerio Control HeBO3MOXHA T.K.
BO3MOXXKHOCTb YCTaHOBKH JononHuTenpHoro [10 Obina 3a610kMpoBaHa W3-3a MOBBIICHHON 0€30MacHOCTH
amrutaiianc-aquctpudytusa Kerio Control.

Mo:kno a1 npu nomomu Kerio Control oprann3oBaTts 1BOHHYI0 AHTHBHPYCHYIO 3aIIUTY?
CymIecTBYIONIYI0 aHTHBUPYCHYIO 3aIUTy MO>KHO YCHIIUTB JIOTIOJHUTEIBHBIM YPOBHEM, B KaUeCTBE
kotoporo Beictyrnaet Kerio Control ¢ uaterpupoBantbsiM aHTHBUpYcOoM SOPhos. Tpaduk, mpoxosimii
gepe3 nutro3 Kerio Control u monasaromniumii Ha KOMITBIOTEP MMOJIb30BATENS, CKAHUPYETCsI CHAaYaIa
aHTUBHPYCOM SOPhO0S, a 3aTeM JIOKaIbHBIM aHTUBHPYCOM, cTosinuM Ha [TK monb3oBarens (1 Ha060poT) -
TaKuM 00pa3oM OCYIIECTBISICTCS JBOWHASI aHTUBUPYCHAST (DUIIbTPAITHSL.

MozxHo Ju OyaeT npuodpecTu antuBupyc noz:xe? J{a, Bor cmoxere mpruodbpectu antuBupyc Sophos B
moboe Bpems. Ho mydie npuoOpectu ero cpa3sy, 4YToObI 3alIUTUTh CBOIO CETh.

3auem Hy:KeH Bed-puiIbTP? AHTUBHPYC OOBIYHO OJIOKMPYET TOJBKO U3BecTHHBIE BUpYychl. Kerio Control
Web Filter cimy>xuT momonHeHnEM K aHTUBUPYCHOMY CKaHEpy - OH OJIOKHUPYET JOCTYII K caliTaM ¢
OIIACHBIM COJICP>)KUMBIM, TIPETISITCTBYS 3arpy3Ke BUPYCOB, SKCIIONTOB, INMTHOHCKUX IIPOrPaMM H JIPyroro
BpenonocHoro [10. Kerio Control Web Filter nomoraer nperoTBpaTuTh NpOCMOTP HE3aKOHHOTO HJIH
HE)KeNaTeIbHOTO BeO-KOHTEHTA U SIBIISCTCS OTIMYHBIM CPEJICTBOM TTOBBIIICHUS ITPOU3BOIUTEIEHOCTH

TpyZa.

Mo:kHO JIM 3anPeTUTh T0CTYN K Bed-caiiTam 0e3 Bed-¢puiabTpa? MoxHo, HO BaM npuiercs BpyuHyto
«3a0MBaTh» KaXKIBIN aJipec caiiTa, K KOTOPOMY HY>KHO 3alPeTUTh JTOCTYII.

VY apyrux antuBupycHsix BeHaopoB (Kacnepckuii, Dr\Web) Tosxke ectb Beo-puiabtp. 3auem mue
ere nokynats Bed-¢puabTp y Kepuo? Kaxaprii Benjop no-pazHomy NOHUMAET, YTO TAKOE «BEO-
¢ubTp» U Kakue (YHKUUHU OH BhIoHsAET. [Ipexxae Bcero, HyHO pa3o0paThCs, YTO UMEHHO AeJaeT
«BeO-QUIBTP» KOHKPETHOTO BEHI0pa, YTOOKI cpaBHUBATE ero ¢ Kepno. Hampumep, y Kacniepckoro et
«BeO-pnIpTPa» B TOM NOHMMAaHUH, B KOTOpoM NoHMMaeT ero Kepuo. «Beb-¢pmibtp» Kacnepckoro
(GUIBTPYET TOJIIBKO BPEIOHOCHBIE caiiThl. OcTalibHBIE CAUTHI OH (PUIBTPYET Ha 0a3e CIUCKOB, CO3AaHHBIX
BpyuHyto. Takum o6pazom, ¢ momorisio Kerio Control Web Filter Ber nonyunte nacTpyMeHT ¢ 6osiee
ruOKoil HacTpoiKol U ¢ 6ONBIIMMU BO3MOKHOCTSIMH.

CkoabKko auueH3nii Bed-puabTpa MHe Hy:kHO mpuodpectu? KonmvecTBo JMIeH3UN «BeO-QUITbTPa
JIOJDKHO COBIIA/IaTh ¢ KonmyecTBoM nunen3uii Kerio Control.

Mos:xHo a1 GyaeT npuodpectu Be6-GpuiabTp noz:xe? JJa, Bor cmoxere npuodbpectu Kerio Control Web
Filter B mo6oe Bpems. Ho nyuriiie mproOpecT ero cpasy, uToObl YIPOCTUTH PabOTy CHCTEMHOMY
aJMHHHACTPATOPY Cpa3y Ha HAYaIbHOM 3Tale HaCTPOHKHM NpoayKTa. Bel cpasy momyunte 3pPexTHBHBIN
WHCTPYMEHT JJIsl KOHTPOJIS TIOBEJICHHSI BallTUX COTPYIHHUKOB B CETH VIHTEpHET, a TaKkKe JIOTIOTHUTEIBHYIO
3amuTy OT BpeaoHocHoro [10.
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Hoporo. Ha smo 6o3pasiceHue Hem 00HO3HAuUH020 omeema. Eeo nyscno eocnpunumams, kax
B03MONCHOCTb NPOOOJIHCUMb OUANOZ C KIUEHMOM U 8bIACHUMb e2o0 nompebrocmu. Coeem Huice
nomodcem Bam coenamo amo.
Cosem: 1100 crnosamu «/{opoeoy KiueHm Moxicem umems 6 U0y 6ce 4mo Y200HO:

o Mne coenanu bonee 8b1200HOE NPEONIOdNCEHUE

o JlelicmeumenvHo Hem OeHez

o Cuumaem cmoumocms He COOMBEMCmEYIouell YeHHOCHU Mmoeapa

o  Xouem cKuoky

o Emy 6000we He HYdHCceH NpooyKm

®  Bui npednacaeme npodyxkm He 808pemsl

Lna mozo umobsl noHams, 4Mo OeUcCmMeUmMenbHO NOOPA3YMeaaen KIUeHm no C1080M «{opocoy, HYIHCHO
3a0amuv npaguibHule gonpocsl. Hanpumep: « Cxasxcume, noxcanyiicma, noiemy Bol max oymaeme?», «C
Kakumu npooykmamu Bul cpasnusaeme?», «Kakoii y Bac 6100xcem?y, « Ckoavko y Bac
noavzoeameneu? y.
s ycnewnoti pabomsl ¢ 3mum 803paxiceHuem npooasyy HeodXoouMo:
e Vmemw secmu nepezosopul 0 yene u e 60AMbCs 9Mo20
e Omauuno 3Hamv npoOyKm, KOMOPbLU OH Npednazaen KIUeHmy
®  Buodems yennocmsv mosapa u ymems nokasamov ee KiueHmy
e Pacckaszame Kniuenmy, 4mo on NOAYYUM 3a My YeHy u Kkakue e2o nompebnocmu 6y0ym
Y00671emeopersl
e Buimb comosbim omeemums Ha 2Mo 803padiceHue (0bimb 20MOBbIM NCUXON0SUHECKU,
NO020MOBUN HECKOILKO 8APUAHMOE OEEMA HA IMO GO3PAdICEHUe, 4 MAKIICe UMEMb nepeo
o000l HeobxX0uMble Mamepuavl (ONUcanue GYHKYUOHALA NPOOYKMA, €20 NpeumMyuecmsd u
m.n.)).
Ouenb 6adiCHO yMemb OMAULAMb 603padceHue om 00beKmMueHo20 yciogus. bvisarom cumyayuu, Kkoeda
0J15 KIUeHma 0eticmeumenbHo 00po2o, Uil coscem Hem oenee. B maxux cnyuasx ymounume:
«A npasunbHO NOHUMAIO, CMECHEHHOCMb 8 CPEOCMEAX 6 OaHHbIL MOMEHM — MO eOUHCMEEHHOE, YO
Bac ocmanasnueaem? B maxom cayuae ckadicume, nodcanyiicma, ko20a Mue ayduie ¢ Bamu cesazambcs 6

creoyrowul pasz?»

Ilpoonenue SWM

IMouemy s1 10/I2KeH MVIATUTH 32 MPOCPOYEHHBbIE T'ObI, KOTa 51 He NM0JIb30BaJICSI 00HOBJEHUSIMH H
TeX. moaaep:kkoii? la, 3tu roasl Bel He monbp30BaIrchk OOHOBICHUSMH, HO, TEM HE MEHEE,
paszpaborunky Kepuno yimydimanyu npoxykt, 4To0sl Bel MOTun ceifuac moryduTh BEPCHIO C JAaHHBIM
HabopoMm ¢yHkuuil. BoT kak pa3 paboty pazpaborunkoB Brl TakuM 00pazoM U oriaunBaete.
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Y MeHs1 M Tak Bce padoTaeT, 3a4eM MHe YTO-TO MeHsIThb? OTINYHO, MBI PaJIbl, UTO Y Bac Bce paboTacr,
3TO TOJILKO MOJTBEPKIACT, UTO MPOIYKTHI Kepro oueHb KauecTBEHHBIE.

Tewm He MeHee, eciin y Bac Bee eme Winroute Firewall, y Bac HeT Taknx BaKHBIX QYHKINH, KaK:

o IDS/IPS (3ammuTa ot Brop:keHwmit). [Tompobuee - http://www.Kkerio.ru/products/kerio-
control/intrusion-detection-and-prevention

e CucTembl yOpaBlIeHUS [IOJOCOMN MPOITyCKaHUs

e Tlognepxkka cranaapTHoro npotokona VPN — [Psec uist moakIimtoueHusi MOOMIBHBIX YCTPOWCTB U
o0wvenuHeHus cerell Ha 6a3e Control u npyrux VPN 1uiro308, paboTaromux mo nporokoiny IPsec

o [logmepxka Vlan

e  Quubtpanuu HTTPs nmpotokoa

Ecmu ke y Bac yxe ycranoBneH Kerio Control, To Takas BaxHast QyHKITHS, KaK CHCTEMa
npenoreparieHus Bropxkenuii (IDS/IPS) e paboraer 0e3 neficTByromieit moanucku. K Tomy xe,
pa3BUTHE MPOJYKTA HE CTOMT HAa MECTE, U PAHO WIIU MO3/IHO BaM HYKHO OyZeT OOHOBHUTHCS JI0
aKTyaJIbHOH BEpCHH, HO TOT/Ia HY>KHO OyJIeT 3aIIaTHTh 33 BCE MPOITYIIIEHHbIE TO/IBI.

Taxowce ModHcHo I’lpe()ﬂO.?fCMWZb KJiuenmy evlCilantb npesenmayuio, 6 Komopoﬁ npe()cmaeﬂenbz OCHOBHblE
usmenenus 6 sepcusix Kerio Control no cpasnenuio ¢ Kerio Winroute Firewall -
https://samepage.io/app/#!/de092039da72e01d4ea6d09f1b4588a7c04el6a6/preview-
55389047673143993-2010-pptx

A makoice MOIAHCHO 8bICIAMb CCBbLIK)Y HA 6e6uHap o moii srce meme -
http://kerio.adobeconnect.com/p7tuejiks13/

A BAPYT nocje 00HOBJIEHHS B HOBO#i Bepcuu 0yayT 6aru? J[a, KOHEUHO, HUKTO HE 3aCTPaXOBaH OT
ommOOK, AoIrycKkaeMbIx mpH pazpadoTke I10. Ho mepen penmmzom Kepro TmiarensHo TecTUpyeT
NPOAYKTHI, U HAJTMYME KPUTUUYECKUX OLIMOOK OUeHb MaJIOBEpOsATHO. K ToMy e, pu HCIOIB30BaHUH
CHCTEMBbI aBTOMATHYECKUX OOHOBJIEHHUH BbI ITOJYUHUTE YK€ CTAOMIBHYIO BEPCHIO. Taxke MbI IPOCHM Bac
HOMHHUTb, YTO TPH BbIX0JIe J1000# Bepcuu Kerio Control, B Heé BKIIFOYEH HE TOJIBKO HOBBIH (DYHKIIMOHAI,
HO Y UCTIPABJIECHM I NPEBbIIYIINX BEPCHI.

HogBast Bepcus nas Jlunykca? Her, s1 He Xouy nepexoauTs Ha JImnyke. Ha camom niene, 3T0 roTOBBIN
MPOAYKT «H3 KOPOOKH» CO CBOEH OIepannoHHON cucteMoi (Ha 6a3e JInnykca), ¢ koTopoit Bam He
npujieTcs B3aumoeiictsoBath. Kak Bapuant, Bel MoxeTe 0OHOBUTHCS 10 BepcHH 7.4, OHA MOAIEPKUBAET
Windows, HO Bepcuu 8.X HMEIOT HAMHOTO 0oJjiee INPOKUH (YYHKIHOHAN, IOATOMY sl PEKOMEHIYIO
MCIIOJIb30BaTh UIMEHHO HX.

Ecnu 6ce-maku xnuenm nacmaueaem Ha mom, 4mo emy He Hpagumcsi JIUHYKC, HYICHO YMOUHUMD Y
KAUEHMA, NOYeMy UMEHHO OH He Xo4uem nepexooums Ha JIunykc).

Bapuaﬂmbl 0OmeeNnto8 HaA BO3MOINCHbBIE NPUYUHBL HENHCENARUA nepexodumb HA ﬂtuKC.‘

Bapuanr 1. — 51 He 3Ha10 JIUHYKC, M Y MeHSI HET BpeMEHH €ro u3y4athb. BaMm coBepilieHHO He HaJl0
3HaTh WK U3y4athb JIunyke. Bes pabora ¢ nammmu Appliance (amuaHc) cOopkaMul IPOUCXOIUT Yepes3
CTaHJApTHBIM HHTEpdErc aTMIUHUCTPUPOBAHUS, KOTOPBIH BaM Xopolio u3secteH. Heobxoaumoctn
ucnonb3oBaTh JImayke — [lemr Het. Bee Bonpock!, cBsi3aHHBIE ¢ Oe30macHOCThIO aHHoi OC, B3STH Ha
cebs pazpaboTunkaMu kKoMnanuu Kepuo, 1 BaM He CTOHUT MepeKUBATH 110 3TOMY [TOBOAY, Ha 3TO Y Bac
€CTh TapaHTHsI IPOU3BOIUTEIIS.
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BapuanT 2: 51 He 10Bepsii0 NPOrPaMMHOMY 00ecrie4eHHIO ¢ OTKPBITBIM HCXOHBIM KO/IOM.
Omneparnrionnast cucrema JIMHYKC, HCTOB3YyIOIIascs B armanc coopkax Kerio Control, momHocThiO
nepepaboTaHa OTAeIOM pa3paboTku kommnanuu Kepuo, Bc€ 110, koTopoe ucnosb3yeTcs BHYTPU JaHHBIX
cOOpOK, MPOIILTO MOJHBIN IUKJI TECTUPOBAHUS U 0€30IaCHOCTD €T0 MCIOIb30BAHUS TapaHTHPOBAaHA
JOJATUMH TOAaMH YCIIEUTHOTO UcTonb3oBanus npoaykra Winroute Firewall u Kerio Control.

Bapuanr 3: Y MeHs ecTh TOJILKO OAMH cepBep AJIs HCNoJib30BaHust o Hy kbl I'T, u Her
BO3MOKHOCTH BbIIeJISITH 1151 HHTEPHET LLTI03a 0TAe/IbHbII KoMnbloTep\cepBep. Ha nanHbIi
MOMEHT KomraHueii Kepno npencraBieHsl He TOIBKO MPOrpaMMHBIE COOPKH, KOTOPHIE

nperHa3sHa4eHbl IS yCTAaHOBKH Ha TOJIOE JKeJe30, HO TakXkKe M COOPKH IS pa3BOpAuMBAHUS UX B Cpelie
BUPTYyaJIM3aluy OT KpynmHemux BeHaopoB (Microsoft — Hyper-v, Vmware — ESXi unn VMware
Workstation/Player), 3Ta cOOpKH 1at0T BaM BO3MOXXHOCTh COBMEIICHHUS Ha OTHOM CEepPBEPE 0T
ynpasnearneM OC Windows Server 2008 r2 unn Windows Server 2012 cpa3y HeCKOIBKUX 3374,
Harpumep:

1)  Opnna BupryansHas Mammna s untto3a Kerio Control Virtual Appliance
2)  Ilpunoxkenue mist KoprnopatuBHOU mouThl, Hapumep Kerio Connect st mmardhopmer Windows
3)  Poumb Active Directory — uist ynpaBieHHs TOJIb30BATEISIMU

Bapuant 4: MHe He00X0AUMO HMETh CTAHAAPTHbIE MHCTPYMEHTBI YIIPABJICHUSI U MOHUTOPUHIA
cocTosiHUS Beero kopnopatuHoro 10, a aniimance cOOPKM MMEIOT He CTAHAAPTHYIO
ONepPaIHOHHYI0 CHCTeMY. JTO HE COBCEM BepHas nHopMaIlws, BeJb B HOBBIX Bepcusax Kerio Control
ecTh nojyiepkka mpotokona SNMP v2c u v3 ans MoHuTOpHHTa. Tak e CyliecTByeT
apmuHucTpatuBHBIN API(application programming interface), KoTopblii Ha JAHHBI MOMEHT HaXOIHUTCSI
Ha CTa/InU OTKPHITOro OeTa-TeCTUPOBAHMS, KOTOPBIN YK€ ceiiyac MO3BOJIAET BBIIOIHATH MHOYKECTBO
orepanuii ynpasieHuss 1 MOHUTOpHHTA npuiokeHus: Kerio Control, u BBl MOXKETE UM BOCTIONIB30BaThCS
ckauaB BcE HeoOxomumo Ha caiite Kerio. (http://www.kerio.ru/developers)
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Ipusoxenue 2

OTBeTHI HA YaCTO BO3HHKAIOIIHE BOMPOCHI M BO3PaKeHHS
KJIMeHTOB npu mpoaazke Kerio Connect

Iloxkynka nogozo npodykma:

Y mens 20 noyToBbIX AUKOB. Ha Kakoe KOJIMY€eCTBO M0JIb30BaTe el HY:KHO NPHOOPETATH
Juuen3uio? 1 munensus — 31o 1 moutoBsni (pusndeckwnii) ssmuk. Ecim y Bac 20 ¢pusndeckux sSMuKoOB, TO
Bawm HyxHO puo6pectu 20 mop30BaTeNen.

3auem Hy:xen antuBupyc B Kerio Connect? [ ckaHUpOBaHUS BaIlIero MOYTOBOrO Tpaduka Ha
HpeaMeT BUPYCOB. DTO OAMH U3 3LIEJIOHOB 3aLIUTHI HA YPOBHE CepBepa MOYTOBOI CIIykKOBI.

51 He 3Ha10 aHTHBHPYC Sophos, YTO BbI MOsKeTe 0 HeM cka3aTh? JlelicTBUTENbHO, SOPhOS He OueHb
xopor1o 3HaloT B Poccuu, TeM He MeHee, 3TO 04eHb U3BECTHBIN 3apyOeKHBIA BEHA0D, UMEIOIINN
XOpOILIYIO PEMyTAIHIO U ITPEICTaBICHHBIA IO JaHHBIM aHAJTUTHYECKOTO areHTCTBa «['apTHEep» Kak OfuH
U3 JIUJIEPOB HapALy ¢ TAKUMH aHTUBHPYCHBIMH PEIICHUSIMH TaKNX NPOU3BOANTENEH, Kak Kacnepckuid,
McAffee, Symantec u TrendMicro.

Kaxk uacto ooHOBAsieTcs anTHBHPYC? Kaxkapie 24 yaca. OGHOBJICHHE OCYIIIECTBIISIETCS C CEPBEPOB
Kepwuo, T.e. MBI IOJTHOCTBIO OepeM Ha cebs oOecnieueHue OecnepeOoiiHol padoThl aHTUBUpYCA.

Eciin y MeHs1 BOBHMKHYT NPo06JieMbl ¢ aHTUBHPYcOM Sophos, Kyaa MHe HyKHO OyJeT o0pamaTbes
3a TeXHH4ecKoit moaep:xkoii? Komnanus Kepro moiHOCThIO OTBeUaeT 3a pabory antuBupyca Sophos,
MO3TOMY B CIIy4ae BO3HUKHOBEHHS POOJIEM HIIH BOIPOCOB, HYKHO 00paIaThcsl B HAlly TEXHUYECKYIO
HnoAIepKKy. B camy kommanuto SOPhos oOpamiatecs He Hy>KHO.

Mo:xHo 1 mpuo6pectu antuupyc Sophos, ne npuodperas Kerio Connect? Her, Henb3sl.
Awnrtusupyc Sophos siBisercst pacumpenueM uist npoaykra Kerio Connect u paboraer ToJIbKO B €ro
COCTaBe.

Cxoibk0 aunensuii Sophos Mmae Heodxogumo npuodpectu? KonnuecTso JIMIEH3UI Ha aHTUBUPYC
JOJDKHO OBITH paBHO KosmuecTBy JuneH3uil Ha Kerio Connect. T.e., Hampumep, ecin Bl nokynaere 20
moss3oBateneii Kerio Connect, To Heodxoaumo mprobpectr u 20 mosp3oBaTenei SOphos.

Ecau 1 He xouy nokynats Sophos, kak MHe 3alIIUTUTHCA OT BUPYCOB? MOXXHO UCIIONIL30BATh
CTOpPOHHEE aHTUBHPYCHOE pellieHue, cozaanHoe npu nmomoinu Kepuo Antusupyc SDK. Ha nannsrii
MOMEHT CyIIECTBYIOT IUTArMHBI I oKItoueHust antuBupyco DrwWeb, ClamAV u Eset NOD32. Boinee
TOT0, MOXXHO IIPHOOPECTH Kak aHTHBUPYC SOPNOS, Tak ¥ MOIKIIOYUTH CTOPOHHUI aHTHBUPYC — TAKUM
o0pa3om, OyAeT OCYIIeCTBISATHCS JBOWHAsI aHTUBUPYCHAS IPOBEPKA, UTO ewle OOJIbIIe OBBICUT YPOBEHb
3aIIHUTHI BaIlei MOYTOBON CITYKOBI.
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Y MeH#l yike ecTh aHTHBHPYC, CMOKeT Ji1 oH padoTtath ¢ Kerio Connect? Mosker, HO 111 3TOT0 HaJl0
Hanucath wiarud ¢ momoiipio SDK st ero noakmrouenus k Kerio Connect. [laxe eciu y Bac
JIOKaJIbHBIM aHTUBUPYC, TO B ciny4ae 3apaxeHus [1K, ero Mmoxet oOHapyXUTh TOJIBKO aHTHBHUPYC Ha
cepBepe. Vcnonp3oBanue aHTHBUPYCHOMN 3alIUTHI OT BYX Pa3HbIX BEHIOPOB TOJHFKO MOBBICHT YPOBEHb
6€e30MacHOCTH, 0OCOOEHHO €CJI OH TaKXKE CTOMT Ha MOYTOBOM cepBepe. [loaToMy pekoMeH1yeM Bce paBHO
npuobpectr SOPNOS B Ka4eCTBE AOTMOTHUTEIBHON 3aIUTHI.

MozkHo i OymeT mpuodpecTn antuBHpyc mo3xke? Jla, Bel cMoxere npuobpectu aHTHBHPYC SOphos B
moboe Bpems. Ho mydmre mproOpectr ero cpasy, YTo0bI 3aIUTUTH CBOIO MTOYTY.

3auem Hy:xkeH Active Sync? J{is CHHXPOHU3AIMH OYTHI, KaTeHAapeH U KOHTAKTOB IO MPOTOKOIY
Active Sync, GpakTHUeCKH ABISIONIMMCS CTAHIaPTOM.

Mory 4 s CHHXpOHM3UPOBAaTh MOYTY 6e3 Active Sync’a? Jla, ucrnonb3ys OecIuiaTHbIe TPOTOKOIIbI
IMAP mnst cuaxponusanuu noutsl, CalDAV s cuaxponunsanuu kaiaenaapeit, u CardDAV s
CUHXPOHHM3allMU KOHTAKTOB, KOTOPbLIC HACTPANBAIOTCA HCIOCPEACTBCHHO B MO6I/IHBHI>IX yCTpOﬁCTBaX.

CkoJibko aunensuii Active Sync mue Hy:kHo npuodpectu? Konndectso nunensuit Active Sync
JIOJDKHO COBIaaTh ¢ KonuyecTBoM nuien3uii Kerio Connect.

Mo:kHo au 6yaer npuodpectu Active Sync mo3:ke? Jla, Ber cmoxxere npuobpectu Active Sync B
nmr060¢e BpeMs.

IlIpoonenue SWM

IMouemy s1 10/12KEH MJIATUTH 32 MPOCPOYEHHBIE TObI, KOT/A 51 He NMOJb30BAJICSI 00HOBJEHUSIMH H
TeX. moaaep:kkoii? /la, 5ti rosel Bel He mosb30BaNMCh OOHOBICHUSIMH, HO, TEM HE MEHEE,
pazpaboTunku Kepuo yydmanu npoaykT, 4ro0bl Bbl MOTIIN celiyac moyuyuTh BEPCUIO C JaHHBIM
HabopoM ¢yHKHA. BoT Kak pa3 padoty pazpaboTankoB Bl TakuM 00pa3oM U OTUTauyMBacTe.

Y MeHs U Tak Bce padoTaeT, 3a4eM MHe YTO-TO MeHsITh? OTIUYHO, MBI PaJIbl, UTO Y Bac Bce paboTaer,
3TO TOJBKO MOATBEPKIIAET, YTO MPOIYKTHI Kepro oueHbh KaueCTBEHHBIE.

Tem e MeHee, eciu y Bac Bee ee Kerio Mail server, y Bac HeT Takux BaXHbIX QYHKIHH, KaK:

Grey Listing

BosmoskHocTh poBepku PTR-3anmcu

B03MOXXHOCTB yCTaHABIMBATH MOJIUTHKH XPAHSHHUS SIIEMEHTOB

B03MOXHOCTB yCTaHABIMBATh MOJIUTHKH JIOCTYIIA MOJIb30BaTeNe k ciyxoam Kerio Connect
B03MOXHOCTh BOCCTaHABIMBATh Y/AaJICHHBIC YJIEMEHTHI

@OyHKIUH pacipeeNIeHHOTrO MOYTOBOTO JOMEHA

Ecmu e y Bac yxe ycranonieH Kerio Connect, To takast BaxxHast yHKIUS, Kak criaM-QuibTp Grey
Listing, e pabotaer 6e3 neiictByronieit SWM. K oMy e, pa3BUTHE IIPOIYKTa HE CTOUT HA MECTE, U
PaHO WJIM MO3/JTHO BaM HYXXHO Oy/ieT OOHOBHUTBCS JI0 aKTyaJIbHOM BEPCHH, HO TOTJIa HY)KHO OyIeT
3aIUIaTHUTh 32 BCE MPOIYILEHHBIE TOIbI.

Takofce MOIHCHO npedjzoofcumb KJAuernmy euvlCilantb npesenmayuio, 6 Komopoﬁ npeacmaeﬂeHbz OCHOBHblE
usmenenus 6 eepcusx Kerio Connect no cpasuenuio ¢ Kerio Mail Server -
https://samepage.io/app/#!/de092039da72e01d4ea6d09f1b4588a7c04el6a6/preview-
55389047673143993-2010-pptx
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A MAKaHCE MOIICHO 8blCIAMb CCHLIKY HA ee6uHap no mozZ amHce meme -
http://kerio.adobeconnect.com/p7tuejik513/

A uto Takoe Grey Listing? D10 o6mnauynas ciryx0a GpuibTpanuy cama, mo3BOJISIONIAs HCIOIB30BaTh
0a3y JOBEpCHHBIX U HEIOBEPEHHBIX OTIIPABUTEIICH, OOLIYIO /ISl BCeX MOoJib3oBaTesel npoaykra Kerio
Connect ¢ aetictyromeiit SWM. B oTiimune oT opurnHambHOMN peanu3ainy Takoro CepBUCca, HAIl CEPBHC
M03BOJIIET MUHUMHM3UPOBATh 33JEPKKH IIPU HOIyUYE€HUH IMChMa OT JIETUTUMHBIX IOYTOBBIX CEPBEPOB.

A BAPYT nocjie 00HOBJIEHHs B HOBOIi Bepcuu 0yayT 6aru? J[a, KOHEUHO, HUKTO HE 3aCTPaXOBaH OT
omnboK, fonmyckaeMbix ipu pazpadotke [10. Ho nepen penuzom Kepro TmaTenbHO TecTUpYET
MPOAYKTHI, U HAJTMYME KPUTUIECKUX OLTHOOK OUeHb MAJIOBEpPOsATHO. K ToMy e, pu HCIOIB30BaHUH
CHCTEMBbI aBTOMATHUECKUX OOHOBJIEHUI BbI ITOJYUHUTE YK€ CTAOMIbHYIO BEPCHIO. Taxke Mbl IPOCHM Bac
MOMHHTD, YTO TP BBIXOjI€ J1000i Bepcun Kerio Connect, B Heé BKITIOYEH HE TOIBKO HOBBII
(GYHKLIMOHAII, HO M UCTIPaBJICHUS AJIS IPEIBIAYIIUX BEPCU.
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Ipuiaoxenue 3

OTBeTHI HA YaCTO BO3HHKAIOIIHE BOMPOCHI M BO3PaKeHHS
KJIMeHTOB npu nmpoaazke Kerio Operator

Ilokynka noeozo npooykma:

Y mens 20 noan3oBareneii. Ha kakoe ko1n4yecTBO Mosib3oBaTesiel HYy’)KHO IPHOOpeTaTh
sunen3uro? Eciu Bee 20 monp3oBateseii OyayT ucnosb3oBats Kerio Operator B coeit pabote, To Bam
HY>XHO TiproOpecTH 20 monp30BaTenei.

A 3auem ucnojb3oBaTh Kerio Operator, eciin moskno ucnoab3oBathk SKype? Kerio Operator u Skype
— 2 coBeplICHHO pa3HbIX mpoaykra. Kerio Operator — 3to TenedoHHas cucTeMa, O3BOJISIONIAs BaM
UCIIOJIb30BaTh U OObIUHBIE Tene(hOHHBIC INHUH, B TeXHOIoTHI0 VOIP ¢ npsmMbIMu Tene()OHHBIMU
Homepamu. Kerio Operator Taxe siBIsieTCsl BXOJHOM TOYKO# B KOMIIAHUIO, T.€. MO3BOJISCT IPHHUMATh
TeJIe(i)OHHI)Ie 3BOHKHU OT KJIIMEHTOB U paCpCACTIAThL UX BHYTPHU KOMIIAaHWH, UCITI0JIB30BaTh IlO6aBO‘-IHbIC
HOMepa U T.11. SKype He MOKET BBICTYIATh B POJIH MOIHOICHHOH Tenedornoir ATC.

3auem mokynate Operator, koTopslii ciejian Ha 6a3e Asterisk’a, eciin Ha pbIHKe ecTh OecrJIaTHbIE
pelenus Ha ero 6a3e? Hamre ocHOBHOE OTIMYME OT 3TUX peIlIeHUi — Hamnane BeO-nHTepderica
aJIMAHUCTPUPOBAHMSL, C IOMOIIBIO0 KOTOPOTO JIETKO YIPaBIATH TaHHOHM cucteMoii. PasBopaunBanue u
aJIMHHUCTPHUPOBAaHUE OECIIaTHOTO pereHus Ha 6a3e Asterisk mo 3aTparam BeIiET JOpOKe — OymeT
HEO0OXO0/IMM BBICOKOKJIACCHBIH CIEIUAIHCT, 3Hatomi LINUX 1 ymMeroruii caenath cucteMy 0e301macHoii.
Kerio Operator — y»e moJHOCTBIO TOTOBBIN TPOAYKT Aast SMB, 6e30macHbIi ¥ HaIe)KHBI, OT H3BECTHOTO
BeHiopa. K ToMy ke, KIHEHT MoiyvaeT OSCIaTHYI0 TEXHHUESCKYIO TIOAEPIKKY HA PYCCKOM SI3bIKE
HaNpPsIMYIO OT BEHJI0Pa, Y€M HE MOTYT [TOXBACTAThCS OONBITMHCTBO OCCIUIATHBIX MPOYKTOB.

IIpoonenue SWM

IMouemy s1 10/12KeH MJIATUTH 32 MPOCPOYEHHBbIE T'ObI, KOTa 51 He NM0Jb30BaJICSI 00HOBJIEHUSIMH H
Tex. moaaep:kkoii? la, 3tu roasl Bl He monbp30BaIrchk OOHOBICHUSIMH, HO, TEM HE MEHEE,
pazpaboTunku Kepuo yydmanu npoaykT, 4ro0bl Bl MOTIIN celiyac moyuuTh BEPCUIO C JAHHBIM
HaOopoMm ¢yHkuui. BoT kak pa3 paboty pazpaborunkoB Brl TakuM 00pa3oM U oriaunBaeTe.

Y MeHs M Tak Bce padoTaeT, 3a4eM MHe 4YTO-TO MeHATh? OTIUYHO, MBI Pajibl, YTO Y Bac Bce paboTaer,
3TO TOJIBKO MOATBEPXKIAET, 4YTO NpoayKThl Kepro ouens kauectBeHHble. Tem He Menee, Kerio Operator -
3TO OTHOCHUTEJIBHO HOBBIA IIPOYKT B JIMHEWKE Kepro, U KaXKJblii HOBBIM pENU3 COAEPKUT CEPhE3HBIE
0o0OHOBJIeHUS PYHKIMOHANA, U ¢ AelcTByIomeld SWM Bbl cMoXxeTe oyduTh 3TOT HOBBIM ()yHKIIMOHAI.

A BAPYT nocjie 00HOBJIEHNs B HOBOIi Bepcuu 0yayT 0aru? J[a, KOHEUHO, HUKTO HE 3aCTPAaXOBaH OT
omnOoK, fonmyckaeMbix pu paspadotke [10. Ho nepexn penuzom Kepro TmaTtensHO TecTUpyeT
HPOJYKTHI, U HAINYNE KPUTHYECKUX OMNOOK OUYeHb MaToBeposATHO. K ToMy ke, ITpu HCIOIb30BaHIH
CHCTEMBbI aBTOMATHUECKUX OOHOBJIEHUI! BbI ITOJYUHUTE Y>KE€ CTAaOMIbHYIO BepCcHIO. Taxke Mbl IPOCUM Bac
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ITOMHHTD, YTO TIPH BEIXOJE M000i Bepcun Kerio Operator, B Heé BKIIIOYEH HE TOIBKO HOBBIM
(hyHKIIOHAI, HO ¥ MICTIPABJICHUS /IS TIPEABIAYIINX BEPCHHL.
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Ipuioxenne 4

KomMmepueckoe npeajioxkenue Ha npoajienue SWM s

Kerio Control
Kommepueckoe npeanoxeHue Ha npuobperteHue (npogneHune) Software
Maintenance (nogaep»ku NO) ana Kerio Control Ha 1 roa

Hericteytowan Software Maintenance obecneumBaeT:

1. MNony4yeHWe TEXHNYECKOW NOAAEPKKM OT BEHAOPA HA PYCCKOM A3blKe
(http://www .kerio.ru/ru/support)

2. MMonyyeHne 06HOBNEHWMI CAMOro NPOAYKTA B TEYEHME CPOKa AelicTeua Software Maintenance

3. PaboTy BCTPOEHHOrO aHTMBMpPYCa Sophos (B cayvae ero HaanuKMA B cCOCTaBe NPUOBpPETEHHOM
JIMLLEH3UMK)

4. Paboty moayns KoHTeHTHoW ¢dunbTpauum Kerio Control Web Filter (B cnyyae ero Hannuma B
cocTaBe NpUoBbpPeTeHHON ANLEH3UN)

5. Paboty cuctembl 06Hapy»KeHUA U npeaoTepalleHms BTop»keHnit IDS/IPS

Ob6paliaem Bale BHMMaHWe Ha TO, YTO NPW OTCYTCTBMM AeincTtaytowelt Software Maintenance
nepeyncaeHHble Bbile Moayau (aHTMBMpYC Sophos U moaynb KOHTEHTHOM duabTpaumm Kerio Control
Web Filter), paboTtatb He byayT. Tak:Ke He 6ygeT paboTaTb cucTeMa 06HapyKEHUs U NPeaoTBPaLLEHNS
BTOPKeHni IDS/IPS, 4To MOXeT NoCTaBMTb NOA yrpo3y 6e3onacHOCTb Ballelt 10KanbHOM ceTu.

CtoumocTb Software Maintenance (noagep:<ku MN0O) ana Kerio Control Ha 1 roa cocTaBuT:

Ccouika Ha ckaunBanue Word-sepcun narnoro KIT -
https://samepage.io/de092039da72e01d4ea6d09f1b4588a7c04el16a6/file/80736208737493410/%D0%9A
%D0%9F%20Kerio%20Control%20%D0%BF%D1%80%D0%BE%D0%B4%D0%BB%D0%B5%D0
%BD%D0%B8%D0%B5%20SWM.docx
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IHpunoxkenue 5

KoMmmepueckoe npeajio:kenue Ha npoajienue SWM st

Kerio Connect

Kommepueckoe npepgnoxeHue Ha npuobpeteHue (npoaneHune) Software
Maintenance (noaaep»ku NO) gna Kerio Connect Ha 1 rog,

Oevicteytouan Software Maintenance obecneunBaert:

1. TNMosyyeHne TEXHUYECKOM NOAAEPHKKN OT BEHAOPA HA PYCCKOM si3blKe
(http://www.kerio.ru/ru/support).

2. Tony4yeHune obHOBAEHWUI camoro npoaykTa Kerio Connect B TedeHWe cpokKa gencreuma Software
Maintenance.

3. PaboTy BCTPOEHHOro aHTMBMpPYCa Sophos (B cayvae ero HaanuKMA B cCOCTaBe NPUOBpPETEHHOM
JIMLLEH3UN).

4. Paboty moayns ActiveSync (B ciydae ero HaiiMumus B cOCTaBe NPUOBPETEHHOM ANLEH3UK).
Microsoft Exchange ActiveSync® - aTo cepBepHan TexHonorus, nossonstowasn Kerio Connect
HANPAMYH CUHXPOHM3MPOBAaTb NOYTOBbLIN AWMK C MOOBUIBHBIMW YCTPOMCTBAMM,
noaaeprmsatowmmm Exchange ActiveSync.

5. Paboty oaHoro us cnam-¢punbTpos — Grey Listing.

Obpautaem Bawe BHMMaAHME Ha TO, YTO NPU OTCYTCTBUM AencTBytowel Software Maintenance
nepeync/ieHHble Bbille MOAY/IN PaboTaTb He ByAyT. 3TO MOXKET NOCTaBUTb NOJA Yrposy 3awuTy Bawer
NOYTOBOW CUCTEMbI, A TaKKe 3aTPYAHUTb CUHXPOHM3ALMIO Baluei NoyTbl B CyYae MCNONb30BaHUA
npotokona Exchange ActiveSync.

CtoumocTb Software Maintenance (noagep*ku NO) ana Kerio Connect Ha 1 rog, coctaBuT:

Ccpuika Ha ckaunBanue Word-sepcun narnnoro KIT -
https://samepage.io/de092039da72e01d4ea6d09f1b4588a7c04e16a6/file/80736385951031748/%D0%9A
%D0%9F%20Kerio%20Connect %20%D0%BF%D1%80%D0%BE%D0%B4%D0%BB%D0%B5%D0
%BD%D0%B8%D0%B5%20SWM.docx
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