MS TMG vs. Kerio Control

O npoaykte MS TMG

Mpoaykt Microsoft Forefront Threat Management Gateway (Forefront TMG), paHee
M3BeCTHbIM Kak Microsoft ISA Server, AaBnseTca pelweHrem B 0b61acTu ceTeBoi 6e3onacHocTH
n 3awmtbl ans Microsoft Windows. CornacHo Microsoft, TMG no3sonsdet cOTpyaHMKam
KOMMaHuu 6e3onacHo u 3pPpeKTMBHO NOMb30BaATLCA pecypcamu MHTepHeTa, He 6ecnoKosch
0 BPeAOHOCHbIX NPOrpaMmax 1 Apyrux yrposax.

C 2012 r. MPOAYKT HEAOCTYTIEH Ha pbiHKe

CunbHble ctopoHbl Kerio Control

e [pocToi U UHTYUTUBHbIN MHTEpdENC ANA aAMUHUCTPUPOBAHUS.

e [porpammHoe obecneyeHune Kerio Control moxHO pa3BepHyTb Ha MK npu nomoum
nporpammHoro obpasa ISO 1Mbo Kak BUPTYasibHYIO MALLMHY, YTO NO3BOIAET HACTPOUTb
annapaTtHoe obecneyeHne coobpPa3HO C pasmepamm ceTu.

e [porpammHoe obecneyeHune Kerio Control BkatoyaeT cpeactsa ceTeBor 6e@30nacHoOCTy,
OOHapyXeHMa 1 npeaoTBpPaLLeHMa BTOPMKEHWUI, 6aNaHCMPOBKM HarpyskuM M cosgaHua
OoT4eTOB B LEeHy 6a3oBoi nuueH3uun, cayxobbl Sophos AV u Kerio Control Web Filter
MOXHO NOAKNOYUTDL AOMNONHUTENBHO.

e Co3paHMe OTY4ETOB B pPeasbHOM BPEMEHM W XpaHeHWe WUCTopuM OT4yeToB Oonee
HarnAgHoO M npegnaraet 6onee TOUHY MHPOPMALUIO.

e Kerio Control nogaep»xknsaet VPN IPSec 1 VPN Kerio (knneHT-cepBep 1 cepBep-cepsep).

e [lo ot3biBam nokynatenen VPN-kaneHT Kerio Control Hanbonee 6biCTpbIli U nerkuii B
ynpaBaeHUK, HaCTPOMKE N NCNONb30BaAHUMN.

Cnabble ctopoHbl MS TMG

e TMG 6onblle He A0CTYMNEeH

e Co3paHue otyetoB B TMG orpaHuyeHo

e YcrtaHoBKa TMG cnokHee, yem y Kerio Control, Tak Kak oHa TpebyeT naaHMpOBaHUA U
M3y4yeHUA 4OKYMEHTALMM NO YCTaHOBKE

e [1ns 6anaHCMPOBKM Harpy3KM NoALEPKMBALOTCA TO/IbKO ABa KaHana

e [lononHutenbHblt moaynb ¢unbTpaumm URL

e [lporpammHbIA NPOAYKT, HET PU3INYECKON peannsaunm nan BapmaHTa 4aa BUPTyabHOM
MaLLWHbI
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CpaBHeHMe PYHKUNM

BbpaHamayasp

MpepoTspatlleHne BTop:KeHn IDS v v
Mpo3payHoe aHTUBUPYCHOE CKaHUPOBaHNE v v
dunbTpaLMA UHTEPHET-COAEPKUMOTO v [lononHutenbHO
rny6oKknit aHanM3 nakeTos v v
CeptuoukaT ICSA v Het
MapwpyTtusarop

PaboTa c IPv6 v Het
BanaHcMpoBKa HarpysKku Ha KaHan v OrpaHMyYeHo 2 KaHanamu
QoS v Tonbko DiffServ
MNoaneprxka VLAN (802.1q) v Het
CocTaBneHue OT4eToB

OtueTbl 0 paboTe B MHTepHeTe v v
MpocmoTp TpadurKa B peasibHOM BPEMEHM v v

SNMP v Het

VPN

VPN-KANEHT v v
[octyn uepe3 MobUIbHbIE YCTPOCTBA v v
TyHHenu cetb-ceTb v v

IPSec v v

O KomnaHun Microsoft

KomnaHus  Microsoft Corporation sBAAeTcA  aMepPUKAHCKOM  MHOrOHauUMOHaNbHOM
Koprnopauuen, KoTopaa pacrnonoxeHa B PeamoHge, BawuHITOH UM paspabaTtbiBaer,
NPOu3BOAMUT, NULEH3UPYET W MOALEPMKMUBAET LUMPOKUA CMEKTP MNPOAYKTOB M YCAYT,
CBA3AHHbIX C BbIMUCUTENIBHON TEXHUKOW.
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LleHoBaa nonantmnka MS TMG

Kerio Control npepoctaBnser 6eccpoyHyl0 JINLEH3UI0 Ha OCHOBHOW Habop GYHKUUNA,
O[lHaKO, Ana gononHutenbHbix moaynen (Kerio Control Web Filter, nHTerpmpoBaHHbIn
aHTMBMpYC Sophos) Heobxoammo npuobpeTaTb AOMOAHUTENbHbIE AULEH3MKU. PunbTpauma
coagepxumoro, Sophos AV, cpeactBa OOHApyKeHUs M NpenoTBPALLEHUA BTOPKEHWUM
TpebytoT exxerogHoro obHosneHna SWM.

MS TMG 60oblue He A0oCTYNeH Ha PblHKe

CronmocTb BnageHua B TedeHmne 1 roga

KonnuectBo nonb3oBaTteneu Kerio Control TMG 2010
10 S 455 H/A,
20 S 775 H/A,
50 $1735 H/A,

LleHbl npusedeHbl Mo cocmosAHuUto Ha Hosbpe 2013 2. LleHa Kerio Control npusedeHa 0214 npo2pamMmHoU 8epcuu u 8Ka4Yaem
donosnHumernoHole npozpammel Sophos AV u Kerio Control Web Filter.

CTronmocTb BNlageHua B TedeHue 3 net

KonnuectBo nonb3oBaTteneu Kerio Control TMG 2010
10 S 840 H/A,
20 S 1454 H/A,
50 S 3296 H/A,

LleHbl npusedeHbl Mo cocmosAHuUto Ha Hosbpe 2013 2. LleHa Kerio Control npusedeHa 0214 npo2pamMmHoU eepcuu u 8Ka4Yaem
donosnHumernoHele npozpammel Sophos AV u Kerio Control Web Filter.

NHbopmaums o cpaBHEHUM

KOHKypeHT MS TMG 2010
Kerio Kerio Control 8.2

NocnepgHee o6HOBNEHUe AHBapb 2014 .
Cnepylouwee cpaBHeHue H/A,
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