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CncrtemMa 6e30MacHOCTU 2NEKTPOHHOM
noyTtbl FireEye Email Security
CepBepHag BepCcnd

ApanTuUBHAaNA, UHTeJINIeKTyaslbHaA, MacliTabupyemas 3alimTta oT yrpos,
CBAA3aHHbIX C 3/IEKTPOHHOMN NOYTOM

KJIIOYEBbIE NMPEMMYLLECTBA

ObecneyrBaeT KOMMIEKCHYO
3aLLUNTY SNEKTPOHHOW MOYTbl OT
aOpecHoOro MULLKVHIa U Opyrux
nepenoBblX, MHOrOCTYMEHYaTbIX
aTak ¥ aTak HyNeBoro aHs

TexHonorus Bursting (nocbiika
BONbLUErO KOMMYECTBa KaapOoB
3a TOT »Ke BPeMeHHOM 1MHTepBan)
obecneymBaeT LOMNONHUTENbHYIO
BO3MOXHOCTb aHallM3a pacros-
HaBaHWA B Nepuoabl MakCVMaslb-
HOW MPOMNYCKHOW CMOCOBHOCTMU
CooBLLEHNN

MNonoepXunBaeT aHanms n3obpa-
MKEHWWM Ha onepaLMoHHbIX CUCTe-
Max Microsoft Windows n Apple
Mac OS X

AHanM3npyeT 31eKTPOHHYO
MoYTY Ha CKpbITble B hawniax
YIrPO3bl, BKAOYASA 3aLLUMLLEHHbIE
naposemM 1 3amnmdpoBaHHbIe
B/IOXKEHWS, @ Tak)Ke BPeaoHOC-
Hble URL-agopeca

ABTOMaTUYECKMN OOHAPYKMBAET
1 yMeHbLUaeT UM MOTHOCTbIO
npenoTBpaLLaeT MULLMHE AaHHbIX
YUETHbIX 3anuvcen nosb3oBaTte-
nen

[MpenocTaBNadeT KOHTEKCTHbIe
BbIBOAbl M3 0OPabOTKM AaHHbIX
06 onoBeLleHUAX A9 YCTaHOB-
NeHNs NPUOPUTETOB N CAEPMM-
BaHMSA Yrpos

NHTerpupyetcsa ¢ pasinmuHbIMm
TexHonornamm FireEye

PasBepTbiBaHMeE NPOUCXOAUT J10-
KalbHO B PeXMMax akT1MBHas 3a-
LWMTa MW TONBKO OTC/IeXMBaHME

ObecneynBaeT BUANMOCTb, OT-
CnexviBaHvie 1 ynpasieHune co-
OBLLEHNAMU 11 OMNOBELLEHNAMMN

OFireEye

‘

- FireEye

PucyHok 1. EX 3500, EX 5500 n EX 8500.

O6uwan uHchopmauua

DNeKTPOHHaa Noyta — 3To Hambonee ya3BUMbIM BEKTOP ANS KnbepaTak, MOCKOSbKY 3TO
TOUKa BXOAa camMoro 60/bloro oobema aaHHblix. OpraHm3aumy CTankMBatoTCs C MOCTOAHHO
PACTYLLIMM YC/IOM BbI30BOB 6€30MacHOCTW, HadlHasa CO crnama ¥ BUPYCOB B 3/1IEKTPOHHOM
noyTe, 1 3akaHuMBasa nepenoBbIMU 1 LeNeBbIMK yrpo3amMum. BONbLLMHCTBO Yrpo3 NocTy-
natoT Mo 31eKTPOHHOM NoYTe B B/ NPEeBPaLLeHHbIX B 0pYyXKKe hanioBbiX MPUNOMEH N,
BPEOOHOCHbBIX CCbIJTOK U OULLMHIA YUYeTHbIX OaHHbIX. B TO BpeMa kKak aHTucnaM-husib-
TPbl Y aHTUBUPYCHOE NPOrpamMMHoe obecneyeHrie OTIMYHO NOAXOAAT ANa YNaBNMBaHUS
TRAANLUMOHHbBIX MACCOBbIX MULLMHIOBbIX aTak Ha MTIEKTPOHHYIO MOUTY C M3BECTHbIMU
BPENOHOCHbIMY BIOXKEHUAMU, CChIIKaMU 1 KOHTEHTOM, OHW HEe MOTyT YN1aB/VBaTb CIIOX-
Hble 1 LeneBble MULLMHIOBbIE MOLLIEHHMYecKMe aTakn, DNeKTPOoHHaa noyta octaeTcs
OCHOBHbIM METOAOM, MCMOb3YEeMbIM A5 MHULMUPOBAHWA NepeaoBbiX aTak WA OOCTaBKM
nporpamMM-BbIMOraTenemn, MOCKObKY OHa MOXET OblTb BbICOKO LIENIeBOM 1 HacTpoeHa Ans
yBeNMUYeHs NMPenMyLLecTB UCMONMb30BaHMA.

Cucrtema 6e30MnacHOCTY 3N1eKTPOHHOM noyThl FireEye Email Security nomMoraet opraHmsa-
LMAM CBECTU K MUHVMYMY PUCK OOPOrOCTOALLMX YA3BUMOCTEN. JlIokanbHble YCTPOWCTBa
6e30MacHOCTM 3/1EKTPOHHOM NOYTbl TOYHO OBOHAPYKMBAKOT U MOMYT HEMEANEeHHO OCTaHOBUTb
nepenoBble U LeneBble aTaku, BKIoYaa MULLIMHE AaHHbIX 1 MpOorpamMmbl-BbiMoratenm, Cructema
6e30MacHOCTW 2/1EKTPOHHOW NOYTbl UCMOMb3YET MEXaHW3M MY bT-BEKTOPHOMO BUPTYaIbHOMO
ncnonHenma Multi-Vector Virtual ExecutionTM (MVX) 6e3 nognuncu O1s8 aHanmsa BAOXKeHUN
2NEKTPOHHOM NouThl 1 URL-agpecoB no BceoObeMoLLer NepexkpecTHoOM MaTpuLe onepatim-
OHHbIX CUCTEM, MPUNOKEHUN 1 BEO-Opay3epoB. Yrpo3bl MOASHTUOULMPYIOTCS C MUHUMaNbHbIM
NCKa)KEHKEM, a NTOXKHOMONOXKUTEbHbIE CpabaTbiBaHWSa MOYTK OTCYTCTBYIOT.



DATA SHEET | CUICTEMA BE3OMACHOCTM SJIEKTPOHHOW MOYThl FIREEYE EMAIL SECURITY — CEPBEPHAA BEPCUA 2

FireEye cobupaeT oBLWMPHYIO onepaTrBHYo MHMOPMaLMio 06 yrpo3ax
NPOTUBHWKOB, MCC/1eQ0BaHMA YA3BMMOCTEN 13 MePBbIX PYK M Yepes
MUAAMOHbBI AaTYMKOB. Be30MNacHOCTb 31EKTPOHHOW MOYTbl OCHOBbIBA-
eTCA Ha peasibHbIX J0Ka3aTe/IbCTBaX M KOHTEKCTHOW OnepaTMBHOM UH-
hopMaLmm 06 atakax 1 B3NOMLLVKaX AN9 YCTaHOBNEHUS NPUOPUTETOR
OnoBeLleHNY 1 BIOKMPOBKM YIPO3 B PEXVME PeaslbHOMrO BPEMEHM.

Cunctema 6€30M1aCHOCTU 3NEKTPOHHOW MOYTbI UHTEFPUPYETCH C CUCTe-
Mol ceTeBon 6e3onacHocTun FireEye Network Security v cuctemon
6e30MacHOCTV KoHeuHbIX Touek Endpoint Security ana 6onee wmnpo-
KOW BUOMMOCTY B LLeNSIX KOOPAVHALIMM 3al/Thl B pearlbHOM BpeMeHH
OT MYNbTU-BEKTOPHbIX CMELLaHHbIX aTak.

A eKTUBHOE OGHaApYXXEeHUe yrpos

CurcTteMa 6e30MacHOCTY 3NEKTPOHHOW MOYThl - 3TO 3P dhekTUBHOE
pelleHune Ans 3alMTbl OT KMOep-yrpos, MoMoratoLLiee opraHM3aumsam
MUHUMKM3MPOBATb PUCK AOPOrOCTOALMX YSA3BMMOCTEN, TOYHO OOHa-
PY>XKVBas 1 MFTHOBEHHO OCTaHaBNBas NepefoBble, Lenesble 1 apyrve
TPYOHOOOHAPYKMMbIe aTaky, CKPbIBaKOLLMECS B MOYTOBOM TpaduKe.

B ocHoBe crcTeMbl 6€30MaCHOCTV 31EKTPOHHOM MOYThI NEXUT Mexa-
HN3M MYNBTV-BEKTOPHOIO BUPTYaNbHOrO MCNoaHeHs MV X, KOTopbIM
npoBepsieT NoA03PUTENbHbIN TPAMUK INEKTPOHHOM MOYTbI AN onpe-
neneHvs aTak, TPYQHOOOHAPYXUMbIX TPAAVLMOHHbBIMY CICTEMaMM
3aLUMThl C NOAMUCHIO U Ha OCHOBE NpaBusl. MexaHn3M My/bTU-BEKTOP-
HOrO BMPTYaNbHOro ncnonHeHmna MV X oOHapyX1BaeT MHCTRYMEHTbI
aKennyaTauyim HeOKYMEHTUPOBAHHOM YA3BMMOCTU, MHOTOKOHTYPHbIE
1 npoyme TPyaHOOOHaPYXMMble aTakik C MOMOLLbIO AMHAMUYECKOTO
aHanmsa 6e3 noanuvcy B 6e3onacHow BupTyanbHowm cpene. OH ocTa-
HaBNMBaeT hasbl 3aPaXKeHNa U KOMMNPOMETaLVN LIen OCTAaHOBKM K-
GepaTaky NyTeM BbIABMEHKA paHee He BCTPEUYaBLUNXCA VHCTPYMEHTOB
aKCMAyaTaumm ya3BMMOCTIY VI BPeOOHOCHbIX MPOrpamMm.

TexHonorva Bursting B YMHOW 9HEpProcucTeMe MybTU-BEKTOPHOMO
BUPTYaNbHOro mcnonHeHns FireEye MV X Smart Grid o6ecnedyviBaet
OOMONHUTEbHYIO MOLLHOCTb A1 OOHAaPY»KeHs 1 aHanmsa yrpos
21IEKTPOHHOM MOUThl B MEPUOAbl MAKCKMaibHOM MPOMYCKHOWM CMNo-
COBHOCTU COOBLLEHNN.

3awmTa oT Yrpos3 3/IeKTPOHHOM NOoUThbI

Co Bcel nMYHOM nHdopMaLmen, OoOCTYNHOM B VIHTepHeTe, kKnbep-npe-
CTYMHUK MOXET B MOPSAKE NPOCTOro 0OLLIEHNA CNPOBOLIMPOBATL Npak-
TUYeCKK Moboro Noab3oBaTens HaxkaTb Ha URL-agpec nnm oTkpbITb
BIIOXEHME.

Cucrtema 6e30MacHOCTU 2/1eKTPOHHOM MoYTbl obecnedmnBaeT obHapy-
KeHue B peasibHOM BPeMeHM 1 NpenoTBpalleHe NomnbITOK aApecHOro
DUILLIVHIA, BbIMOraTebCTBa M (OULLUMHIA AaHHbIX, TRYAHOOOHAPYKMMbIX
C MOMOLLIbIO TPAAMUMOHHbIX CPEACTB 3alimTbl. OHa CHYYKaeT MULLIMHI
YUEeTHbIX AaHHbIX C OOHaPY»KeHVEeM AOMeHOB GM3KMX MO HaMMCaHMIO
C agpecamMmu NonynapHbIX canToB (TaWNCKBOTTUHI).

Ecnu aTtaka noatBep»aeHa, cmcteMa 6e30MnacHOCTY 21eKTPOHHOW
NOYThbl MOMELLAET B KapaHTUH BPEeAOHOCHOE NCbMO AN AaflbHeW-
Lero aHanusa unn yoanenusa. OHa NpoBoanT aHanu3 BpeaoHOCHbIX
MPOrpPamMM, CKPbITbIX B:

*«  Tunax BRoxeHuw, Bknodaa 6e3 orparuderHunm: EXE, DLL, PDF,
SWF, DOC/DOCX, XLS/XLSX, PPT/PPTX, JPG, PNG, MP3, MP4
1 apxusbl ZIP/RAR/TNEF

© 3alUMLLEHHbIX MaposieM 1 3alMMPOBaHHbBIX BITOXXEHUAX

*  URL-agpecax, BCTaBNEHHbIX B 3/1IEKTPOHHbIE MNCbMa, JOKYMEHTbI
MS Office, annbl PDF n apxusbl (ZIP, ALZip, JAR) 1 Npouymx Trnax
arnos (He3awndpoBaHHble, HTML)

*  ®Dannax, 3arpyxeHHolx yepes URL-anpeca, n gaxe FTP-ccbiikax

*  BBogAuWMX B 3abAy»KAeHMe, NoAaeNbHbIX, YKOPOUYEHHbIX 1 AvHa-
MUYecku nepeHanpasnaemolx URL-agpecax

* QULLMHIEe YYETHbIX AaHHbIX 1 TanNCcKBOTTUHIOBbIX URL-aapecax

*  Heus3BeCTHbIX M300paweHMax onepauroHHblix crctem Microsoft
Windows 1 Apple Mac OS X, ya3B1UMOCTV Bpay3epa 1 NPUIOMKEH M

M BpeaoHOCHbIX KOAax, BCTPOEHHbIX B 3N1EKTPOHHbIE MCbMa Liene-
BOrO OULLIMHI-MOLUEHHMYEeCTBa

Torpa Kak aTaku Yepes NporpamMmbl-BbiIMOraTtes i HauHalTCa C aneKk-
TPOHHOM MOYThI, AN LWNDPOBaHNS AaHHbIX 0ObIYHO TpebyeTca 06-
PaTHbIM BbI3OB Ha KOMaHAOHbLIN cepBep. CucTteMa 6e30MnacHOCTH
SNEKTPOHHOW NOYTbl MAEHTUMULMPYET M OCTaHaBAMBAET 3TV TPYA-
HOOBHAPYXMMble MHOMOCTYMNeH4YaTble KaMnaHum BPeadOHOCHbIX Npo-
rpamMMm. DhdeKTUBHbIN OTBET Ha OMOBELLEHWA CUCTeMbl 6€30MacHOCTU
3NEeKTPOHHOM MOUTbl aHaNM3VpPYeT Kaxkaoe BnoxeHve n URL-agpec,
YTOObI TOYHO MAEHTUDMUMPOBaTb NepeaoBble ataki. OOHOBNEHUSA
B peaslbHOM BPEMEHU BCeW aKOoCUCTeMbl Be3onacHocTu FireEye B co-
YeTaHMM C COOTHECEHEM OMOBELLEHWNI C N3BECTHbIMM 3MTOYMbILLIIEH-
HKaMK oBecnedymBaoT KOHTEKCT ASa onpeaeneHmnsa npruopuTeToB
1 OTBETHbIX OENCTBUM Ha KPUTHUYECKME OMNOBELLEHMNA 1 BTOKMPOBKY
3NEKTPOHHbIX MUCEM LIENEBOrO MULLIMHI-MOLLEHHMYECTBa. V13BeCT-
Hbl€ 1 HEWM3BECTHbIE YIPO3bl M YIPO3bl, OCHOBaHHbIE Ha Oe3BPEAHbIX
nporpamMmMax, MaeHTUOULMPYIOTCA C MUHUMANbHbIMU NCKaXeHamMm
1 NNOXKHOMONOXUTENbHBIMK CPpabaTblBaHWSMK, MO3TOMY pPecypChbl CO-
CpefoToYeHbl Ha peasbHblX aTakax ANs CHYKEHUS onepauOHHbIX
pacxonoB. Kateropmsaumsa noTeHuMaibHO OnacHbIX NPOrpamMm oT-
0enseT nonbITKKM NOASIMHHOIO MPOHVMKHOBEHUA OT HeXxenaTeslbHOM,
HO MeHee BpeooHOCHOM aeaTenbHOoCTK (Hanpumep, peknamHoro Mo
M LMNMOHCKUX NporpamMm) ANa onpeneneHnsa npuoputetTa oTeeTa Ha
onoBeLleHs.

BbicTpas aganTauus K pa3BUBaloLLENCs KapTUHe Yyrpos3

CuicteMa 6e30MacHOCTV 3NeKTPOHHOM NnoyThl Email Security nomoraet
Balllel opraHm3aunn NnoCcTosHHO adanTUPOBaTh Bally akTUBHYO 3aLn-
TY OT YrpO3 3/1eKTPOHHOW MOUTbl, MCMOMb3yd ry6oKne onepaTnBHbIe
JaHHble 00 yrpo3ax M B3NoMiMKax. OHa oObeaunHaeT onepaTuBHbIe
OaHHbIE MPOTUBHUKOB, MaLLIVH U XKepTs O/14:

« Ob6ecneyeHns cBOEBPEMEHHOM 1 Boee WNPOKOWM BUAMMOCTM
yrpos.

«  OnpegeneHmns KOHKPETHbIX BO3MOXXHOCTEN U DYHKLUWM 0BHapYy-
YKEHHbIX BPEOHOCHbIX MPOrpPamMM 1 BIIOXKEHMI,

*  [lpenocTaBneHns KOHTEKCTHbIX BbIBOAOB M3 06PabOTKM OaHHbIX
Oona onpeneneHys NpropuUTETOB 1 YCKOPEHUA peakLIVm.

° OnpepeneHns BepOﬂTHOM JINYHOCTU N MOTKBOB B3JTOMLLIMKa U OT-
CnexnBaHnd ero aktMBHOCTN BHYTPOUW Ballen opraHmM3aumu.

*  PeTpoakTuBHOW UOEHTUDVIKALUMK LeNneBoro MULLIMHM-MOLLEHHWYe-
CTBa ¥ NpenoTBpaLleHnsa OoCTyna K MULLWMHIOBbLIM CalTaM nyTem
BbloeneHua BpenoHocHbIXx URL-agpecos.

Pe)XXMMbl aKTUBHOM 3aLLMTbI WM TOJIbKO OTC/IEXXUBAHUS

CncTtema 6e30MacHOCTM 31EKTPOHHOW MOUThl MOXXET aHaN3nMpPoBaThb
2/1EKTPOHHbIE MCbMa W OTMNPAaBNATb YIPO3bl B KAPAHTUH O/19 aKTUB-
HOM 3alnTbl. OHa UCNOMb3yeT AeTOHALMOHHYIO KamMepy 6e3 noanu-
CU, MeXaHW3M MYbTU-BEKTOPHOIO BUPTYalbHOro ncnonHeHmns MVX,
yToObl @aHaNM3MPOBaTb KaXkaoe BnoxeHve n URL-agpec Ha npeomer
VYrpo3 1 OCTaHaBNVBaTb MNepenoBble aTaku B peasibHOM BpeMeHu. [114
pa3BepPTbIBaHNIM B PEXKMME TOSIbKO OTCIIEXMBAHME OpraHm3aumm ycTa-
HaBAMBAOT NPO3padHoOe NpaBMIO CMMBOIa KOHTPONA 6noka (BCC)
0N OTNPAaBKKM KOMUM 3N1eKTPOHHbBIX MUCeM B crUcTeMy 6e30MacHOCTU
2NEKTPOHHOM MOYThl ANA aHaM3a MEXaHWU3MOM MYbTU-BEKTOPHOIO
BMPTYaNbHOro ncnonHeHua MVxX.

KoHTponb onepauui 6e3o0nacHoCTH

Cuncrtema 6e30NacHOCTU 3/1EKTPOHHOM MOYThl 6ECNPENATCTBEHHO
paboTaeT ¢ nnathopMamu onepaunm 6esonacHocTu FireEye Helix
M LeHTpanbHoro ynpaenerus FireEye Central Management.

* B kauecTBe KOMMOHEHTa NNaTMOopPMbl onepaLyin 6e30MacHOCTY
FireEye Helix oHa obecneumBaeT 061aCTb BUAMMOCTY MO BCEM
nHbpacTpykType. MNnathopma onepaumnm 6esonacHocTn FireEye
Helix nononHaeT onoBeLLeHVs 21eKTPOHHOWM NOYTbl U CTOPOHHKE
OMOBELLIEHNSA C YYETOM OnepaTnBHbIX AaHHbIX, COOTHECEHKSA C KO-
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HEYHOWM TOYKOWM, aBTOMaTM3aLMmM 1 pekoMeHOaUMm NCCNneaoBaHmnm.
Bnarogapa aTMM BO3MOXKHOCTAM NnaTdopMa onepaunm 6esonac-
HocTu FireEye Helix BbIBOAUT Ha NOBEPXHOCTb HEABHbIE YIPO3bl U
CTUMYJIVIPYET 2KCMNepTHbIe peLleHKs.

e [MnaTtdopMa LeHTpanbHoro ynpasneHuns Central Management
COOTHOCUT OMOBELLEHUS Kak OT CUCTEMbl 6€30MaCHOCTY 2N1EeKTPOH-
HOWM MOYThI, Tak 1 OT CUCTEMbI CeTeBOW 6€30MacHOCTU ANa Boee
LUMPOKOro 0630pa aTaky 1 YCTaHOBAEHUA NpaBu 6/10KVPOBKM
ONa NpenoTBpaLleHrs pacnpoCcTpaHeHUa aTaku.

*  [naTtdopma LueHTpPanbHoOro ynpaeneHus Central Management
noaaep»XmMBaeT yCTaHOBIEHIE METOK Ha OCHOBE pofien, YToObI
Y3HaTb, Ha KOro HalleneHa aTaka.

«  TnatdopMa LeHTPaabHOro yrpasneHua noanepxnsaeT pearmpo-
BaHME Ha OMNoBeLLeHWs 1 YCTPaHEeHNe OLUMBOK Ha OCHOBE POJIEBbIX
KpUTEPUEB.

MpaBuna, ocHoBaHHble HA UHCTPYMeHTax YARA, npepgnaraior
WHAVMBUAYANIbHYIO HACTPOWUKY

Cucrtema 6e30MacHOCTM 3NEKTPOHHOM NouTel — CepBepHas Bepcud
noaonoepXnBaeT HacTparBaemblie Npashia YARA, 4yTobbl MO3BONTbL

aHaNMUTUKY 6e30MacHOCTV YCTaHaBIMBaTb U TeCTUMPOBATL NpaBuia
015 aHanu3a BNOXEHUM 2N1EKTPOHHOWM MOUTbI, COAePMaLLMX YIPO3bl,
HauesleHHble Ha X OpraHm3alnto.

Ouepenb COOGLLEHUIA, ONMOBELLEHUE U YNPaB/ieHUe KapaHTUHOM
CuncTeMa 6e30MacHOCTU NEKTPOHHOM MOYTbl 0OECMEeYNBAET BbICOKYIO
CTeneHb KOHTPONSA Ha[ CKaHMPYEMbIMU €10 NEKTPOHHbBIMW COOBLLEHN-
amu. T1py Pa3BePTbIBaHWN B PeXXKMME aKTVBHOW 3alLNTbl COODLLIEHMS
MOXHO OTCNEXMBAaTb M YNPAaBASATb UMW, KOTAa OHM NepeMeLLanTcs no
ouepenr NOYTOBOro TPaAHCMOPTHOro areHTa MTA. ATpnOYTbl 2/1eKTPOH-
HOW MOYTbl MOTYT MCMONB30BATLCA A9 MOUCKA M MPOBEPKM TOTrO, YTO
COOBULIEHNSA ObI/TM MONYYeHbl, MPOaHaIU3MPOBaHbI M AOCTaBAEHbI Ha
CNeAYIOLLMM TPAH3UTHbBIM YYaCTOK, @ CO BPEMEHEM TeHOEHLIMN MOXHO
OyneT OTCNeXMBaTb C MOMOLLBIO MHTYUTUBHOM NaHen MOHUTOPWH-
ra. Cnmcku nuL, ¢ paspelleHHbiM AOCTYMNOM U CANCKU BNOKMPOBKMU
obecneumBatoT MHAMBUAYAbHbIN KOHTPOMb Hag 06pPadoTKOM aNeK-
TPOHHOM NoYThl. CTaHAaPTHbIE aTPUOYThl OMOBELLEHWM MOXHO VCKaTb
11 BbIOMPATb, @ MacCOoBble OnepaLy MOTyT BbIMOMHATLCHA B OTHOLLEHWM
OMNOBELLEHNIN 1 COOBOLLEHUIN B KapaHTUHe.

AAS MOAYHEHMA AOMOAHUTEABHOM MHJdDOPMALMIK O FireEye, nepenamnte no aapecy: www.FireEye.com
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