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He ocTtanaBau a 3alMTEe KOH X YCTPOMCTB OT CJIOXKHbIX Yrpos3




BeepeHue

Llenbto to60oi KoMaHabl 6€30MacHOCTU SIBAISIETCS 3aLUMTa MHPPACTPYKTYPbI U AaHHbIX OPraHM3aumm OT MOBPEXKAEHUS,
HECaHKLMOHMPOBAaHHOIO LOCTYMa U HEMPaBU/IbHOMO MCMO/Ib30BaHUs. APXUTEKTOPbI U MHXKEHEPbl 6€30MaCHOCTU O6bIMHO UCTIO/L3YHOT
MHOIOYPOBHEBbIN NMOAXO0A, K NPeA0TBPaLLEHNIO BTOPXeHUIA. [0CKOIbKY aTaku cTanm 60Jiee aBTOMaTU3MPOBaHHBIMU U C/IOMHBIMK, MOAXO0A, K
3aLMTe CTasl BK/IKOYaTb YPOBHU BU3YaM3aLLMm, MPOAYKTbI OGHAPY>KEHMS U PearmpoBaHmsl, TaKME KaK 3aLUpTa KOHEYHbIX TOYEK OT C/IOMHbIX
yrpo3 — Endpoint Detection and Response (EDR), aHanu3aTopbi ceTeBoro Tpadumka — Network Traffic Analysis (NTA) 1 cucTembl ynipasaeHus
mHumaeHTamum MB Security Information and Event Management (SIEM).

MHoro BpeMeHU 1 onbiTa 6b1J10 MOTPaYeHOo A5 BU3yam3aLmm no cosiM. Pa3sposHeHHble MpoAyKTbl 06HaPYXKEHUS U pearnpoBaHms aTak
CO34at0T MHOXXECTBO COOBLLEHNN, TpebytoLme 60/1bLLero MPoPeCccnoHaIbHOMO OrMbiTa M HaBbIKOB AJ151 peLleHns NpobieM. becKoHeuHbIn
LMK Y NOTOK CO0BLEHUIN 06 MHUMAEHTaX VB, MHOXKECTBO MHCTPYMEHTOB 1 MHbOPMaLMK ANS aHA/IMTUYECKOM paboTbl, BCE 6onbLLe U
60/1blLLE BpEMEHN TPeByeTCs A1 06HAPYXKEHUSA BTOPXKEHUIA, U B pe3y/ibTaTe, KoMaHAa 6€30MacHOCTM CTa/IKMBaeTCs C BbIropaHUeM, npu
3TOM 3aTPaYeHHOro BpeMEHN OKa3bIBaeTCs HELOCTAaTOYHO. YeM 60.ibliie Mbl pearmpyeMm, TeM 60J/1ble OTCTaeM.
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PucyHok 1: CeTb, pabouas ctaHums uam obnako
MHorue opraHusaumm, nogo6Hble Ballet, BOPHOTCS C OAHOM 1 TOM »Ke NpobieMoit: Kak Mbl MOXKeM OTOMTU OT pearmpoBaHms Ha BXoasLme
OMOBELLLEHUS U NEPENTU K aKTUBHOM 060POHUTE/IbHOM MO3WLLMK, KOTOPasi MOXKET Y1yULLWUTb NPefoTBpaLleHme yrpo3?
Mpuwno Bpems gns apyroro noaxona — Toro, KOTOPbIA MPUHOCUT NOJIb3Y BCEl KOMaHe 6e30MacHOCTH, a He obpeMeHsieT eé, ynpoLuaeT

ornepauum 1 NpefocTaB/seT CPeCcTBa /1 B6bICTPOro o6Hapy»eHUs M pearMpoBaHUs Ha CaMble CJI0XKHbIE Yrpo3bl BO BCEM MHPPACTPYKType.

CeropHswHuit noaxos: PewweHne oaHoit npo6eMbl co3paeT gpyrue

KomaHab! 6e30nacHOCTM yNopHO paboTatoT Hag, obecnedeHemM 6e30MacHOCTY CBOMX OpraHU3aLiA, HO CTa/IKMBAOTCS C TPYAHOCTSAMM B CBOMX
YCUAMSIX MO NPEAO0TBPALLEHMIO HApYLLEHWI AaHHbIX. [15ITb OCHOBHbIX NPO6./1EM BKJ/IHOHAOT:

o [136bITO4YHOE KOSIMYECTBO COOOLLLEHNI
o C/IMLLIKOM Masioe KOJIMYECTBO aHaIMTMKOB 6e30MacHOCTH
o Y3KOHanpaB/ieHHble MHCTPYMEHTbI

o OTCYTCTBME MHTErpauum

HexBaTka BpeéMeHuU

55%

komaHg UMb unn SOC-oB
noslyyalT B CPefiHEM
6onee 10 000 cobbiTHin
eXeJHeBHO

K 2022 ropy BoO BceM Mupe
HexBaTka
KBa/IMGULMPOBAHHBIX
cneuyanicTos no
6e30MacHOCTM JOCTUrHET

1.8 M

40+

OTAENbHbIX YTUNUT
MPUMEHSIIOTCS 1 paboTaloT B
peXMUME OLHOTO
nosb3osatesns, 6e3
MHTErpaLmm v NpUHAMaoT
AaHHbIX TO/IbKO U3 O4HOro
UCTOYHUKA. OfHa yTUAUTa —
OAMH UCTOYHMK.

23%

SOC TpaTHT Bpems Ha
roafepyaHue u ynpasnexue
MHCTPyMeHTaMu
6€e30MacHoCTY, a He Ha
npoBeAeHNe paccieA0BaHMM

Puc. 2: Komanpbl SOC cTanKuMBaloTCs C NATbIO OCHOBHbIMU Npo6ieMamu

CpepHee BpeMs Ans
caep>kusanms (MTTC)
HapyLIEHMS YBEIMYNNOCH A0

69 days
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[laBanTe pacCMOTpUM Kaxkayto Npobaemy B AeTansx.

1. N36bITOYHOE KOIMYECTBO COOBLLEHMI
AHaNUTUKM 6€30MacHOCTU BUASAT CIMLLKOM MHOIO COBbITUIM, YTOObI 3PDEKTUBHO CNPaBAATLCA C HUMWU. 55% rpynn 6e3onacHOCTY Uaun
LLEHTPOB ynpaB/ieHns MHPopMaumoHHol 6e3onacHocTu (Security Operations Center — SOC) nony4atoT B cpegHem 6onee 10 000
cobbITUiM B feHbl. OgHaKo He Bce cobbITUA paBHbl — 60JILLUMHCTBY U3 HUX HEOBXOAMMO YCTAaHOBUTb NPaBU/IbHbIN MPUOPUTET,
COOTHECTM UIN HOPMa/IM30BaTb M A,06aBUTL B Myl ornoBeLleHni. [axe ¢ Haanumnem SIEM, komaHge SOC c/10)KHO MPOBEPUTL 3Ty Maccy
[OAHHbIX, aHA/IMTUK 6E30MacHOCTU LO/HKEH MO-NPEXKHEMY YBEIMYMBATL BpEMS HAa CHOP aHHbIX B PYHHOM PEXXMME, BbIMOJIHATb aHaIU3 U
OTCeUBATb JIOXKHble cpabaTbiBaHUS O4YeHb BbICTPO, HTO6bI HE MPOMYCTUTL CaMble BaXKHble U KpUTUYECKKe npeaynpexxaenns. CanwKom
4acTO aHa/IMTUKMN CTAHOBSTCS YKEPTBAMU PYTUHHOM PaboTbl, KOrAa OHM OTWUIbTPOBLIBAKOT NPeLYNPeEXAeHUS, OCHOBaHHbIE Ha
npeapIayLwmx NpeanosioxKeHusX NamM Ha OrpoMHOI Macce AaHHbIX. M3-3a nepensbbiTka KOMYecTBa onoBeLeHnin 54% cneuyanmctos
no 6e30MacHOCTM UTHOPMPYIOT OMOBELLIEHMS, KOTOPbIE C/IeAYeT pacciefoBaTb2

2. HexBaTKa KBa/ingmuLmpoBaHHbIX Ka4poB
MHorue opraH13aLmm NbITakTCs NPEOAOIETb PACTYLLYHO Harpy3Ky, HaHWMas 60bLUe toael, HO BO BCEM MUPE CYLLLECTBYET HexBaTKa
KBa/IMOULMPOBAHHbBIX CMELMaMCTOB MO 6€30MacHOCTU, KOTOpPbIE, MO NMPOrHO3aM aHa/IMTUKOB, AOCTUTHYT 1,8 MuannoHa k 2022 rogy .
OcobeHHO TPYAHO HaMTK CMELMAIMCTOB C OMNbITOM aHa/IN3a CETU WM paboyumnx CTaHLMIA, a B POYEM U Tex U Apyrux. B pesynbTaTe,
rpynnbl 6e30NacHOCTU Neperpy»KeHbl COPTUPOBKOM YBELOM/IEHWIA, @ TaKXKE pacc/ief0BaHUEM U peaKkLmelt Ha cobbiTus. OHM TpaTsT
Ype3MepHOe KOJIMYECTBO BPEMEHU Ha YTOMUTE/IbHbIE 3a[1a4M, TaKne Kak c6op AaHHbIX, PyYHOM aHau3, YMCTBEHHbIV TPYA, NbITaloTCs
BHEZPUTb aBTOMATU3aLLMIO, HO 3TO BbI3bIBAET JINLLb AOMO/IHUTE/IbHYIO Harpy3Ky. 9TO MeLLaeT npoLeccy obyyeHns U 06MeHa, MOCKO/IbKY
3HaHWS U NpeablayLLas AesTeNbHOCTb OCTAKTCS CKPbITbIMU M HELOCTYMHbLIMU AJ18 APYTUX FPYn.
CoyeTaHue CMLLKOM BO/IbLLOIO KOIMYECTBA NPeaynpexAeHNI, CIOXHbIX Pacc/e0BaHUA 1 C/IULLKOM Masioro KOJIMYeCcTBa aHa/IMTUKOB
npMBoAMT K Npob6.ieMe oLIMBOK 13-3a YenoBeveckoro ¢pakTopa, co3gaeT adPeKT CHEXXHOIO KoMa B AasibHerweM. M3-3a HegocTaTKa
[,0CTOBEPHOW MHbOPMALMKN NPeLyNPeXAeHNs AeM1A0TCS C OLUMBOYHBIM NMPUOPUTETOM, YTO MPUBOAMT K YBESIMYEHUIO 06 beMa paboTbi
0151 TpYNMbl pacc/ieloBaHWs MHUMAEHTOB, KOTOPbIM TPebyeTcs MOMOLLLb rPpynrbl 6bICTPOro pearMpoBaHus A5 BbINOJIHEHMS paboyeit
HarpysKu.

3. Pa3pO3HeHHble UHCTPYMEHTbI CO C/TULLIKOM Y3KUM ¢OIQ’COM
YBennyeHue apceHana MHCTPYMEHTOB SBASETCA OAHUM M3 CMOCOB0B peLleHust MHOYKeCTBa Npo6JieM, NMO3Bo./IAs NPUHUMATL 6oslee
6bICTpble 1 060CHOBaHHbIE PeLleHUsl, HO MHCTPYMEHTOB C/IMLLKOM MHOFO. BO/IbLUMHCTBO MHCTPYMEHTOB 6€30MacHOCTU Gbln
pa3paboTaHbl A1 YCTPaHEHUs KOHKPETHbIX TEXHOI0rMYecKkmx Npo6esioB 6e3 yueTa Toro, Kak 3TW MHCTPYMEHTbI J0/IXKHbI paboTaTb B
onepaLMoHHOM Cpeae, M HacTo He COOTBETCTBYHOT LLe/ISIM rpynmbl 6€30MacHOCTU Mo o6ecneyeHmto LeI0CTHOro BUAEHUS 1
npeaoTepalleHus nHupaeHTos MB. Mpu HeA0CTaTOMHOM MHTErpaLLMm ¢ NMPUEMOM AaHHbIX TOJIbKO M3 OJLHOrO UCTOYHMKA, 3TU
MHCTPYMEHTbI MPMHOCAT LLEHHOCTb TO/ILKO AJ1s1 TEX, KTO MMEET CreumannsnpoBaHHble HaBbIKM B KOMaHAe 6€30MacHOCTH, U He
NpefoCTaBASOT HUKAKOWM LLEHHOCTU, U JayKe CJTY»KaT MCTOYHUKOM Neperpysku, A1s APYrUX yHacTHUKOB.
HekoTopble MHCTPYMeHTbI 9bGEKTHBHbIE, HO MPU 3TOM UMEIOT OrpaHUYeHUs:

® EDR MOyKeT COKpaTUTb BPeMsl pacc/iefloBaHUs /15 OMbITHBIX MPYNN pearpoBaHus Ha MHUMAEHTbI, HO OHO OrPaHUYEHO JAHHBIMU C
KOHEYHbIX TOYEK, Ha KOTOPbIX MOYKHO YCTaHOBUTL areHT. Kpome Toro, EDR MOXET pesko yBe/IMYUTb 06beM NpeaynpeskaeHui, YTo
TpebyeT MHAMBMAYaNbHOM pa3paboTku A1 obecneyeHns 6a30BOM aBTOMaTU3aLMM, OBPEMEHSS STUM APYTUX YYACTHMKOB KOMaHAbI.

® NTA TpebyeT npaBuIbHOIrO pa3MeLLEeHMs AAaTUMKA, YTOObI M36exXkaTb HefoCcTaloLWero ob6bemMa Tpaduka, peaKo BKIOYAET OTBET U HE
BKJ/IIOYAET JaHHble OT paboyeit CTaHUMM B KadecTBe paKkTopa 06HApY>KeHUs aHOMaIiA UK PacciefoBaHuUs Yrpos.

® UEBA (User and Entity Behavior Analytics - aHan13 nosegeHus Noib30BaTe s U CYLLHOCTEN) B OCHOBHOM COCPEAO0TOYEH Ha JaHHbIX 13
>KypHasia U NpornycKaeT K/IoUEBbIE AETaN U3 I/Ty6OKOro aHam3a ceTeBoro TpaduKa, He roBops y)ke 0 paboyeit CTaHUmMM 1 06J1auHbIX
pecypcax. Kpome Toro, npu ncnosbsosaHnm UEBA Habit0gaeTcs AOCTaTOMHO BbICOKMIA YPOBEHb JIOXKHbIX CpabaTbIBaHUMI, YTO
[LOMOIHUTENIbHO YBEJIMYMBAET HArpy3Ky Ha aHa/IMTUKOB.

Bce 31 ncnonbsosaHun UEBA HabnogaeTcs 4OCTAaTOYHO BbICOKUIA YPOBEHB JIOXKHBIX CPabaTbIBaHWIA, YTO AOMOJIHUTE/IbHO YBE/IMYMBAET
HarpysKy Ha aHa/IMTUKOB.

4. KpyrosBopoT pyTuHbI py pacc1eoBaHNaxX

OG6HapyyKkeHWe CI0XKHbIX aTaK TpebyeT Koppensummn AaHHbIX U3 110601 TOUKM UMdPOBOro MpoCcTpaHCTBA OpraHn3aumn. NocKosbKy
OO/IbLUMHCTBO MHCTPYMEHTOB, KOTOPbIE MOMOratoT 06HAPYXKEHMIO U pearMpoBaHMIO, OCHOBaHbI TOJIbKO HAa OAHOM UCTOYHMKE JAHHbIX,
HanpuMep, paboyei CTaHUMM, OHW NMPOMYCKAOT BaXKHble COOBLLLEHUS U3 APYTUX HE MEHEE BayKHbIX MCTOYHWMKOB, OCTaB/Isls KOMaHae
6e30MacHOCTM BbIMOJIHATb TSXKesyto paboTy no nposepke yrpos. Mpu pabote B8 SOC TUNMYHOM KPYMNHOM OpraHmM3aLmm, UCNob3YHoLLEN
60/1ee COpoKa MHCTPYMEHTOB, KaXKbl U3 KOTOPbIX paboTaeT HE3aBUCMMO, aHa/IMTHKM OKa3bIBAtOTCS B PEXKMME “AMKOro KpyroBopoTa
PYTUHHbIX OMnepaumin”; OHU MEPEKJIHYAOTCS C 3KpaHa Ha 3KpaH, MbITasicb CO6paTh BOEAMHO U CAENaTb BEPHbIE BbIBObI U3 MOTOKA
MHbOPMaLLMK, YTOBbI OHU MOT/IM CMSAMYUTb peasibHble Yrpo3bl. Ec/in 6b1 JaHHbIE KOPPEIMPOBAINCh, 3TO MOF/10 6bl 06ECNEUUTD LIEJIOCTHOE
npefcTaBsieHne 06 OKpy>KatoLLel cpefie, HO 3TO NoTpeboBasio 6bl HOPMaM3aLMK, COMOCTaB/IEHWS AaTbl/BpeMeHU/COBbITUS U MOHUMaHUS
METO/0B pacc/efj0BaHMs BO MHOTMX 061aCTsX, TaKUX KaK CETU U paboune CTaHUuMK. DTO He NPOCTOe AeJ10, U CErOAHS 3TO MPUXOAUTCA
LenaTb BPY4HYHO.

1. “Survey: 27 Percent of IT professionals receive more than 1 million security alerts daily,” Imperva, May 28, 2018,
https://www.imperva.com/blog/2018/05/27-percent-of-it-professionals-receive-more-than-1-million-security-alerts-daily/.

2.“2017: Security Operations Challenges, Priorities, and Strategies,” ESG, March 2017,
http://resources.siemplify.co/hubfs/PDF%20Downloads/ESG-Research-Insights-Report-Siemplify.pdf?hsCtaTracking=4303efc5-9f7b-4a8a-9438-
263c0588b898%7C6043fb9a-2881-4940-9a0e-6239a8686b81.

3.“2017 Global Information Security Workforce Study,” Frost & Sullivan, accessed January 8, 2019,
https://iamcybersafe.org/wp-content/uploads/2017/06/Europe-GISWS-Report.pdf.
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5. Bpemsi — pabotaet npoTus Bac

Benuyarnias ueHHoOCTb M3 Bcex — BpeMsi. Yem GbicTpee 6yaeT BbisBAEHA Yrpo3a, TeM 60JibLUe LLIAHCOB Ha eé caeprknaHue. Noka KoMaHabl
6oproTCS € 3aBaslaMu U3 yBeAOMJIEHMI, MpobieMamMu € pecypcamm U OTCYTCTBUEM KOPPESLLIMM, OHU PUCKYHOT NPONYCTUTb
TpyAHOOMpPeeIMMble BaXKHble NPeynpexaeHuUs, KOTOpble CTAaHOBATCS KPYMHbIMU MHLUMAEHTAaMU, UM NMPOCTO He XBaTaeT BPEMEHU /15
MouCKa HEM3BECTHbIX Yrpo3. B cpegHeMm, npoxoauT 60Jiee LecTn MecsLEB MEXAY TEM, KOTa MPOUCXOAMUT yTeuKa AaHHbIX U TeM, Koraa
OHa Brepsble 6bl1a MAEHTUGULMPOBaHA,* 1 3TO “Bpems 3aaep>kkn” yeennunsaetcs. CpegHee pems naeHTubuxkauum (MTTI) Bbipoc/io co
190 aHei B 2017 roay o 197 axeit B 2018 roay, a BpeMsl pearMpoBaHus, M3MepseMoe, Kak cpegHee Bpems caepxusarums (MTTC) —
BbIPOC/10 € 66 aHen B 2017 rogy no 69 aHen s 2018 rogy.®

Bce 3T0 nponcxoauT B TO BpeMs, Korga opraHmsaumnmn ncnonbsytoT EDR, NTA n UEBA v Bceueno nonaratotcs Ha SIEM, TpaTs noutn 60%
6roKeTa Ha 6e3onacHoCTb. [layke ¢ MOMOLLbIO 3TUX MHCTPYMEHTOB aHAJIMTUKM TPATAT 3HAUMTESIbHOE KOJIMYECTBO BPEMEHW Ha 33/1a4M B
PYYHOM pexknMe, Takme Kak HarmmcaHue 3arnpocoB, CONOCTaB/IEHNE YBEAOMIEHUI C AaHHbIMU XXypHana 1 c6op MHPopMaLmm U3 pasHbix
WUCTOYHUKOB. HeyAMBUTEIbHO, YTO NPU TaKOM NOCTOSIHHOM MaccKBe paboT SMLLb Y HEMHOMMX KOMaHA, 6e30MacHOCTU eCTb Bpems
COCPEfOTOUUTHCS Ha KPUTUHECKUX 3a4a4aX, TaKUX KaK BbISBJIEHUE CJIOXKHbIX YTPO3, I/Ty6OKOe MbILL/IEHME U peELLEHME HESIBHBIX NPo6iemM
6€e30MacHOCTU, KOTOPblE AaXKe YMHblE MPOrpaMMbl U aBTOMAaTU3aLMs He MOTYT pa3ragaTh.

B SOC To)Xe HY>XHbI yy4LUeHUs

KomaHze SOC Hy»KeH noaxos, KoTopblii 3GhEeKTUBHO peLLaeT BCe BbILLEYNOMSsHYTbIe NPo6ieMbl. DTO TpebyeT HOBOro NOAX0A4a, KOTOPbIN
MoykeT nomoub SOC Ha Bcex CTaamsix ornepaumii — COPTUPOBKA OMOBELLLEHUIA, pacC/IelOBaHNE UHLMIEHTOB, NMOUCK Yrpo3 — YTO6bl MOMOYb
6bICTPO 3aBEPLUMTL PACcC/Ie,0BaHME, HE3ABUCMMO OT TUMA Yrpo3bl. C MPaKTUYECKON TOUKW 3PEHNS UAEASbHbIN MOAXOL, AO/HKEH:

OTcnexmBaTb aKTUBHOCTU B CETU, HA Paboumx CTaHUMAX U 06J1aKax /1 06Hapy»KeHus UHumaeHTos M, copTrposku
OMOBELLIEHMI, PACC/1Iel0BaHMS U PEarMpoBaHM.

e /IHTerpnpoBaTbCs C MHCTPYMEHTaMU, KOTOPbIE FEHEPUPYIOT OMOBELLIEHWUS WIN NPEAOCTaBAAOT MHPOPMaLMIO As
aBTOMAaTUYECKOro NpeacTaBIeHUs MHbOopPMaLyM, NOSYYEHNS BbIBOLOB M AaXKe NPUHATUS Mep, FAe 3TO BO3MOXKHO.

e /Icnonb3oBaTb aHa/IMTUKY B 60OJIbLLMX 06bEMAX A1 KOPPENSLUMN JaHHbIX U3 BCEX MCTOYHUKOB, NMO3BOJIAS
aBTOMaTUYECKU WUJIM BPYUHYHO 06HapY»KMBaTb TPYAHOAOCTYMHbIE YrPO3bl, OXBaTbIBAOLLME HECKO/IbKO MCTOYHMKOB
[OaHHbIX, C HEB6ObLUNM KOJIMYECTBOM JIOXKHbIX CpabaTbIBaHWUA.

e YNpOoCTUTb UCC/Iel0BaHUSA, YTOBbI MOMOYb MEHEE OMbITHLIM aHAJIMTUKAM M YMEHbLUNTbL Harpy3Ky Ha OMbITHbIN
NepcoHasl, pe3Ko yJy4llMB BpeMs NPUHSATUS peLLIEHMIA Ha Bcex 3Tanax onepaumin SOC.

e Y6eamTbCs, YTO JaHHbIE U3 KaXKA0ro nccienoBaHmMs MoryT 6bITb 6bICTPO Npeobpa3oBaHbl MaTepuasbl AN
YAYULLIEHUS 3aLLMTbI, HanpuMep, NyTeM A06aB/IeHNst KOHTEKCTa K ByAyLUMM pacciefoBaHMsM, YMeHbLUeHUs
KONIMYeCTBa NpeaynpexxaeHnin 1 3aKpbITUS HOBbIX MM U3BECTHbIX YSI3BUMOCTEN.

ITO 3HaUYNUTE/IbHO COKPATUT CpeaHee BPeMsi OGHAPYKEHUs U pearMpoBaHus Ha Yrpo3sbl (BpeMs OXKMAHMS), @ TAKXKE MOMOXKET
nepeBecTM KoMaHAapbl 6e30MacHOCTM OT pearMpoBaHUs Ha NpeaynpeXxaeHns 6e30MacHOCTU K MPOAKTUBHOM 3aLUuTe CETW.

XDR nogHuMaeT 06Hapy)XeHUe U OTBETHYIO peaKL1I0 Ha HOBbII YPOBEHb

Palo Alto Networks BHepsieT npopbIBHOM NMOAX0, K onepaLmsM 6e30MacHOCTM NMyTeM MOBbILLEHUS BU3Ya/IM3aLIMK, @ TaKKe
CKOPOCTU OBOHApY»XeHUs Yrpo3, paccaieoBaHMs U MPUHATUS pelleHni. DTo Ha3biBaeTcst XDR, aBositoups o6Hapy»KeHus n
pearmpoBaHus. "X" 03Ha4aeT 11060 UCTOYHUK JaHHbIX, 6yab TO CeTb, paboyas cTaHUMs UM 061aKo, C aKLEHTOM Ha
yBesinyeHne npounseoamTesibHocTn SOC ¢ nomoLbio aBToMaTm3aumn. MNonHas BU3yanmsaums obecneymBaeT LEeSIOCTHYHO
KapTUHY JesTeNIbHOCTM OpraHU3aLmMn, CBA3bIBasi AaHHbIE M3 HECKOJIbKMX MCTOYHUKOB, TaK YTO 60Jiee HET Py4HOM Koppensumm
[aHHbIX W Yrpo3aM Here CKpbITbCS. ICTOYHMKM U3 BHELUHMX JaHHbIX, TaKMX KaK

MouncK CKpbITbIX Yrpo3 YnpouaeT CyLL,eCcTBEHHO y/yyLllaeT
CTaHOBUTCS BbICTpee C paccnenoBaHus U npovecchbl 6e30nacHoOCTH
MOMOLLbIO aHaIN3a CeTH, peaKumMIo Ha U3BECTHbIE 1 1 yCKOpsieT BO3BpaT
06.1a4HbIX TEXHOJIOTUI U HEWN3BECTHbIE YrPo3bl MHBECTULMI

KOHEYHbIX YCTPONCTB
yerp PucyHok 3: Tpu kitoyeBbix NpeuMyLectsa XDR
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yBeAOM/IEHMs 6e30MacHOCTU 1 rnobanbHas aHaIMTUKA Yrpo3, 00 beAMHSATCS YTOObI O6bIS10 peasibHoe NOHMMaHWE CUTYyaLUn.
ABTOMaTM3aUMA 06 BEAMHSET KPUTUYECKME AaHHbIE HA OAHOM 3KpaHe, Aes1ast BbIBOAb! 4151 aHA/IMTUKOB 6E30MacHOCTH, U,
[Oes1as 3a CEKYHAp! TO, YTO 0BbIYHO 3aHMMAET Yachl AaXKe Y COTPYAHUKOB C MHOIFOJIETHMM OMbITOM. B pesynibTaTe ynpoluaroTcs
paccsieloBaHUsl B paMKax orepawmi no obecrnevyeHno 6€30MacHOCTM, COKPaLLAeTCs BpeMs, HeobxoaMMoe A1 0BHapy»KeHus,
MOMCKa, Pacc/ie40BaHUS U pearMpoBaHus Ha tobyto Gopmy yrposbl.

XDR - peLLeHe HOBOWM 3pbl 3BPUCTUKM, aHAJIMTUKMU U MOJE/IMPOBaHNS, MPUMEHEHUS UCKYCCTBEHHOIO MHTE/IIEKTA U
MAaLLMHHOIO 06Yy4YeHUs A1 BbICTPOro 06HaPY»KEHMS U NpeaoTBpaLLieHUs Hanbosiee U3oLLPEHHbIX Yrpo3. OTcaexmBas yrposbl
13 JIH060ro UCTOYHMKA UM PACMOJIOXKEHMS B paMKax MHOPACTPYKTypbl opraHmnsauymn, XDR MoXKeT aBTOMaTU3MPOBaTb 3aLLUUTY,
OTC/IEXKMBAHME KayKA0ro Lara aTaku /1 BOCCTaHOBJ/IEHWS YETKOWM NOC/IEA0BATE/IbHOCTU COBLITUI; MPUMEHUTb aHaIUTUKY
Yrpo3 1 3aKpbITb NPO6E/IbI B CUCTEME 6E30MAaCHOCTU B BYYLLIEM. DTO YCKOPSET BPEMS MPUHATUS PELLIEHMIA U OCBOBOXKAAET
AHAJIMTUKOB OT Ype3MepHOM Harpy3ku. BaxkHO oTMeTUTb, 4To XDR MOXeT NoCTaB/IsThCA B BUAE 06/1a4HOr0 NPUIOXKEHUS A5
NPOCTOThbI Pa3BePThIBaHMS.

Mpenmywectea XDR

XDR paspa6boTaH a5 pabotbl B SOC, 4To NpenonpeaenseT Tpu CyLLECTBEHHbIX MPeUMyLLIECTBA: 6e3rpaHNYHbIN 0630p,
yMpOLLLeHME NPOoLLecCoB 6E30MACHOCTM U BbICTPbIN BO3BPAT MHBECTULIMIA.

besrpaHmyHbivi 0630p 4159 6bICTPOrO O6HAPYIKEHUS CKPbITBIX YTPO3

XDR BbIsSiIBASIET aHOMa/IbHYH aKTUBHOCTb MyTEM COMOCTaB/IeHMsI MOBEAEHNS NoJIb30BaTe e, 06bEKTOB U AEUCTBUIA BO BCEX
WUCTOYHMKAX AAHHbIX. DTO CHUXKAET C/IOXKHOCTb MOMCKA Yrpo3 3a CYET MOLLHOIO NMOMCKOBOIO [BMYKa, TOYHOIO onpeeneHns
WCTOYHMKA Yrpo3bl U Koppesnaumm AaHHbIX. XDR aBToMaTU3MpyeT 06HapY>KEHME TEKYLLIME UM MPOLLJIbIX YIPO3 C MOMOLLBHO
06beAMHEHNS U aHANIMTUKM BOJIbLLIOMO MAaCCUBA JaHHbIX M3 KOHEUYHbIX TOYEK, CETEBOIN aKTUBHOCTM, 06/1a4HbIX AAHHbIX U
aHaIMTUYECKUX JaHHbIX U3 NPOYNX UcToYHMKoB B SOC.

Ynpouyerme npoueccoB 6e30M1acHOCTH Py PacCTaHOBKE MPHUOPUTETOB, PACC/IEL0BAaHUN U PEArUPOBaHUN

XDR yckopsieT 1 ynpoLaeT pacc/iefioBaHUs], BU3yasin3mpys LENoYKy AeNCTBUI I060ro cobbiTus, UTOObI aBTOMaTUYECKM
BbISIBUTb MEPBOMNPUYUMHbI U MPeLOCTaBUTb YIMKM /151 CyAeOHOM 3KCNepTM3bl M BCEX aHASIMTMKOB 6e30MacHOCTU. DTo
YCTPaHSET JIOXKHbIEe TPEBOIM 3a CHET COMOCTAB/IEHUS PE3Y/IbTATOB Pacc/ie0BaHMs CO BCEMU NMPeaynpeXxaeHUsaIMm
6e30MacHOCTM OT BCEX TEXHOJIOMMI, YTO YCKOPSET PaboTy MeHee OnbITHbIX aHaIMTUKOB. XDR pearnpyeT Ha TeKyLiue yrposbl 1
npeaoTBpallaeT 6yayLime aTaku NyTU COr/TacoBaHHbIX AEMCTBUIA BHYTPW Ballel ceTu, 06J1aKkax M Ha paboymx CTaHLUMSX,
0cBo60YKaast aHAIMTUKOB OT PYTUHHOM paboTbl M 0CBO6OYKAAs 60JIbLUE BPEMEHU O/151 0GHAPY»KEHUS peasibHbIX Yrpo3.

BbICTPbIV BO3BPAT MHBECTULMI

XDR ycunvBaeT KoMaHAy 6e30MacHOCTH, ONTUMMU3UPYS paboume NMPOLIECCHI, @ TAKXKE COKPALLLAs BPEMS HA PAaCCTaHOBKY
NPUOPUTETOB YBEAOMJIEHMI, PAaCcC/IE0BaHMA MHLMAEHTOB, pearmpoBaHus U NpuHaTUs Mep B, DTo No3eosIseT pasposHEHHbIM
WHCTPYMeHTaM 6e30MacHOCTU Cor/lacoBaHO paboTaTb A1 aBTOMATMUYECKOrO peLLeHMs MPo6/1eM, UCMOJb3Ys NOJIHbIE JaHHble
M aHaNMTUKyY yrpo3. XDR ycunmneaeT 3amTy 3a CHET NPUMEHEHMS 3HAHWIA, NMOJTyH4aEMbIX B X0/l KaXKA0ro pacc/ieloBaHms, 1
npeaoTBpaLlas U3bbIToUHbIE YBEAOMIEHMS 06 aHaIOMMYHBIX Yrpo3ax B 6yayLueMm.

Mpeumywectea XDR ana SOC

XDR npeo6pasyeT Ball Noaxos, no obecneveHno 6€30MacHOCTU M3 PeaKTUBHOMO B MPOAKTMBHbIN, HE TOJIbKO NpeaoTBpaLlas,
HO WM NMPUHMMAs MPEBEHTMBHbIE Mepbl. [0JIHbIM 0630p BCEX UCTOYHMKOB JaHHbIX U NMpaBuibHas GOKYCUMPOBKa Ha npoLecce, oT
pacCTaHOBKM NMPUOPUTETOB YBEAOMJIEHUI 10 PEarMpoBaHuMs Ha Yrpo3bl, MOMOTYT CYLLECTBEHHO YJTy4YLLUTb MPOLECChI
6e3onacHoCTM.

Bbl CMOXKeTe 0CTaBUTb JIOXKHbIE YBEAOMJ/IEHWS B MPOLLJIOM M HE TPaTWUTb BPEMS aHA/IMTUKOB Ha NMolo6Hble CObbITHS, AaTb
BO3MOXXHOCTb BaLLIMM aHa/IMTMKaM onepaTMBHO MPUHMMATb BEPHbIE peLleHMs, 0CBO60AMTb BaLLIMX KBaIMOULMPOBAHHBIX
aHaJIMTUKOB OT PYTUHHOW PaboThl, AaTb KOMaHAe 6bICTPOro pearMpoBaHms BOSMOMHOCTb 3aHUMATbCA MX MPOGUILHOM
[EATeIbHOCTbIO U 6bITh FOTOBLIMU K Yrpo3aM /11060 C/IOMHOCTU.

Mcnonb3ys Bo3MoXKHOCTM aBToMaTm3aummn XDR, Bbl nosiHOCTbIO packpbiBaeTe noTeHuman Bawero SOC.
Ecnv Bbl B noMcKax peLueHns no o6Hapy»>KeHUIO U pearMpoBaHUIO Ha Yrpo3bl MHGOPMaLMOHHOM 6e30MacHOCTH, CripocuTe
BaLLlero nocTtasLLmka 06 XDR.
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