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CORTEX XDR

BoBpems pacno3sHanTe U OCTaHOBUTE CKPbITble aTaku, 06beAuHUB
MHPOPMALLUIO U3 CETU, KOHEYHBbIX YCTPOMUCTB U 061a4HbIX AaHHbIX

MpeumywecTea gna 6usHeca Y6epuTte npenaTcTBUA U YNIPOCTUTE pacc/iefoBaHue

e ABTOMaTUYeCKOe OBbHapyyKeHue
CKPbITbIX aTaK: MOCTOSIHHOE
0BHapy»KeHWe yrpo3s ¢ NOMOLLbIO
WNCKYCCTBEHHOIO MHTEJIJIEKTA,
aHa/M3a NoBefeHus 1
HacTpauBaeMbIX M0J1b30BaTENIEM
NPaBUa U NOIMTUK OBHAPYXKEHUSI.

CHWYKEHWME Harpy3KM Ha NepcoHa:
MIHOBEHHOE OTCEMBAHUE JIOXKHbIX
cpabaTbIBaHWUI, MNOBbILLEHME

NPOWN3BOAUTE/IBHOCTM aHA/IMTUKOB

CoKpalleHue cpeiHero BpemMeHu
06Hapy»keHus yrposbl (MTTI):
CcoYeTaHWe TOYHOro onpeaesieHus
aTakK ¢ BbICTPOM paccTaHOBKOM
NPUOPUTETOB OTHOCUTESILHO
yBeA,0M/IEHNIA 06 ONAaCHOCTU
CYLLECTBEHHO COKpaLlaeT
BPEMEHHbIEe 3aTpaTbl.

o CoKpalleHue CpeiHero BpemMeHu
Ha caepykumBaHue yrpos (MTTC):
ObICTpOE 06HapyyKeHUe U
6e30LlmMb0oYHas peakLmsa Ha
BHELLHME aTaKu N BHYTPEHHMe

yrpo3bl 6€3 MHOrOMIETHErO OMbITa.

e bbIcTpbIli BO3BpaT MHBECTULLMIA:
peLLEeHne BCeX BOMPOCOB
6e30MacHOCTU NOCPeACcTBOM
3KOCUCTEMbI HAAEXKHBIX
NPUIOXKEHUM MPU NCMOJIb30BaHUN
CYLLLECTBYHOLLLEN MHPPACTPYKTYpbI
B Ka4yecTBe CPeACTB U TOHEK
KOHTpPOJIA AOCTYyna.

J10BOJ/IbHO YacTo c/y»Kbe 6e30MacHOCTU He XBaTaeT Har/19AHOCTU U
aBTOMaTM3aLLMK A5 NPefoTBpaLLeHns aTak. OTae nbHble MPOAYKTbI, HAaNpUMep,
CUCTEMA 3aLLMTbl KOHEYHBIX TOYEK OT C/IOXHbIX Yrpo3 (EDR), a Takke cuctema
aHanmsa ceTesoro Tpaduka (NTA) arpernpytoT 60/1bLLne 06beMbI MHGOPMALIUK.
OHM BbIHY>KAAH0T aHa/IMTMKA UCMOJ1b30BaTb MHOYKECTBO KOHCO1EM A5
06HapY>KEHWS YrPO3, YHTO MOBLILLAET CIOXKHOCTb U 3aMeJ/ISET pacc/ief0BaHue.
CTa/IKmBasiCb C OTCYTCTBMEM CMELMAIMCTOB MO KUGepObe3onacHOCTH, KOMaHb!
BbIHY>A€Hbl YNPOLLATb Onepauym Uam npuaaraTb OFPOMHbIE YCUINS 415
NpoBefeHUs pacc/Ief0BaHNS U CAEPXKUBAHUS aTaK.

BbIcTpbIit cnoco6 o6Hapy)KeHus, paccsief,0BaHUs U peaKLiMu Ha Yrposbl

Cortex XDR™ - 3To nepBoe B MUPE MPUIOXKEHUE, B KOTOPOE M3HaAYaIbHO
WMHTErpupoBaHbl JaHHbIe O CETU, KOHEYHbIX YCTPOMCTBaxX 1 061ake A1
NnpeaoTBPaLLEHNS CJIOXKHBIX aTaK. DPDEKTUBHO MUCMOJIb3ys MNOBEeAEHUYECKYHO
aHa/IMTUKY, NPUIOXKEHWNE ONpeaesisieT HEM3BECTHbIE N TPYAHOOGHAPY>KUMble
yrposbl ceTu. MalmHHoe oby4eHne U MoAes M UCKYCCTBEHHOIO MHTE/I/IeKTa
onpeaenstoT yrposbl, Ucxogsime us JitobbiX UCTOYHUKOB, BKOYASs
yrnpaB/sieMble 1 HeynpaB/aseMble YCTPOMUCTBaA.

Cortex XDR yckopsieT paccTaHOBKY MPUOPUTETOB OTHOCUTE/IbHO Yrpo3 1
CKOPOCTb pearMpoBaHus Ha UHUMAEHTbI, NPeAOCTaBAsSs NOJIHYIO KapTUHY Mo
KaXKA,0M yrpo3e 1 aBTOMaTUYECKUN onpeaessisi OCHOBHYHO NMPUYMHY TaKoM
yrpo3bl. O6beANHSAS pasnyHble TUMbI AaHHbIX U ynpollas aHanms, Cortex XDR
CHMXKAET BPeEMS pearMpoBaHUs Ha yrpo3y, a TakyKe TpeboBaHMs K 3HaHUSM U
OnbITY, HEOBXOAMMOMY [/151 OCYLLLECTB/IEHMS ONepaLuii Mo COPTUPOBKE U
MOMUCKY yrpo3. TecHast MHTerpaums ¢ TO4KaMn KOHTPOJIsi 4OCTYyra No3BOSISET
ObICTPO pearnpoBaTb Ha Yrpo3bl, a TaKXKe MPUMEHSITb 3HaHWS, NOJTyYEHHbIE B
pe3yJsibTaTe pacciejoBaHUs, 4151 O6HAPYXKEHWUS CXOXKMX aTaK B ByayLueMm.

3awuTa oT U3BECTHBIX U HEU3BECTHbIX YIpo3 ¢ noMoLbio Traps™

besonacHOCTb HaUMHAETCA C HAAEXKHOIO NPeAoTBPaLLLEHNS YTPO3.
MpunoxkeHne Traps™ AN 3aWLUTbI KOHEYHbIX YCTPONCTB, UHTErPMPOBAHHOE B
pelueHune Cortex XDR, ncnonb3yeT KOMMAAEKCHbIE METO/bI MPeaoTBPaLLLEHNS
aTaK A1 3alLMUTbl KOHEYHbIX TOYEK OT BPEAOHOCHbIX MPOrpaMM U CpeacTs
akcnayaTaumm yassmumocTten. Traps n Cortex XDR nossonstoT
nocsief0BaTes/IbHO NPeAoTBPaLLaTb, 06HaPYXKMBaTb, OTBEYATh HA YrPO3bl,
KOTOPbIM MOTYT NoABepraTbcs UnMdpoBble akTUBLI. BcTpoeHHas HTerpaums ¢
06.1a4HbIM aHaIM30M Yrpo3 MO3BOJIIET CKOOPAMHMPOBAHO NPeaoTBPpaLLaTh
CeTeBble Yrpo3bl, Ha KOHEYHbIX YCTPOMCTBAX M 061a4HbIX pecypcax.
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PucyHok 1: PaccTaHoBKa NpMopuTeTOB U pacciefoBaHue yrpo3s ¢ nomoubto Cortex XDR

OCHOBHbI€ BO3MO)>XHOCTHU

HaznadHocmb

COOTHOCUT JaHHbIE O CETU, KOHEYHbIX YCTPOWCTBAX M 061a4HbIX AAHHbIX, YTO6bI YNPOCTUTL OGHAPYXKeHUe 1 peakLmio Ha yrposbl. Cortex XDR
MO3BOJIAET CIKOHOMUTL BPEMS, 3aTpadMBaEMOe Ha aHa/IN3 AaHHbIX BPYUHYHO, MyTeM aBTOMaTUYECKOro 06beAMHEHMS 1 COMOCTABIEHMS AaHHbIX,
COBPaHHbIX U3 CETU, KOHEYHBIX YCTPOCTB M 061a4HbIX pecypcoB. CUcTeMa 06beaMHSET paspo3HEHHbIE TUMbI AaHHbIX ¢ MoMoLubio Cortex Data
Lake, koTopoe npeacTaBaseT coboi MacLuTabrpyemoe 1 3pdeKTUBHOE 06/1a4HOE XPaHWIULLLE [aHHbIX, UCMOJIb3YEMOE B LIE/ISIX TOYHOTO
onpeaeneHuns aTak 1 ynpoLLLEeHUs pacciefoBaHms nHumaeHTos Ub.

Aemomamuyeckoe o6HapymeHue amak ¢ NOMoWbo UCKyCcCmeéeHH020 uHmesaszsieKkma

OG6Hapy>KeHue CKpbITbIX Yrpo3 C MOMOLLbIO NoBefeHYecKol aHanuTUKU. Cortex XDR aBToMaTUYeCKM onpefenseT akTUBHbIE aTaku,
No3BOIAIS CNy>K6e 6e30MacHOCTH NPaBUJIbHO PACcCTaB/IATL MPUOPUTETLI M OTPAXKaTb Yrpo3bl, Npexxae YeM byaeT HaHeceH yuep6. Mcnonbsys
MalLUMHHoe 06y4eHme, Cortex XDR nocTosHHO aHaM3npyeT Npoduan nosb3oBaTesiein 1 NoBeeHne yCTPOMCTB A5 BbIsSBJIEHNS aHOMaslbHOM
AKTUBHOCTW, CBUAETENbCTBYIOLLLEN 06 aTakax. AHannsmpys 60/1bLIoM MaccuB gaHHbIX, Cortex XDR MoyKeT onpegensTe Takue aTaku, Kak
Kpaka MAeHTUGUKALMOHHDBIX AaHHbIX, yrpo3bl DNS-TyHHeIMpoBaHUs, KOTOpble MPaKTUYECKU HEBO3MOXKHO OMNpeseUTb NP YTEHUU
CTaHZAPTHbIX JIOFOB WM NMPU aHa/IM3e CETEBOro TpaduKa BEPXHErO YPOBHS MPUIOXKEHUN. ABTOMaTU3MPOBaHHOE OBHapY>KeHWe yrpo3
paboTaeT 6ecnepeboHO KaXKabli AeHb.

O6HapyiceHue y2po3 ¢ NOMOULbI0 MOWHBIX NOUCKOBbIX UHCMPYMeHMoe

OG6Hapy»KkeHue cKpbIToro BpeaoHocHoro MO, ueneHanpaBaeHHbIX aTaK, BHYTPEeHHUX aTaK. Ciy)k6a 6€30MacHOCTM MOXKET OCYLLECTBAATb
MOWCK, NJIaHUPOBaHUE 1 COXPaHEHWE 3aMpPOCOB AJ1s ONpeaesieHns TPYAHO 06HapY>KUMbIX yrpo3. [MOKMe BOSMOXKHOCTU NMOMCKa NMO3BOISIOT
aHa/IMTMKaAM OTC/IEXKMBATb YrPO3bl M OCYLLLECTB/ISATb MOUCK MHAMKATOPOB KomnpoMeTauun (loCs), He npuberas K M3y4eHno HOBOro A3blka
3anpocoB. Vcnosib3ys BCTPOEHHbIN aHaM3 Yrpo3 B paMKax CETU, KOHEYHBIX YCTPOMCTB M 061a4HbIX laHHbIX, C/Ty»K6bl 6€30MacHOCTU CMOTYT
06HapY>KMBaTb BPELLOHOCHOE MPOrpamMMHOe obecreveHne, BHELLIHWE Yrpo3bl U BHYTPEHHUE aTaku, KOTOPbIE OCYLLIECTBJISIFOTCS B TEKYLLMIA
MOMEHT BPEMEHW UJIM OCYLLLECTBIIS/IUCH PaHee.

MzHoeeHHoe paccnedosaHue cobbimuli

ABTOMaTHYeCKOe onpefesieHne UCTOHYHUKA KaXKaoro yBeaomieHus 6esonacHoctu. C nomolupbto Cortex XDR aHaIMTUKKM MOTYT B OAMH KUK
aHa/IM3MPOBaTh NPEAYNPEXXAEHNS O HApYLLUEHMN 6e30MacHOCTU U3 Itoboro ncTodHuKa. Cortex XDR aBToMaTmyeckn obHapy»KmBaeT
nepBoNpuYMHY NPo6.JieMbI, BbISIBASET UCTOPUIO U NMOC/IeA0BATE/IBHOCTL COBBITUI, CBA3AHHbIX C KayKAbIM NPeaynpeXaeHneM, YTo CHUXaeT
TpeboBaHUs K OMbITYy, HEOBXOAMMOMY [/ TOYHOIO NMOATBEPXKAEeHMs Npobnembl. [Mpu paccnenoBaHum rpaduK Bcex aTak NpefocTaBaseT
OEeTanbHYH MHGOPMALMIO A5 U3YHEHUS MHUMAEHTA, MO3BO/ISAS aHa/IMTUKAM MIHOBEHHO OnpesesisTh 06beM 1 MaclUTab yLiepba, a Takxe
nocnenyroume AencTeus.

CKoopOuHUpPOoBaHHbIli omeem ¢ Ucnosb306aHUeM moyeK KOHMposs docmyna

BbicTpoe 1 HapexHoe oTpakeHue yrpos. Cortex XDR no3sosiseT ciy»be 6e30MnacHOCTU ONePaTMBHO OTPaXKaTb Yrpo3bl CETU, KOHEYHbIX
TOoYeK 1 061a4HbIX PECYPCOB U3 €ANHON KOHCOIM. AHa/IMTUK MOXKET BbICTPO OCTaHOBUTL pacrnpocTpaHeHue BpeaoHocHoro 10O, orpaHnynTb
AKTUBHOCTW CETU ONpeae/IeHHbIMU YCTPOMCTBaMM, OBHOBUTL CMIMCOK MCTOYHUKOB Yrpo3, HanpuMep, CNMCOK He61aroHaAeXXHbIX JOMEHOB
NoCPeICTBOM TECHOW MHTErPaLMKN C TOYKaMK KOHTpoas aoctyna. C nomoLupto Cortex XDR MOXKHO onepaTMBHO OCTaHaB/IMBAaTb C/IOXKHbIE
aTaKu, YTO NO3BOJISET BbICTPO BEPHYTb MHBECTULUK, BJIOXEHHbIE B VB.
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AdanmueHas 3auuma 041 0CMaHoeKU NomeHYuasAbHbIX amak

OnpepeneHne TakTUKKU, METOAOB, NpoLeayp U NpaBu noBeaeHus aTakyrowmx. C Cortex XDR ciy»k6a 6€30MacHOCTM CMOXKET MoJTy4aTb HOBble
3HAHWS U3 KXK0r0 Pacci1e0BaHMs M MPUMEHSITb UX [J151 COKPALLLEHWNst MacLLITaboB MOPaYXKEHWst U YCKOPEHUS MOC/IEAYHOLLLErO Pacc/1eL0BaHus,
M3MEHMB TUM 3aLLMTbLI C PEAKTUBHOMO Ha NMPOAKTUBHbINA. AHAJIMTUKN MOTYT CO34aBaTh AETa/IM3MPOBaHHbIE NPaBW/a NMOBEAEHMS, KOTOPbIE MO3BOSIAT
onpefensTb BPeLOHOCHYH aKTUBHOCTb, CBOMCTBEHHYH KOHKPETHOM ceTU. VIHGOpPMaTUBHBI OMOBELLLEHUS O3BOIST YCKOPUTbL aHa/n3, 6bICTPO
MAEHTUOULMPYS NOA03PUTESIBHOE MOBELEHME, @ TAKXKE YMPOLLAET NMOHUMAHME C/I0XKHbIX COBbITUIN.

3awuwaiime KoHeuHble ycmpolicmea c NOMOWibIo /TyULle20 Ompacs1eeo20 peweHus

Wcnonb3yiiTe e4UHOro areHTa A1 OTPaXKeHUs Yrpos U NpeaoTBpaLLeHMs c6opa AaHHbIX Ha KOHEYHbIX ycTponcTBax. B noanmcky Cortex XDR
BKJIHOYEHbI areHTbl Traps, KOTopble 06ecneynBatoT JTyuLLIYHO Ha CErOAHSILLUHUM AeHb 3aLLMTY KOHEYHbIX YCTPOMCTB. Traps No3BoJIS€T OCTaHaB/IMBaTb
M3BECTHbIE U HEU3BECTHbIE BPELOHOCHbIE MPOrpaMMbl, CPEACTBA IKCTUTyaTaLLUM YSI3BUMOCTEN, MPOrpaMMbl-BbIMOraTes v NyTeM 6JJ0KMPOBaHNS
CJly4aeB Mo/103pUTE/IbHOro NoBeeHNs M NPOHUKHOBEHMs. O61auHas cucTemMa aHam3a BpeoHocHoro MO ¢ MHTerpupoBaHHOM C1y»KGOM 3aLUMThI -
Palo Alto Networks WildFire® - ynyyiaeT ToMHOCTb OBGHAPY»>KEHWMSI U 30HY MOKPbITHS. AreHT Traps 3amnMcbIBaeT BCO aKTUBHOCTb KOHEYHOIO
yCTpoicTBa 1 nepecblnaeT AaHHble B Cortex Data Lake 415 nocneayroLlero aHamsa 1 No3BoISET BbIbpaTh NPaBUIbHYHO PEaKLMIO.

Hpocmoma pa3seepmebieaHusa u o06aauyHas nocmaeka

PasBepTbiBaHWe cMCTEMBI 33 CHUTaHHble ceKyHAbl. ObnadyHoe npunoxxeHune Cortex XDR no3sosisieT BbICTpo 1 6e3 3aTpaT opraH13oBaThb
pa3BepTbIBAHME CUCTEMBI 3aLLIMTbI, YCTPaHSIsi MOTPEBHOCTb B YCTAHOBKE HOBbIX JIOKA/IbHbIX CJTY>K6 cbopa AaHHbIX M CPeACTB KOHTPOIs. B kayecTBe
CPEeACTB U TOYEK KOHTPOJIS CUCTEMA UCMOJb3YET CyLLLECTBYHoLLME NpoayKTbl Palo Alto Networks, Tem cambIM, cokpalLias Y110 MPOAYKTOB,
KOTOPbIMU BaM HY>KHO YNpaB/isiTb. HOBbIM K/IMEHTaM A0CTaTOYHO pa3BepPHYTb OAHO CPEACTBO KOHTPO,IS, Hanpumep, Next-Generation Firewall nnm
Traps, 815 06Hapy»KeHns 1 NpeaoTBpaLLeHms yrpo3 ¢ nomoupto Cortex XDR. Cortex XDR co3gaHo Ha eguHcTBEHHOM B oTpacsin SOC-nnatdopme
Cortex Ha 6a3e MCKYCCTBEHHOIO MHTesI1IeKTa. OHO CyLLLECTBEHHO YMNPOLLIAET 3aLLIMTY CUCTEM U MO3BOJISET J06UBATLCS JTyHLUMX PE3Y/IbTATOB

NMPUMEHsI aBTOMaTM3aLMIO MPOLLECCOB.

Cortex XDR

Log and activity data Log and activity data

Cortex Data Lake

aws /4 o

i

ol e

Campus Endpoints
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PucyHoK 2 : AHaM3 AaHHbIX U3 NII060ro UCTOYHUKA A5 NPEeAOTEPALLEHMS U PearMpoBaHus Ha Yrpo3bl

TexHonornyeckuin apPpexkT

Busyanusauusi ceTu, KOHeYHbIX TOYEK M 061a4HbIX AAHHbIX: C60pP M Koppesaums 60/1bLIoro o6beMa AaHHbIX CETU, KOHEYHbIX
YCTPOMCTB 1 061a4HbIX AaHHbIX A1 0GHAPYYEHUsl, pacCTaHOBKa NMPUOPUTETOB AJ1 pearnpoBaHus U NpeaoTBPaLLEHNS YTPO3.

ABTOMaTHYECKOE 06HapY)KeHUEe C/IOXKHBIX U CKPbITbIX aTaK B pexkume 24/7: MNocTosHHOe UCnosib30BaHMe GYHKLMU MaLLMHHOMO
00yYeHUs 1 CO30aHNA MHAMBUAYA IbHBIX MPaBUA 4715 OBHAPYXKEHUS LLeIEBbIX KMBepaTaK U NPOYMX XUTPOCHIETEHUI
3/10YMbILLIEHHUKOB.

O6paboTKa onoBeLLeHni 6e3 3agepieK: YNPOoLLLAeT pacc/ieoBaHME Yrpo3, B TOM YMC/IE aHA/IM3 KOPHEBbLIX NPOG/IEM U MO3BOAET CO
3/aBaTb XPOHOJI0TUIO COBLITUI, TEM CaMbIM, CHUXKas TPeBOBaHMS K HaBbIKaM COTPYAHUKOB, KOTOPble HEOGXOAMMbI /151 OLLEHKM U
aHas13a OMoBeLLLEHUI.

3HauuTeIbHOE COKpaLLLEeHME KOIMYECTBA JIOXKHOMOIOXKUTE/IbHbIX OMOoBeLLeHUi 6e3onacHocTU: [MpUMeHsET 3HaHUS, MOJTyYeHHble B
XOA,e KaXKA0ro pacciefoBaHus, A1 NOCTOSIHHOrO OGHOBIEHUS MPaBWUJT ONpeesieHns NOBEAEHYECKNX OCOBEHHOCTEN U YMEHbLUIAET
KOJIMYECTBO BPEMEHM, 3aTPaYM1BAEMOrO Ha NPOBEAEHME aHan3a B BYIyLLEM, CHUXKAs YPOBEHb PUCKa.

MoebiwaeT npounssoguTesibHocTb SOC: CobupaeT paboymne NPoLLECCh] B €AMHYH KOHCO/b, 06beAMHAS GYHKLIMM PAaCCTaHOBKM MPUOPUTETOB
B OTHOLLIEHWM OMOBELLLEHUIA, PacC/Ief0BaHMsl, OTBETA Ha Yrpo3bl B paMKaXx BCEM CETU, KOHEYHbIX YCTPOICTB M 061a4HON Cpefbl.
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BoccraHaenmBaeT cuctemy 6e3 nocnefcTemit i 6usHeca: MpeoTBpaLaeT aTaku C BbICOKOM TOYHOCTbIO, HE floMycKas nepe6oes B
paboTe CUCTEMbI U MOIb30BaTENIEN.

MosBosisieT nsberaTtb LiesieHanpaBaeHHbIX KubepaTak: 3alumLLaeT CETU OT BHYTPEHHMUX 3/10YMbILLIEHHUKOB, HapyLLUUTE el npasuJl,
BHELLHUX Yrpo3, 6e3¢dai/ioBbixX aTak 1 aTak Ha OnepaTUBHYIO NaMsATb, aTak O-aHs.

Pasrpy>kaeT cy»6y 6€30MacHOCTH: KynMpyeT aTaku, 06Hapy»Ku1Bast HapyLLIEHUsI HOPMaJIbHOTO QYHKLMOHMPOBAHUS CUCTEMbI
6e30MacHOCTU, aHOMasIbHOE MOBEAEHNE, BPELOHOCHbINM XapaKTeP aKTUBHOCTM.

Ocob6eHHocTu Cortex XDR

ABTOMaTUYeCcKoe paccsiefoBaHNE NpeaynpeXxxaeHni Onpeserneryie yrpos, NCxoas U3 UHAVMBUAYaNLHOTO
XapakTepa noseeHuns

MouncK UCTOYHMKA BO3SHUKHOBEHUS YIpO3 MalurHHoe 06yyeHue

PearnpoBaHue Ha UHLMAOEHT OnpeaeneHne BpeloHOCHbIX U 6e3dainoBbIX aTak
MpenoTepalleHe MHUMAEHTA M BOCCTAHOB/IEHUE OnpepeneHune LeneBbIX KubepaTak

AHa/IM3 NOCNeACTBUIA NOC/IE MHLMAEHTA O6Hapy>KeHME BHYTPEHHUX Yrpo3

Mouck yrpos MoBeaeHYecKas aHaIMTUKA

VHAMKaTopbl KOMAPOMETALMKN U aHa/IMTUKA YrPOo3 MpepoTBpalLleHMe aTak C MOMOLLbIO BPEAOHOCHOrO,

xakepckoro 10 u ucnosb3oBaHue ys3BUMoOCTEN
nocpencTsom Traps

TexHu4ecKkne xapaKTepucTuKku

Mopaenb nocTaBku O61a4Has nocTaBKa

XpaHeHMe AaHHbIX 30 AHEBHOE HEOIrpaHNYEHHOE XPaHEeHUE AaHHbIX

Moppeprkka OC

Traps noaaep>KnBaeT paboTy ¢ OKOHEYHbIMU ycTporicTBaMm Ha Windows®, macOS® u Linux OC. MonHbIN NepeveHb
cucTeMHbIX Tpe6oBaHWi 1 noaaep>kmneaembix OC Bbl HalgeTe B TabULLE COBMECTUMOCTM Traps.

MuHumanbHble TpeboBaHus Cortex XDR Pathfinder: 2-x saepHbint npoueccop, 8 '6 onepaTUBHOM NaMATK, YCTPOMCTBO
XpaHeHWs AaHHbIX Ha 128 ['6 ¢ ToHKom pesepBauuer namatu, VMware ESXiTM Bepcus 5.1 nam nosxe, nunun Microsoft
Hyper ® Bepcumn 6.3.96 nnm 6on1ee No3gHsAs BepCus rmnepemsopa.

JInueHsus Cortex XDR BKkAtOYaET NpaBo MoJsib30BaHUs:

o Cortex XDR - npunioykeHue o5 aHaM3a
e Cortex XDR - npunoxeHuegns pacciefoBaHna U pearMpoBaHms Ha yrposbl
o AreHT Traps A1 3aLlMTbl KOHEYHbIX TOYEK WU OTPaXKeHMs aTak

e Cortex XDR - Pathfinder cny>k6a aHasiM3a B KOHEYHbIX To4Kax (anbTepHaTuBaTraps 6€3 NCnosIb30BaHUA areHTa)
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