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OnepauyunoHHas cncrtema  reiiine MocnepoBaTenbHbIe, NPO3payHbIe U
ynpasneHus Vb A AOKYMEHTMPOBaHHbIE MpoLecchl

-
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NMonHoe ynpaBneHne MHUMNaeHTaMun: - PearnposaHe Ha ocHOBE NNenbykos

OTcnexviBaHvie MeTpuk SLA, c6op ynmk v - ABTOMAaTMUECKOE J0KyMEHTVPOBaHME BCEX 3arPOCOB
XyPHaNVMpOoBaHwe, MOBVNbHOE MPUIOXEHVIE, MO MOWCKY ¥ pacciesoBaHuio
COOTBETCTBME TPEGOBAHYISIM PEryNSITOPOB.

INCIDENT INTERACTIVE - ABTOMaTn4eckoe AeTeKTnpoBaHne ,qy6ﬂMpOBaHHbIX
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YMHasa dBTOMaTun3alusa N opKkecTpauunsa:
—_—

ABTOMaTUYeCK/Ee NNEROYKI, BbICOKaA AOCTYMHOCTb, e 151 L - TIoUCK MexAy paccnefoBaHUaMY, VHAVKaTOpaMm 1
KpoCC-Koppenauums. ynKamm

NHTepakTBHOE paccneaoBaHue: \War Room Ha -~
P P @ Ny gﬁn YcKopeHune BpeMeHU peLLeHus

ocHoBe ChatOps, HCTpYMeHTapuiA Ans i
g i PYT. - 1 ny4ywasn s¢pPpekTuBHoCcTb SOC
paCCﬂeAOBaHMgr COBMeCTHag pa6OTa B pe>K|/]Me MULTI TENANT COLLABORATION MACHINE LEARNING o
- NopTponro HacTpanBaeMblx NNenbykoB ANs

peanbHOro BpeMeHu.
aBTOMATU3aLMV NMOBTOPSIHOLLVXCSA Y PE3EPBHbIX LLIAroB

fmbkoe u macwTabmpyemoe pasBepTbiBaHUeE: PellieHie A0CTYMHO A1 pa3BepTbiBaHMA Kak B 061ake, Tak 1 B
NIOKaNbHOW CeTW 3aka3uvika, MoaaepXKa MyNbTUapeHAHbIX Cpes C U30NaLMen AaHHbIX 1 pacluMpSemMOoin apxUTeKTypo, - BupTyanbHas “War Room” Anst COBMECTHbIX
BO3MOXHOCTb paboThl B MPOKCH PeXmMe ANsi CerMeHTPOBaHHbIX CETEBbIX CErMEHTOB, MOAAEPXKKA BHELLHNX 4aTboToB DacCef0BaHUI B PEXVMe peanbHOro BpeMeHH
(Slack mirroring).

. ﬂ,eTaJ'II/BI/IpOBaHHOG oTcnexnBaHne MHUMAEHTOB U

A SOC's Challenges METPUK aHaNVTVIKOB
Cneuuanuctbl SOC B cBoel paboTe MOCTOSAHHO CTaNKMBAKOTCS C OFPOMHbIM YMC/IOM SBOFOLMOHMPYIOLLIMX CNIOXHBIX YrPo3 + YayylleHune NpoayKTUBHOCTW aHAANTLKOB 1 COBMECTHOE
AHanntvku Tier-1 TOHYT B OFPOMHOM KOMYeCTBe COBBITVIN 1 3aa4ax, A1 peLleHnsa KOTOPbIX TpebyeTca 6onbLLoe 0byyeHie KoMaHAp!

KONMYECTBO BPEMEHU: NAeHTUOUKAUMSA NOXHBIX CpabaTbiBaHWIA, BeIMONHEHVE MOBTOPSHOLLMXCS OTBETOB M aHanmn3e cobbITul
€ 601bLLOrO YKMCaa pa3nnyHbIx cpeacTts Vb

Mepes aHanuTukamu Tier-3 Bcerga cToMT NpobaemMa Novcka peanbHOro HUMAeHTa cpear LMGpPOBOro LWyMa, aHaaoryHo
MOWCKY UMbl B CTOTY CeHa. VIM A0CTaTOUHO C/IOXHO KOOPANHUPOBAaTL PaboTy MHOrOUVICIEHHbIX pelueHnin Vb, koTopble - OByueHme aHaNUTIKOB MO pe3y/bTartam NpoLLbIX
HaxOAATCS B VX pacnopsikeHnn, Hanbonee s3gdekTnBHbIM 06pa3oM. BBuy CBOel BbICOKOM 3arpy3ku, Y HUX Takxe He xBaTaeT
BPEMEHM, YTOObI 0OyYaTh HAUMHAOLLX aHANNTVIKOB A5 MOMOLLN cebe.

- TMnatbopma Ang COBMECTHOV paboThkl MO3BONAET
aHanUTVIKaM AenuTcs pesynsTaTaMi paccieoBaHns

paccnesoBaHNm
Ana meHepxepos SOC npobaemor 4BAseTca noneitka nocumTate ROI, KoTopoe NpuHOCAT pelleHusa VB anga nx SOC. Takxe * TOACKA3KN Ha OCHOBE MALLMHHOTO 06y4eHs Ans
nepes HUMK CTOMT NpobeMa NOCTOAHHOIO AaBneHus SLA 1 HemoaHbIX MeTPYK KOHTPOAS U JOKyMeHTUPOBaHus. Kpome Toro, BEIOOPa aHaMTVIKa, OTBETHbIX AEACTBUMA 1K
yrpo3a HefoCTaTka YpPOBHS 3HaHWN BCerja BUCUT Y HUX HaZ rOIOBON: B ClyYae YBOMbHEHNS BEAYLLErO aHaINTIIKa Mbl dHaNIOrNYHOro NHUNAEHTA
noyYaeM 3HauVMble HeJOCTaTKM SKCMEPTU3bI 1 CPasy Xe MHOro Waros Hasag Ana SOC

3TO TOT MOMEHT, Koraa nossngetca pelueHe Demisto - SOAR (Security Orchestration, Automation, and Respons) nnatgopma,
00be/INHANLLAA B Cebe ynpaBaeHne VHUMAEHTaMY, NpoLeccsl aBTOMaTV3aLMmM 11 OPKeCTpaumy, a Takxke paccneoBaHs
NHUNAEHTOB A9 MOMOLLM KOMaHAaMm Wb B 11X MoBcesHEeBHON paboTe.



MonHbIV Npouecc ynpaBieHUA
VHUUAEHTaMun

YMHaa aBToMaTusayusa m opKecTpauyus MHTepakTBHOe paccneaoBaHue

Opkectpauyua Demisto Kak ngeanbHas CBA3b NHTepakTBHOE pacciesoBaHve Demisto
nomMoraeTt aHannUTKaM B COBMECTHOW paboTe U

AEeNaeT NX YMHEE C KaXAbIM NHLMAEHTOM:

Mnatdopma Demisto nomoraeT ynpasBnsaTb
BCEMW acrekTaMm XU3HEHHOro LyK/a

MeXay nroabMuy, npouecCaMn N TeEXHONOTMAMNL

NHUNAEHTA:

OTKpbITas 1 paclinpsemast nnatdopMa C MHTerpaumeit
CO BCEMV HEOOXOANMBIMU CPeACcTBaMy, BKIOUAs
CPeACTBa MO 0OOralleHnto gaHHbIX, duasl Threat
Intelligence, SIEM, NGFW, EDR, necouHnubl, cnctemsl
aHanu3a, MoYToBblE CUCTEMBI 1 MHOTOE Jpyroe.

NHTynTMBHBIE NNenbykn B pexume plug'n'play ans
aBTomatmsaumm scex npoteccos SOC.

ABTOMaTNYECKOE JOKYMEHTUPOBAHME Ha BCEX 3Tanax
paccnefoBaHva UHUMAEHTOB 418 KOHTpona SLA.

XpaHWUAuLLE MHANKATOPOB C BO3MOXHOCTbIO
KOHTEKCTHOro Mowncka AN XaHTUHra.

MOLLHBIV MOVICK C aBTOMATUYECKM 1eTEKTVIPOBAHUEM
LyONMPOBAHHbIX Paccie0BaHUNA.

y,EI,O6HaF| NnaHenb yrnpasaeHna ¢ HaCTpalBaeMbIM
OoTHeTaMn 1 apXBMPOBaHMEM Pe3y/IbTaToB.

ArenTbl Ana Windows/Mac/Linux OS anst céopa AaHHbIX C
KOHEYHbIX Y3/10B.

Mo6ubHOE NPUIOXEHNE C MEPCOHANVZNPYEMBIMU
HacTpoikamu paboyero CToa 1 3agadamu no
paccnefoBaHNIo UHUMAEHTOB.

MopTdonno Nnendykos Ana aBTOMATM3aLMY, BKIKOYASA
6onee 100 nHTerpaumin 1 1000 BbINONHAEMbIX 3a34a4 Vb.

AnHamnyeckrie Nnerbyky, 136aBnstoLLMe aHanUTKOB OT
PYTUHHBIX 33a4, @ KOHEeYHbIX NoNb30BaTesnelt ot
MOCTOAHHOrO OTBETAa Ha 31EKTPOHHYO MOoYTY.

MMOKOCTb B CO3AaHMN HOBbIX QYHKLIIA/O6N0KOB 1
nepeHoca Vx Mexay niendykamu.

OTKa30yCTOMMMBOCTb 1 BbICOKaA AOCTYMHOCTb I'I}'Iel7l6yKOB.

OuyeHb 1erko NPoBepUTL PaboTOCMOCOBHOCTL 1 HauaTb
LencTBue C N0 ToUKM Nnerbyka.

MalunHHbIe MOACKa3KN npu pa6OTe CMHUMAeHTamMK1,
MoBTOPAOWMNECA NHAMKATOPBI B Pa3HbIX MHUWAEHTAX.

BunpTyansHas 'War Room', ocHoBaHHas Ha ChatOps, rae
aHaNNTVIK MOTYT COBMECTHO 06LLATLCA B pexmnme
peanbHOro BPEMEH 1 BbINOMHATE Pa3nYHbIe 3a4a4n.

VHCTpyMeHTapuii Mo paccnefioBaHVIiO VHUWAEHTOB,
obecneyrBaroLLMIA HaCTpanBaeMyHo KapTy B3anMOCBA3M
NHLNAEHTOB BO BPeMEHW.

CneumanbHbI 60T (IN-house security bot (DBot)),
MOMOratoLLMA BEINONHATL KOMaHAbl, NpejnaraTe MOMOLLb
APYrX aHaNNTLKOB 1 Byaylilee HanpasieHve AeCTBUS.

MexaHu3m c6opa YK 1 aBTOMaTn4eckoro
AOKYMEHTUPOBaHKA C BOSMOXHOCTbHO KOMMEHTUPOBaHNA
N COXpaHeHnAa 3aMeTOoK.

YNPABNEHVE NHUMNAEHTAMW | OPKECTPAL A | COBMECTHAS PABOTA

ABTOoMaTusauua nneibykamm  PaccnepoBaHue ¢ ChatOps

)XypHanupoBaHue U yInKkun
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PearMpOBaHme N OoTYEeThI

B fononHeHme K pelleHuto Tekymx npobnem SOC's, Demisto Enterprise ncnonb3yeT cuy NCKYCCTBEHHOMO MHTENEKTa 1 MaLUMHHOIO 0byYeHns B cBoeM boTe. MNoackasky DBot
[OCTYMHbI B CUCTEME TUKETOB, aHaNv3e 3ajay, Bblbope aHanUTKa 1 aHaNorM4HOro NHUMAEHTa. MallHHoOe 0byYeHre NCNoAb3yeTCA BO BCEX TPEX OCHOBHbLIX KOMMOHEHTaxX peLleHns

- YIpPaBAeHUN UHUMAEHTaMK, aBTOMATU3aLMM 1 OPKECTPALMN U MHTEPAKTMBHOM paccnesoBaHun. C KaxabiM HOBbIM MHLMAEHTOM aHanuTuK 1 DBot CTaHOBATCSH YMHEE, UTO CHUXAET
06LLiee BPeMst Ha 3aLLMTY OT HOBbIX CJIOXHbIX Yrpo3.
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