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Prisma Cloud Compute Edition

Mpo6neMbl 6e3onacHOCTU B 061auHbIX cpeaax

TpagUUMOHHbBIE WHCTPYMEHTbl W  METOLONOrMM 6e30MacHOCTM
He MOAXOAAT ANA 3alUMTbl He 3aBUCALLMX OT UHOPACTPYKTYPHbI,
yrpaBngeMbix paspaboTymkamMm 06auHbIX MPUIOKEHNI:

Pa3paboTumku U koMaHabl DevOps UrpatoT KU3HEHHO BaXKHYHO
ponb B CO3O0aHUM U Pa3BepTbIBaHUM OBMAUYHbIX MPUIIOKEHU,
3a4acTyto paboTas BHe Nona 3peHUs TPaaULMOHHbIX TEXHONOr MM
6e3onacHocTU. TpebytoTca pelueHMnsa No 6e30MacHOCTU, KoTopble
VMHTErpupyoTca ¢ MHPPACTPYKTYpor U UHCTPpYMeHTaMmu
pa3paboTUMKOB.

OpraHusauumM  UCronb3yloT Bcé Gonee  pasHOPOLHYHO
MHPpPacTpyKTypy: ®u3snyeckme cepBepa, 4YacTHble o065aKa,
ny6nndHble obnaka Unu nbble X KOMGUHaLMN.

B o06nauyHbix cpeda MpoLecc W3MeHeHUM HuKorga He
ocTaHaBnumBaeTca. K 6e3onacHocTy TpebyeTca aBToMaTuM3auma
0719 3alUThl PACTYLLEro Ymcra NoCTOAHHO 3BOTIOLMOHMPYIOLLIMX
MUKPOCEPBMCOB.

KomMnnekcHas 3amTa XoCcToB, KOHTeﬁHepOB n d)yHKLI,Mﬁ

Prisma™ Cloud Compute edition - 3To Begyulas o6na4Hasa
nnatdopma 6e3onacHocTy,  obecneuymBatoLLan LLeNoCTHyto
3alUUTY XOCTOB, KOHTEMHEPOB U OeCcCepBEPHbIX BblYMCIEHUN Ha
MPOTAXKEHUWN BCETO XXMUIHEHHOMO LIMKA MPUNOXEHUN HE3aBUCMMO
OT 6a30BOW BbIYUCIUTENTBHOW TEXHOMOMMK NN obnaka, B KOTOPOM
OHW paboTaloT.
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Vulnerability management: O6HapyxuBaeT 1 610KMPYeT ya3BMMOCTU Ha
ypoBHe OC, dpeMMBOpPKa MPUNOXKEHUM N OTAENbHbIX COOPOK Ha MPOTAXKEHUMN
BCEro >XM3HEHHOro LMKAa MpuIoXeHWsa (oT npolecca paspaboTkm Ao
aKCMnyaTaumm) .

Compliance: O6ecneynBaeT cobntogeHne compliance Ha MPOTAXXeHWM BCEro
YKU3HEHHOrO LMKIa NpUnoXkeHus. fotosble WabnoHbl Ans HIPAA, PCl, GDPR un
NIST SP 800-190 n npoBepkm ana Docker, Kubernetes, Linux CIS Benchmarks,
Istio®.

CI/CD integration: MOMHOCTbIO MHTErPUPYETCS B MPOLIECC Pa3paboTki
[OCTaBKU MPUNOXKEHUIN. ABTOMATM3MPOBAHHbIE M MOSTb30BaTEIbCKME MOMUTUKN
MoOryT 6roKMpoBaTb COOPKY WMAM NyBNMKaLMIO Ha OCHOBAHUKM BbISIBIEHHbIX
YA3BMMOCTEN UM HECOOTBETCTBUM compliance.

Runtime defense: Of6ecneuymBaeT 3alUUTYy MHOPACTPYKTYPbI MPU MOMOLM
MalUMHHOIO 0ByuyeHUd. ABTOMaTUUYECKM CO30aET OCHOBaHHble Ha 6enbix
cnucKax Modenu noBedeHUs MPUIOXKEHUN C MUHMMANbHO HeoBXoOoMMbIMM
npUBMUAErnamu.

Cloud-native firewalls: V3yyaeT ToOnonorvito ceTeBOro B3aMMOOEWCTBUSA
MPUNOXEHUN U peann3yeT HeobxoOMMyIo  M30MAUMIO  ONF  KaXKAoro
MUKpocepBMca, obecrnedymBasa 3alMTy Ha CETEBOM W MPUKIAOHOM YpPOBHE
(WAF).

Access control: Mo3BonaeT ynpaBnaTb cekpeTaMu, GopMUPOBaTb U MPUMEHATL
OeTann3mpoBaHHble MOMUTUKK, PerynvpylollmMe OOCTymn Mofb3oBaTenien K
pecypcam Docker 1 Kubernetes c BO3MOXHOCTbIO MOHUTOPUHIA MX aKTUBHOCTEN.
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ApXxuTeKTypa

Prisma Cloud Compute edition noctaBnaeTtca B Buae
obpasa KoHTeMHepa M MNOOAEPXKMBAET MHOMXECTBO
BapMaHTOB pa3BepTbiBaHUA: B MYyOAMYHbIX, YaCTHbIX
(BkNtOYaa MOSIHOCTbIO M30MNPOBaHHbIE) nnu
r’MbpuaHbIX 06nadHbIX Cpeaax.

Defenders — 3To areHTbl, yCTaHaBMMBaeMble BHYTPU
MHbPACTPYKTYpPbI, 3almulatolime Kak BUPTyasrbHble
MaLlUHbI UMK GU3NYECKME XOCTbI, TaK U KOHTEWNHEPHDI,
knactepbl Kubernetes, CaaS, PaaS, serverless
npunoxeHmsa. KM3ydyatloT HopManbHOe noBefeHue
MPWNOXEHUM 1 MpeaoTBpaLLatoT Nobble aHOMarbHble
nevicteusa. ObGecneymBatoT  KOMIIEKCHYIO  3alUuTy
Ha OCHOBe TEexXHOMOrMM MaLMHHOIo obydeHud,
KOMBUHUPYST B MOOENAX 1OKaNbHYlO aKTUBHOCTb U
ceTeBOe B3aMMOOENCTBUE MPUNOKEHMIA.

Prisma Cloud Compute edition no3BongaeT ynpaBiaTb
YA3BMMOCTAMMU " COOTBETCTBMEM complian-
ce Ha MNpPOTAXKEHUU TOMHOMO >KU3HEHHOro LUKIa
NPUNOXeHUs NyTeM nHTerpaumm ¢ CI/CD npoueccom,
peecTpoM obpaszoB Docker, penosutopuem koga u
nobo MPOU3BOACTBEHHOM Ccpenol, HenpepbiBHO
oueHmBaa daKTopbl pucKa W MNpuopUTE3NpPYS
cobbITMA. BO3MOXHOCTM  pa3rpaHUUYeHna  [ocTyrna
K CUCTEME U MPUNOXKEHUAM BHYTPW Hee Mo posam
rno3BoNatT 6e3onacHo M yOoOHO YMNpaBnsaTb Bcew
pacnpeneneHHom KMHOPACTPYKTYPOW, CeKpeTamu,
»XypHanamm Kubernetes, MHCTpyMeHTamu |IAM.

Ona  nonyvyeHus

nononHuTenbHow  mHbopMaumm

noceTuTe www.paloaltonetworks.com.
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KniouyeBble npenMyLuecTBa

CnepyiTe TpeHAaM U UCMONb3yiTe No6ble o6nayvHble TexHonorun. BoibepunTe MOOXOAALLYIO apXUTEKTYPY A4
CBOEro NpPUIoXeHUd 1 byabTe yBepeHbl, 4To Prisma Cloud obecneuuT 3awmTy.

MpaBUNbHO NpPUOPUTE3UPYNTE PUCKU B obBnayHbIX cpefax. Vcnonb3ymte cxembl B3aMMOOeNCTBUA U AaHHble
06 yrposax O41s HenpepbIBHOro aHanmsa ya3sMMocTel 1 onpeaeneHuna npuopmuTeToB PUCKOB BO BCe 06nadHom
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MHOPACTPYKTYPE Ha MPOTAXKEHWIM BCEIO XU3HEHHOMO LMKa MPUIOXKEHNI.

ABTOMaTU3MpPYUTe 6e30MacHOCTb Ha ckopocTu DevOps. NpenoctaBbTe KOMaHOaM pa3paboTdumkoB U DevOps
BO3MOYXHOCTb MyBMMKaUMM MPUNIOXKEHUM KaK MOXHO 6bicTpee, 4TOObl MOBbICUTE 2PDEKTUBHOCTL OM3HEca

OooHOBPEMEHHO C NnoBbllLeHNeEM 6e30MacHoOCTM.
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