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OnepauuvoHHaga cuctemMa
ynpasneHus Ub

lNMonHoe ynpaBneHue MHUMAEHTaAMU:

OTcneXxmBaHme MeTpuk SLA, cbop VYIWMK U KypHanupoBaHuMe,
MOBUIBHOE MPUNOYKEHNE, COOTBETCTBME TPEOOBAHUAM PErYIGTOPOB.

YMHaqa aBToMaTU3aLMsa U opKecTpauusa:

ABToMaTUUeckue  MIenbyky, BbICOKad  OOCTYMHOCTb,  KPOCC- \
-Koppenauus.

UHTepaKTUBHOE paccnieaoBaHue:

War Room Ha ocHoBe ChatOps, MHCTRYMEHTapWIi A4 pacciegoBaHmMg,
COBMECTHas paboTa B peXkmMe peanbHOro BpeMeHu.

FrM6kKoe n MacwTabnpyemoe pasBepTbiBaHUE:

PellleHWe OOCTYMHO A4 pa3BepThbiBaHWSA Kak B 06raKe, Tak 1 B TOKarbHOW CETM 3aKa3ukKa, MoaaepyKKa
MYyNbTUapPeHOHbIX CPeM C M30A9LUMEN AaHHbIX U PACLUMPAEMON apXUTEKTYPOM, BO3SMOXXHOCTb PaboTbl
B MPOKCKU peXXnMe A9 CErMeHTUPOBaHHbIX CETEBbIX CEFMEHTOB, MOAAEPIKKa BHELLIHMX YaTOO0TOB
(Slack mirroring).

A SOC's Challenges

Cneuuanuctbl SOC B cBoel paboTe MOoCTOAHHO CTaNKMBAOTCA C OFPOMHbBIM YMCIOM 3BOSTIOLLMOHUPY FOLLIMX
CIOXHbIX Yrpo3.

AHanuTuku Tier-1 TOHYT B OFPOMHOM KOfMYecTBe CObBbITUIM 1 3adadax, ANns pelleHnsa KOTopbix TpebyeTcs
©0nblIOEe KOMMYECTBO BPEMEHW: UOEHTUPUKALUA NOXKHbBIX CpabaTbiBaHWMI, BbINOHEHWE MOBTOPAIOLLMXCH
OTBETOB U aHanum3e cobblT1I ¢ 6OMbLIOIO YMca pasndHbIX cpeacts UB.

Mepen aHanuUTUMKamm Tier-3 Bcerga cTouT npobrema Momcka peanbHoro MHUMOeHTa cpean umMdpoBoro
WyMa, aHarorMyHo TMOMCKY MMbl B CTOry ceHa. MM [OCTaTOuYHO CMNOXKHO KOOPAMHMPOBaTb paboTy
MHOTOUMCNEHHbIX pPeLleHUn MB, KoTopble HaxoOATCs B MX PacropsiXeHuu, Hanbonee 3PpbeKTUBHbIM
o6pa3oM. BBuay CBOE BbICOKOM 3arpy3KM, y HUX TaKyKe He XBaTaeT BpeMeH U, YTobbl 06ydaTb HauMHAIOLLIMX
aHaNUTMKOB A4 noMoLum cebe.

Ona meHepkepos SOC npobnemMon aengeTca nonbiTka nocyutaTs ROI, KOTopoe NpUHOCAT pelleHmna UMb ana
nx SOC. Takyxke nepef HUMK CTOUT NpobnemMa NoCTOAHHOro AaBrneHnsa SLA U HeMOMHbIX METPUK KOHTPONA
N OOKYMEHTUPOBaHMA. KpoMe Toro, yrpo3a HefocTaTKa YPOBHA 3HaHWW BCerga BUCUT Y HUX Haf, FO/TI0BOM:
B C/lyYae yBO/bHEHWA BeOyLLEro aHanmTMKa Mbl MOy4YaeM 3HaYMMble HEOOCTAaTKM IKCMEePTM3bl U Cpa3y »XKe
MHOrO Waro Hasaa ansg SOC.

3TO TOT MOMEHT, Korga nogasnaetca pelwleHne Demisto — SOAR (Security Orchestration, Automation, and
Respons) nnaTtdopma, obbeamHaolas B cebe ynpaBneHUe MHUMOEHTAMUK, MPOoLLecChl aBToMaTM3aLmm
M OPKeCTpaLMK, a TakKe paccregoBaHUa MHLUMAOEHTOB A9 NOMOLWM KoMaHaaM VB B mx moBcegHeBHOM
paboTe.
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MonHbIN npouecc ynpasineHmna M HUMOEHTaMU

Mnatdopma Demisto nomMoraet ynpaBnaTb BCEMU
acreKTaMm XXU3HEHHOro LMKna MHUMaeHTa:

. OTKpbITas 1 paclumpaemada nnatdopma c
MHTerpaumemn co BceMm HeobxoammbiMm
cpencTBaMm, BKOYaa cpeacTsa no oboralleHmo
naHHbIX, dnabl Threat Intelligence, SIEM, NGFW,
EDR, neco4yHuLbl, CUCTEMbI aHaNM3a, Mo4YToOBbIE
CUCTEMbI M MHOIO€e Apyroe.

. VIHTYUTUBHble NNenbyku B pexkxnume plug'n'play ana
aBToMaTu3aumm Bcex npoueccoB SOC.

°*  ABTOMaTW4yecKoe LOKYMEeHTMPOBaHME Ha BCex
STanax paccnefoBaHus MHUMOEHTOB A1 KOHTPOA
SLA.

° XpaHunuuie MHAMKaTopoB C BO3MOXXHOCTbIO
KOHTEKCTHOTIO NMOUMCKa ONA XaHTUHIa.

L MOLLHbIM MOUCK C aBTOMAaTUYECKUM
neTekTnpoBaHmeM Oy6nmpoBaHHbIX
paccnefoBaHUN.

°  Ypo6Had naHesnb yrnpaBeHua ¢ HacTpanBaeMbiM
oTYyeTaMK M apXMBUPOBAHMEM PEe3y bTaToB.

°  AreHTbl ona Windows/Mac/Linux OS ans c6opa
OaHHbIX C KOHEUHbIX Y3/10B.

° MoBUbHOE MPUIIOXKEHME C NepPCoHaNM3npyeMbiMm

HacTpoMnKkaMu paboyero cTona 1 3agadamu o
paccnenoBaHmio MHUMOEHTOB.

DBot - 60T ¢ UCKYyCCTBEHHbIM UHTENJIEKTOM

YMHas aBToMaTU3aLuUAa U opKecTpauus

OpkecTpauus Demisto kKak ngeanbHas cBsi3b
MeXxnay noabMun, NpoueccaMmm U TeEXHOOruaMu:

. MopTdonmo Nnenbykos g aBToMaTU3aLUMKM, BKOYas

6onee 100 nHTerpaumin 1 1000 BbiNonHAeMbIX 3agad MB.

°  OuHaMuyeckue nnenbyku, nsbasnswoLime
aHaNUTUKOB OT PYTUHHbIX 334a4, @ KOHEYHbIX
rnofib3oBaTesieit OT MOCTOAHHOIo OTBETa Ha
SMIEKTPOHHYIO MOUTY.

. MBKOCTb B CO34aHNM HOBbIX BYHKLNIM/6TOKOB 1
rnepeHoca Ux Mexxay nnenbykamu.

°  OTKa30yCTOMYMBOCTb 1 BbICOKas AOCTYMHOCTb
nnenbykoB.OueHb SIerko NpoBepUTb
pPaboTOCMOCOBHOCTL U HaYaTb AeMCTBUE C NTI060M TOUKM
nnenbyka.

. MallMHHble MoacKasKu Mpu paboTe ¢ MHUMOEHTaMM,
MOBTOPSOLLMECA UHOMKATOPbI B Pa3HbIX
UHLMOEHTax
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UHTepaKTUBHOE paccriegoBaHue

UHTepaKTUBHOE paccrnepoBaHue Demisto
rnomMoraeT aHaJIMTUKaM B COBMeCTHOM pa6oTte u
AenlaeT X yMHee € Ka)XAablM UHLUMNOEHTOM:

. BupTtyanbHasa 'War Room', ocHoBaHHaga Ha Cha-
tOps, roe aHanMTUKM MOMYT COBMECTHO 06LLaTbeA
B pexXxmmMe peasibHOro BpeMeHu 1 BblMO/HATb
pasnuyHble 3aga4n.

°  VHCTPyMEeHTapui1 Mo pacciiefoBaHMIO MHLIMAEHTOB,
obecneumBaloLLMii HaCTPaMBaEMYIO KapTy B3aMMOCBSI3N
VHUMAEHTOB BO BPEMEHMU.

°  CneumanbHbln 60T (In-house security bot (DBot)),
MOMOratoLLMKM BbIMOMHATL KOMaHbl, Mpeanaratb
MOMOLLb APYTMX aHaNUTUKOB 1 Byayliee
HampaBneHve oeNCcTBUS.

°  MexaHu3M cbopa YUK U aBTOMaTUYECKOro
LOKYMEHTMPOBAHUSA C BO3SMOXXHOCTbIO
KOMMEHTUPOBaHUS M COXPaHEHUS 3aMeTOK.
MHUMOEeHTaMU, MOBTOPAOLLMECH MHOMKATOPbI B
Pa3HbIX MHLMAEHTaxX

YNPABNTEHUE UHUMWOEHTAMU | OPKECTPALIUA | COBMECTHAS PABOTA

ABTOMaTu3auus nneiibykamn  PaccnepoBaHue ¢ ChatOps
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)KypHanupoBaHue 1 yIuKu PearvipoBaHue 1 OTYeTbI

B pononHeHWe K pellueHUIo TeKyLuux npobnem SOC's, Demisto Enterprise ncnonb3yeTr cuny UCKYCCTBEHHOrO UHTENNEKTa U MaLLMHHOIO obyvyeHus B

cBoeM 6oTe. MNMoackaskm DBot gocTynHbl B cMCTEMe TUKeTOB, aHanu3e 3agay, Bbibope aHaIMTUKa U aHalIorMYyHOro MHUMOeHTa. MalmnHHoe obyyeHue
ucrosnb3yeTcd BO BCeX TPeX OCHOBHbIX KOMMOHEHTaX peLueHUs — yrpaBfieHUMU UHUMOEHTaMMK, aBToOMaTU3aLUuU U OpKecTpauum U UHTEepPaKTUBHOM
paccnepoBaHuUn. C Ka)KabiM HOBbIM MHLIMAEHTOM aHaNMTUK U DBot cTaHOBATCA YMHee, UTO CHUXKaeT obLlee BpeMs Ha 3alLUUTY OT HOBbIX CITOXKHbIX Yrpos.




