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Pe3synbTtaTthbl

Ha 95% MmeHblue exkeHeaeibHbIX ONoBeLLEHWN N

Bonee apdeKTMBHas paboTa aHAIUTUKOB

YMeHbLUEHWE OPraHN3aLMOHHbIX PUCKOB

O CORTEX
Hasurayus

B 6BypHOM mope cobbiTnmn

Kak komnaHusA Esri ymeHbLlUMANA LIKBAA ONOBELLEHNI
¢ nomouibto Cortex XSOAR

UCTOPUA NPOEKTA: NO

Esri — rnobanbHas opraHusaums, nomoratouian 6osee yem 350 TbiC. 3aKa34YMKOB

no BCceMy MMUpY peLlaTb CA0MXKHble NpobieMbl C MOMOLLbIO NepesoBoM
reonpoCTPaHCTBEHHOW TEXHONOTUKN. YUNTbIBAA, YTO CBbIe 75% KoMNaHUi

13 Fortune 500 pa3BepTbiBalOT peweHns Esri Ana OCTUKEHMA CBOUX BU3Hec-Lenen,
el 6bl/Io KpaliHe BaXKHO obecneynTb ypoBeHb 6€30MacHOCTM, A0CTAaTOYHbIN

AN 3aWmMTbl pa3HOO0OpasHbIX LMPPOBbIX aKTUBOB — KaK ee COOCTBEHHDbIX, TaK U TeX,

YTO NPUHaANEeXaT ee 3aKa3d4nKam.

O6wupHas 6a3a 3aKka3unkoB Esri n akTMBHOE MCMOAb30BaHME LUPPOBbLIX
TEXHONOMMIM NOPOAUAN MHOXKECTBO Npobiem 6e3onacHoCTU. U3-3a naBuHbI
onoseleHU (cbiwe 10 TbicAY B HeAEN0) KOMaHAA, COCTOALLAA M3 5 aHANUTUKOB
SOC, oKasanacb CMAbHO neperpy»eHa. Ha 06Hapy»KeHWe NOXKHbIX CpabaTbiBaHUI U
Ay6MKaTOB MHUMAEHTOB B 3TOW NaBUHE aTaK y»Ke He XxBaTano cun. Esri Takxke
CTpeMuAach ynopaaouuTb ynpaBaeHne MHAMKATOPaMM yrpos, Tak Kak TekyLue
CNIOXKHbIE W Pa3pO3HEHHbIE NPOLECChI HE NO3BOIANAN ONTUMU3NPOBATb

ynpexaatoLnii NoUcK yrpos.

MprMHUMaeMble NOSyMepbl He pelanu 3Tux npobaem. B pesynbraTte He TONbKO
nosbicuaca BUsHec-puck, HO U ynpasaeHue Tekywmumu pecypcamu n SOC 6bi110

TpaHCcHOPMUPOBAHO HEMPABULHO.

MonHaA pewnmocTn CnpaBmTbCA C STUMU TPYAHOCTAMMK, KOMNaHuA Esri pa3sepHyna
Cortex XSOAR B f0NOAHEHNE K UMEIOLWMMCA CUCTEMAM CETEBOr0 MOHUTOPUHIA U
SIEM. YT0bbI HbICTPEE COPTUPOBATbL M PEarMpoBaTh Ha 60/bLWON 06bemM
WHLUWAEHTOB, OHa 3anycTuaa cnewunasnbHble CLLeHapumn, B KOTOPbIX TECHO
nepenseTasncb Kak aBTOMaTU3MpPOBaHHbIE, TaK U BbINOHAEMble BPYYHYIO 3a4a4m. B
CLLeHapUAX TaKKe cucTemaTnsnpoBanacb 6asa sHaHWN aHAIUTUKOB,

4YTO6bl MOMKHO ObIN0 e4MHO06PA3HO pearnpoBaTb Ha T€ UAU UHbIE TUMbI aTak.

Ona obHapyKeHUA NoXHbIX cpabaTbiBaHM 1 Ayb6ankaTos Esri Bocnosib3oBanach
NnepeKkpecTHON Koppenaunen AaHHbIX NPOLWbIX NepUoa0B, J0CTynHoM B Cortex
XSOAR. OnepaTuBHO Bblgenas oblimne aAna MHUNAEHTOB apTedaKkTbl 1
MHAMKATOPbI, aHAaUTUKKM ESri cmMoran o6HapyKUTb 1 3aKpbITb AyO6AMKaTbI aTak,

He TpaTA C/IMWKOM MHOro BpemMeHU Ha NOBTOPHbIE paccnenoBaHUA.
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PE3Y/IbTATDI

Yucno onoselLeHuUi BusHec-puck

bonee adpdekTnBHan

YMeHbLnAocb Ha 95% CcHU3nACA

paboTa aHaNNTUKOB

[nsa 6onee ahdekTMBHOM paboTbl M 06y4eHUs aHaNUTUKOB Esri TakKe Ucnosib3oBana KomaHaHbI LeHTp Cortex XSOAR, rae oHM MOTYT yayyLiaTh
HaBbIKM APYT ApYyra v BECTU COBMECTHbIe pacciefoBaHua. Tenepb, BMecTe paboTas Haj CAOKHbIMU MHUMAEHTAMU, aHAZIUTUKU KOMBUHMPYOT
pasHble UHCTPYMEHTbI 3aLLMTbI U JOKYMEHTUPYIOT Pe3y/ibTaTbl B OAHOM M TOM Xe OKHe, KOHLLEHTPUPYACh Ha HETPUBMA/IbHbIX 3a4aqaXx,

TpebyoLWwmx MHTENIeKTYya/IbHOTO NOAX04a.
Pe3synbTatbl

OpKecTpauusa, aBTomaTM3aLmsa 1 CoBMecTHasA paboTa B KomnaHum Esri npuBean K pasanyHbIM yayyLlleHUAM Kak 06 beKTUBHOTO, TaK U CyGbeKTUBHOTO
XapakTepa. KosMyecTBo onoBeLeHnit B Heaeto cHusuaoch ¢ 10 Tbic. 4o npvmepHo 500 — Ha uenbix 95%! Bo MHOroM 3TO MPOM30LWA0 NOTOMY,

YTO Ha 3aKpPbITME NIOXKHbIX CpabaTbiBaHUI U AyBANPYIOLLUXCA MHLUMAEHTOB CTa/I0 YXOAWUTb rOPasfAo MeHblue BpemeHu 6iarogapa
ABTOMaTU3MPOBAHHbIM CLLEHAPUAM U MEePeKPecTHOW KoppenaLmMm AaHHbIX NPOLU/IbIX NePUOLOB.

Bonee Toro, Bce onoBeLyeHus ceiyac noctynatoT npsmo B Cortex XSOAR, 1 aHanuTUKam Esri He HyXXHO caMUM 13BaeKaTb MHbOPMaLLMIO K3
MHOKecTBa cucTem. MOMMMO aBTOMATU3aLLMKN U OpKecTpaumm, K MB-naatdopme Esri fo6aBuaca GyHKUMOHAN yNipaBaAeHWA 3aaBKaMK, a 3TO 3HAUUT,
yTo 60s1bWwe HM OJHO onoBeLLeHVe He OCTaHETCA He3aMeUYeHHbIM U He NPUBELET K BU3HeC-pUCKY.

ABTOMATM3aLMA TaK¥Ke NOMOrNa PasrpysnTb aHaIMTUKOB — BMECTO TOrO, YTObbI NOrpA3HyTb B €eXXeAHEBHOM TyLUEHNU NOXKAPOB, OHN CMOTINn
C¢0KyCMpOBaTbCﬂ Ha CTpaTernyecknx sagayyax 1 HenpepbIBHOM COBepLUEHCTBOBAHUN NPOLECCOoB. CLI,eHapMM nomorarT E)de)eKTMBHO COU3MEPATb

YyCUAMA € 3ag3a4amMu, no3sonss Esri no makcMmymy MCNo/ib30BaTh CBOW CaMblii AebULUTHBIN pecypc — KBaIMOULMPOBAHHbIX aHA/IMTUKOB.

KomaHgHbil ueHTp Cortex XSOAR noBbICWA YA0BAETBOPEHHOCTb aHAIMTUKOB. ABTOMaTUYECKOE AOKYMEHTUPOBAHUE BCEX AENUCTBUM
aHaNNTUKOB, peann3oBaHHoe B KOMaHAHOM LieHTpe, MOMOraeT MM y/y4qLiaTb HaBblKM APYT APYra U UCNONb30BaTb HAPaboTKM MaLLMHHOTO

Oﬁ\/‘-{EHVIFI. BmecTo TOro, YTObbI YBA3HYTb B AOKYMEHTAUUN N PYTUHHDbIX 3a4a4aX, aHaTUTUKN MOTYT 6onblue BpemeHn yaenaTtb J'IIOGVIMOMV

aeny — peweHuno ,D,EVICTBMTeﬂbHO CNOXHbIX np06neM.






