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CaMblie yacTble
NnpUMeHeHUs
SOAR
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SOAR - OCHOBHbI€ NpUMepbI

DOUWKnHr Cryptojacking
3awmTa paboumnx ctTaHUMMN YnpaBneHue ya3BMMOCTAMMU
HeBO3MOXHbIN NMyTelWeCcTBEeHHUK O6na4yHasa 6e30nacHoOCTb
YnpasneHue ceptudukatamm SSL YnpaBneHvne MHUMOeHTaMMm

NMpoaKTUBHO 6/10KMPYyEM U3BECTHbIE
yrpos3bl (TI)

Bernble CMUCKU NPUNOXeHUU SaasS




YTOo MelwaeT KoMaHAae 6e30MnacHUKOB

N

HepnoctaToK BpeMeHu

OueHb MHOIo COBbITUIN U OnHoobpa3Hble pydHble

Mano nogen Ha Ux aHanms onepaunmy C NpoayKTamm
MeLLaoT 3aHATbCA YEM-TO
bonee MHTENNeKTyanbHbIM

10+

Y3KUN KOHTEKCT

HecKonbKo gHeEW Ha
cOop OaHHbIX U
paccnenoBaHue

MHUMOEHTa

4+ OHA




Uto penaet SOAR?

Security Orchestration, Automation, and Response

OpkecTpauusa
Playbooks, runbooks, workflows

MnaH 0encTBUM B TOTMYECKOM
nopsaagke

KoHTpOb U 3alfyCcK npoayKrtoB
6e30MacHoOCTU 13 OOHOW TOYKMU

B3anMogencreme npoayKTos,
TEXHONOMMN 1 Ntoaen

ABTOMaTMU3aLM4A

3anuvcaHHble eNCTBUSA COTPYOHMKOB
B BMOE CKPUNTOB

MHTerpaLI,l/lﬂ CO BCeMUM MpoayKtamMu

KoMMnbloTep UCNOMHAET roTOBbIE
CKPUMTbl 3a COTPYOAHWKa: XXOET,
HalrmoMmMHaeT, NLieT
[[OTOBbIN CKPUMT NoBblLlLIaeT
KBaﬂl/ICbl/lKaLI,l/II-O COTPpYyOHWKAa

RearmpoBaHue

YnpaBneHune kemcamm
AHanMTMKa N OTYETHOCTb

OnoBelleHMe, coBMecTHaa paboTa,
KOHTEKCT C OPpYrMMU KelcaMu

[Moapo6Ho: youtu.be/BzB10GGQ8ms




(O CORTEX XSOAR

BY PALO ALTO NETWORKS
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ABTOMATM3aLUMNA rOTOBbIMMU ﬂﬂeVI6yKaMM

(&)
N~ N~

S

ABTOMaTM3aLMSA U Ob6LeHne B peallbHOM N NHdopmMauma oo
YnpaBneHne Kkemcamm
opKecTpaumsd BpeMeHU yrposax
AnepTbl

Threat Intel feeds

SIEM Cortex XDR Mail

100s of other

ISAC  Open Source Premium AutoFocus
sources




Cortex XSOAR npuMeHdeTcqa AN MHOIMrMxX 3agaJ

NCTOUHUKN COOBbITUM

SIEM v aHanuTumKa
XDR (nnun EDR)
O6nayHble cpenbl

CKaHepbl
6e30MacHOCTU

[MouTa
Texnogoeprkka
HaHHble

paccnenoBaHnm
MHLUWMOEHTOB

YnpaBneHue
MHUMOEHTaMU

Security
Operations

BY PALO ALTO NETWORKS

O6nayHasa
6e30MacHOCTb

YnpaBneHue
YA3BMMOCTAMM

(O CORTEX XSOAR

PearvpyeM Ha
PULLINHT

Threat
hunting

Pa3o6paTbca U MOYUHUTD

Threat Intelligence
EDR
AHanuns BINO
Moyta/ WEB

Texnoogep»kka
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NMpo6rieMa: CNOXXHO pearmpoBaTb Ha GULLMHI
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OyeHb MHOINO TaKUX HeT

nucem CcorsiacoBaHHOCTMU
YacTag aTaka, nerko Hy>XHO KOHTPOMMPOBaTb

MNPOBOOAMTCHA U C Hee MOYTOBbIE ALLUNKN,
Ha4MHaeTcHd MHPopMaumto 0b aTakax,

OONbLUMHCTBO B3/TOMOB NGFW, xenngeck n gapyrue
cepBUCbl N4 3alLNTbl OT
PULWMHra

EcTb Bcerpam
pacTeT

95% BceXx ycneLwHbIX
aTaK Ha KOMMaHU
pe3ynbTaT spear-
phishing'

cTounuk: https://www.networkworld.com/article/2164139/network-security/how-to-blunt-spear-phishing-attacks.html



https://www.networkworld.com/article/2164139/network-security/how-to-blunt-spear-phishing-attacks.html

Kak XSOAR noMoraer
CyLeCTBYHOT CTaHOaPTbl 3alUTbl OT PULLMNHTA

Cpea MMpoBaTb Ha aTaky
z z * Send mail to user confirming malice and further investigation.
= * Search for and delete all instances of the phishing mail.
Firewall EDR Email « Scan attachment for IOCs and investigate further if needed.
/ Yes
4 )
[TOHATL KPUTUYHOCTL MpoBepuUTb UHAMKATOPbI 6;%
’ Seer emafll to user informing of « Extract common indicators (IP, URL, hash)
mail receipt. from email. Threat
) Cond.uct initial triage to assign * Check if malicious indicator was found. Intelligence
\__ severity. J
Email / \
MposepuTtsb False Positives
* Run check on sandbox.
UEBA Email Malware * Inspect sender domain distance for proximity.
Analysis + Check if hostname URL is misrepresented.

x Mail user informing of safety. /
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PearmposaHue
Ha MHUUOEHT
Ha pa6ouyen

CTaHUMMMN



Npo6nema: ConocrtaBneHue aaHHbIX ¢ SIEM u c xoctos
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PacTtyuiee yucno
anepToB

C60op KOHTEKCTa PasninyHble YTUNNTDI
BPY4YHYIO 6e3onacHocTU

“Halien cnoXXHOCTbIO CTasIo COMOoCTaBneHme gaHHbIX SIEM ¢ nonyvyeHHbIMM OaHHbIMW
rnoGanbHbiX Tl 4Ng akTUBHbIX OeNCTBUN. AHANTUTUK MPOBOAMA CIULLIKOM MHOIO
BPEMEHMU, UMES ONPOMHOE YNCSTO OTKPbLITbIX OKOLLEK M BPYYHYIO MPOBEPAN CTaTyC
anepToB. 3TO OCTaBMAAN0 Mano BpeMeHU Ha pearnpoBaHme. “- KpyrnHbIA KOHCOPLUYM

TEXHONTIONrMYEeCKNX KOMMNaHUM




Kak SOAR noMor - 3alimTta padoumnx ctaHUum
YHUIUKauma npolecca paboTbl ¢ SIEM 1 ¢ KOHCONbO 3aLlLmMTbl paboymx CTaHLLMM

ArcSight<t
. OboralleHve Mposepka SIEM -
O Cﬂeﬂ,OBaHme | 5:2?h232h|n8 names on tool dchted: Ifdflleglvéi;e al(;eady OI_IOBeLI-"eH I/Ie
Ingest threat data from Endpoint . SHAL > etecteain an | e
tool . MD5 removed — dHalMnTUKa
SHA256 Send mail to analyst that the
/ \ SIEM already detected these

\ \ files
CR%RH(E \ No ~ -
™~
\

OuuncTka padbo4nx

OOHoBMNeHne 6a3bl cTaHLUuMi

_ _ | € TANIUM
Update endpoint tool database with - Run queries to kill malicious
new file information process

* Query all endpoints running
\ process, remove malicious files /
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NMpo6nema: HanTn noao3puTenbHbIE JIOMUHDI
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NoBepeHUe CNOXHO
KOHTpPOMINPOBATb

BpenoHOCHbIE MOMbITKM
NTOTMHOB CITOXHO
KOHTPONMPOBATb,

MOCKOKY M0aN MOryT
npasaa ObiTb B Apyrom
CTpaHe

MHO)XeCcTBO cucTteM

C nogaBneHmneM obayHbIxX
TEXHOJIOTMI YMCI1IO TOYEK
KOHTPOJ14 BO3pacCTaeT

00O

NMocTosAHHbIE 3aga4m

KOHTpONb
NOo4O03PUTENbHbIX
NOTMHOB C/IMLLIKOM YacTad

3aa4a U OTHMMAET
BpemMa oT bonee
BbICOKOYPOBHEBOIO
aHann3a




Kak SOAR nomMmor
Impossible time travel playbook - two IP addresses tied to same user are far apart

[3aKprTb playbook]
@ Active Directory
No
g )
0. CobpaTtb MHdpopmaLmio N
nonb3oBaTens CpaBHUTb
KI_IOBe,EI,queCKaFI \ \ Retrieve user and manager accounts. ) » Calculate distalnce between IPs.
» Generate location map.
aHOMarliunA » Generate event duration.
* Ingest behavioral anomaly / \ \
\from relevant tool. / C06paTb MHq)OpMaLl,l/ll'O

no IP E@

» Check reputation of both previous and
current IP addresses.

\ A Threat Intelligence /

N
HamngeHa ataka

Active Directory

+ Change incident severity.

* Disable user account.
» Block malicious IP address. @ Firewall

K Notify management team. /
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YnpaBneHue
cepTuduUkKaTa

SSL




NMpo6rnemMa: Be3onaCHUKU CZIMLLKOM 3arpy»XeHbl, HTo6bl NPOaKTUBHO
nenaTb NPOBepPKMU

' 4
OICD, ’ o il
ala OF
4

MHOro KoMmaHp MHoro 3agav 3apaauum TepdaloTCcod B Leno4vykax

“HaM 6bITo CTOXXHO nogaep»xmBaTb SSL cepTudMKaTbl B akTyallbHOM COCTOAHUM Ha
paboumx cTaHuMax. Mbl ncnonb3oBanun Cortex XSOAR 1 neprognyeckm 3anycKanm
playbook, koTopbi npoBepsan SSL cepTndmKaTbl Ha pabodmx CTaHUMAX, KOTOPbIE CKOPO

NCTEKYT, YTO N36aBUMO OT PYYHOM MPOBEPKU U OT MPOBMEM C TEM, YTO CepTUPUKATDI
ncTekaT.” - MeAULMHCKAaA KOMMaHue




Kak SOAR noMor - ynpaBrnieHue SSL ceptudukatamm
OnepaynoHHble 3ada4M PerynapHO caMiM 3anyckaroTca U NpoakTUBHO noMoratoT UT

Playbook closed

1
Yes
|
Check Certification Inform User Recheck
* Pull user, account manager Wait
Stat_us ‘ ‘ = Expired —> details ™ forX —> Status
pheck if cenlﬁpate has expired or « Mail them info. on certificate days Check if certificate status
is close to expiry expiry has changed
' Wait
. No
for X
v E N A F I v days
Escalate
a5 Microsoft Situation

Send email to user and
include more relevant people
in organization
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NMpo6rnemMa: Pa3peLlunTb NPUNOXKEHUS, KOTOPbI€ UCMOJIb3YIOT COTPYAHUKM

il rQ Z

C

/
O6nayHble
NPUNOXeHuUs BbusHec Mpouecchbl

AMHaAMUYecKue HenpepbIBHbIN pY4Hble

MpUNoXKeHus MoryT Hoctyn Kk Office 365, Co3oaHue egmHoro 6enoro
nepemMeLLaTbCs No MuUpy, Dropbox n gpyrmm CMMCKa OOCTyna no3esonqaeT
MeHAd agpeca N HY>XHO 6I/I3HeC-I'Ipl/IJ'IO)I-(eHl/I§IM MCIMoJsib30BaTb €ro BO

BOBpEeEMA O0aBaTb UM OOJI>XXEeH 6bITb MOCTOAHHO MHOTIMNX yCTpOl;ICTBaX

OOCTYIM KOMIMaHWMW




Kak SOAR nomMor: Cnnucok pgoctyna anga SaasS npunoxxeHnmn B NGFW
Kak 6bl SaaS npmnoXxeHmna He MeHanmcb — OOCTYMN BCerga ecTb

C6op KoHTpONb

IJ Office 365

Common
1] Office 365 Manage Indicators

Exchange E e Track history

3 —_— .
e Deduplicate
. Cortex e Normalize

1] Office 365 XSOAR

Sharepoint
IJ Office 365

Skype

Generate
EDL

>

YnpaBneHue
AOCTYyNnoM

v —
v —_

v —_—
IPv4 EDL
v —

v —_

v —_—
IPv6 EDL
v —
E
v —_—

Domain

/
EDL \

 —
o —
o —

URL EDL
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SOAR nossonun
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CHU3UTDb NOTOK AdPeKTUBHO ynpaBndaTb
anepToB
YMeHbLWWMAN YNCIO CHU3NNN BpeM4A ABTOMATM3MpPOBaNm
anepToB pearmpoBaHMa 30% MHUMOEeHTOB
¢ 10000 goo 500 c 3 pHewn Ao 25 MUHYT 1 FTE aKoHOMUMU
& Enterprise Software* E Financial Services* @ Energy/Utilities*

*PeanbHaga cTtaTUCTUKA 3aka3umkoBCortex XSOAR




3anviunTe CCbINTKM

CaMble YacTble use case peanmioBaHHble B SOAR
https://start.paloaltonetworks.com/whitepaper-top-security-orchestration-use-cases

UTo Takoe SOAR: Dummies Book;

https://start.paloaltonetworks.com/your-guide-to-security-orchestration

Gartner nuwet npo SOAR | PykoBoacTteo Gartner no pbiHKY SOAR

https://start.paloaltonetworks.com/the-hitchhikers-guide-to-soar

Monpobywnte Free Community Edition!

https://start.paloaltonetworks.com/sign-up-for-community-edition.html

GitHub | Ccbinika Ha coTHM rotoBbix playbook ang Cortex XSOAR

https://github.com/demisto/content/tree/master/TestPlaybooks



https://start.paloaltonetworks.com/whitepaper-top-security-orchestration-use-cases
https://start.paloaltonetworks.com/your-guide-to-security-orchestration
https://start.paloaltonetworks.com/the-hitchhikers-guide-to-soar
https://start.paloaltonetworks.com/sign-up-for-community-edition.html

(O CORTEX k2T
o~ #('p.‘r‘
. ‘N\
3
N """'&‘I'"“\

Thank you
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