
ŵƙƘƝƛƙƖƧ 
ƕƙƘƟƓƎƞƛƋơƓƔ 
ƞƒƖƙƍ, ƕƋƕ ƢƋƜƝƧ 
ƚƛƙơƐƜƜƙƍ ųŬ.
Tripwire Enterprise

źƫƝƛ ŬƙƎƏƋƘƙƍ
ŽƐƠƘƓƢƐƜƕƓƔ ƜƚƐơƓƋƖƓƜƝ

Axoft É ɺʩʝ ʧʨʘʚʘ ʟʘʱʠʱʝʥʳ



źƖƋƘ ƚƛƐƒƐƘƝƋơƓƓ

ŵƙƘƝƛƙƖƧ ƓƒƗƐƘƐƘƓƔ: ƒƋƢƐƗ ƨƝƙ ƘƞƑƘƙ

ŭƙƒƗƙƑƘƙƜƝƓ Tripwire Enterprise

ūƛƠƓƝƐƕƝƞƛƋ

źƙƏƍƐƏƐƘƓƐ ƓƝƙƎƙƍ Ɠ ƍƙƚƛƙƜƦ



űƓƍƋƪ ųŽ-ƜƓƜƝƐƗƋ: ƐƑƐƏƘƐƍƘƦƐ ƒƋƏƋƢƓ 

źƛƓƗƐƛƦ ƒƋƏƋƢ IT źƛƙƌƖƐƗƦƏƖƪ ųŬ

ŹƛƎƋƘƓƒƙƍƋƝƧ ƚƙƏƕƖƩƢƐƘƓƐƚƙ 
VPN

ŸƐƜƙƎƖƋƜƙƍƦƍƋƐƝƜƪ Ɯ 
ƚƙƏƛƋƒƏƐƖƐƘƓƐƗ ųŬ

ŸƋƜƝƛƙƔƕƓ ƘƐ ƜƙƙƝƍƐƝƜƝƍƞƩƝ 
ƚƙƖƓƝƓƕƋƗ

ŭƙƒƗƙƑƘƙƜƝƧ ƚƙƏƕƖƩƢƐƘƓƪ 
ƙƜƝƋƐƝƜƪ ƚƙƜƖƐƝƙƎƙ, ƕƋƕ 
ƘƐƙƌƠƙƏƓƗƙƜƝƧ ƍ ƘƐƗ ƙƝƚƋƖƋ

ůƙƌƋƍƓƝƧƍƛƐƗƐƘƘƞƩ/ƝƐƜƝƙƍƞƩ 
ƞƢƐƝƘƞƩ ƒƋƚƓƜƧ

ŸƐ ƜƙƙƝƍƐƝƜƝƍƞƐƝ ƚƙƖƓƝƓƕƋƗ

ŸƐ ƌƖƙƕƓƛƞƐƝƜƪ ƚƙƜƖƐ 
ƒƋƍƐƛƣƐƘƓƪ ƛƋƌƙƝƦ

žƜƝƋƘƙƍƓƝƧƘƙƍƙƐ ƙƌƙƛƞƏƙƍƋƘƓƐŷƘƙƎƓƐƘƋƜƝƛƙƔƕƓ ƙƜƝƋƩƝƜƪ ƚƙ 
ƞƗƙƖƢƋƘƓƩ.



źƛƙơƐƜƜƦ ƙƌƐƜƚƐƢƐƘƓƪ 
ƓƘƟƙƛƗƋơƓƙƘƘƙƔ ƌƐƒƙƚƋƜƘƙƜƝƓ

ÅŵƙƘƝƛƙƖƧ 
ơƐƖƙƜƝƘƙƜƝƓ



źƛƙơƐƜƜƦ ƙƌƐƜƚƐƢƐƘƓƪ 
ƓƘƟƙƛƗƋơƓƙƘƘƙƔ ƌƐƒƙƚƋƜƘƙƜƝƓ

ÅŵƙƘƝƛƙƖƧ 
ơƐƖƙƜƝƘƙƜƝƓ

ÅžƚƛƋƍƖƐƘƓƐ 
ƞƪƒƍƓƗƙƜƝƪƗƓ



źƛƙơƐƜƜƦ ƙƌƐƜƚƐƢƐƘƓƪ 
ƓƘƟƙƛƗƋơƓƙƘƘƙƔ ƌƐƒƙƚƋƜƘƙƜƝƓ

ÅŵƙƘƝƛƙƖƧ 
ơƐƖƙƜƝƘƙƜƝƓ

ÅžƚƛƋƍƖƐƘƓƐ 
ƞƪƒƍƓƗƙƜƝƪƗƓ

ÅŵƙƘƝƛƙƖƧ 
ƕƙƘƟƓƎƞƛƋơƓƔ



źƛƙơƐƜƜƦ ƙƌƐƜƚƐƢƐƘƓƪ 
ƓƘƟƙƛƗƋơƓƙƘƘƙƔ ƌƐƒƙƚƋƜƘƙƜƝƓ

ÅŵƙƘƝƛƙƖƧ 
ơƐƖƙƜƝƘƙƜƝƓ

ÅžƚƛƋƍƖƐƘƓƐ 
ƞƪƒƍƓƗƙƜƝƪƗƓ

ÅŵƙƘƝƛƙƖƧ 
ƕƙƘƟƓƎƞƛƋơƓƔ

ÅźƛƙƍƐƛƕƋ ƘƋ 
ƜƙƙƝƍƐƝƜƝƍƓƐ 
ƜƝƋƘƏƋƛƝƋƗ 
(Compliance)

ų ƏƛƞƎƓƐ
ƜƝƋƘƏƋƛƝƦ 

ƌƐƒƙƚƋƜƘƙƜƝƓ



źƛƙƏƞƕƝƦTripwire

ŻƐƋƎƓƛƙƍƋƝƧ

ŹƌƘƋƛƞƑƓƍƋƝƧ Ɠ 
ƛƐƋƎƓƛƙƍƋƝƧƘƋ 
ƞƎƛƙƒƦ

ŹƌƘƋƛƞƑƓƍƋƝƧ

ŹơƐƘƓƍƋƝƧūƏƋƚƝƓƛƙƍƋƝƧ

żƖƐƏƓƝƧ ƒƋ 
ƏƙƌƋƍƖƐƘƘƦƗƓ 
ƋƕƝƓƍƋƗƓ

ŹƌƘƋƛƞƑƓƍƋƝƧ ƘƙƍƦƐ 
ƋƕƝƓƍƦ ƍ ƍƋƣƐƗ 
ƜƐƝƐƍƙƗ ƖƋƘƏƣƋƟƝƐ

ŻƋƘƑƓƛƙƍƋƝƧ ƋƕƝƓƍƦ. 
ŭƦƏƐƖƪƝƧ ƘƋƓƌƙƖƐƐ 
ƒƘƋƢƓƗƦƐ



ŭƙƒƗƙƑƘƙƜƝƓ Tripwire

ūƘƋƖƓƒ 
ƜƙƜƝƙƪƘƓƪ ƜƐƝƓ

ŹơƐƘƕƋ 
ƜƙƜƝƙƪƘƓƪ

ŹƌƘƋƛƞƑƐƘƓƐ 
ƓƘơƓƏƐƘƝƙƍ Ɠ 
ƞƎƛƙƒ

ŵƙƘƝƛƙƖƧ

ŭƙƜƜƝƋƘƙƍƖƐƘƓƐūƍƝƙƗƋƝƓƒƋơƓƪ 
ƚƛƙơƐƜƜƙƍ

ųƘƝƐƎƛƋơƓƪ ƍ 
ƜƓƜƝƐƗƦ

ŸƋƎƖƪƏƘƙƜƝƧ



ūƛƠƓƝƐƕƝƞƛƋ ƛƐƣƐƘƓƪ: ƖƙƎƓƕƋ ƛƋƌƙƝƦ

ʈʘʙʦʯʠʝ ʩʪʘʥʮʠʠ

ʉʝʨʚʝʨʘ

ɹʘʟʳ ʜʘʥʥʳʭ

ɻʠʧʝʨʚʠʟʦʨ

ʉʝʪʝʚʦʝ 

ʦʙʦʨʫʜʦʚʘʥʠʝ

TE Agent

TE Agent

TE Agent



ūƛƠƓƝƐƕƝƞƛƋ ƛƐƣƐƘƓƪ: ƖƙƎƓƕƋ ƛƋƌƙƝƦ

ʈʘʙʦʯʠʝ ʩʪʘʥʮʠʠ

ʉʝʨʚʝʨʘ

ɹʘʟʳ ʜʘʥʥʳʭ

ʏʪʦ ʦʪʩʣʝʞʠʚʘʝʤ ʠ ʛʜʝ? (Rules)
ʈʝʝʩʪʨ

ɼʠʨʝʢʪʦʨʠʠ ʀʟʤʝʥʝʥʠʷ ʚ Active Directory

ʀʟʤʝʥʝʥʠʷ ʚ ɹɼ



ūƛƠƓƝƐƕƝƞƛƋ ƛƐƣƐƘƓƪ: ƖƙƎƓƕƋ ƛƋƌƙƝƦ

ʈʘʙʦʯʠʝ ʩʪʘʥʮʠʠ
ʉʝʨʚʝʨʘ

ɿʘʜʘʯʠ (Tasks)



ūƛƠƓƝƐƕƝƞƛƋ ƛƐƣƐƘƓƪ: ƖƙƎƓƕƋ ƛƋƌƙƝƦ

ɼʝʡʩʪʚʠʷ (Actions)



ŵƋƕƓƗ ƒƋƚƛƙƜƋƗ ƙƝƍƐƢƋƐƝ Tripwire Enterprise?

ŬƐƒƙƚƋƜƘƙƜƝƧ ƕƙƘƟƓƎƞƛƋơƓƔ IT-ƜƓƜƝƐƗ

ƸźƙƝƛƐƌƘƙƜƝƧ ƍ ƜƙƙƝƍƐƝƜƝƍƓƓ ƍƘƞƝƛƐƘƘƓƗ ƜƝƋƘƏƋƛƝƋƗ ƌƐƒƙƚƋƜƘƙƜƝƓ

ƸźƙƝƛƐƌƘƙƜƝƧ ƍ ƙƌƐƜƚƐƢƐƘƓƓ ơƐƖƙƜƝƘƙƜƝƓ ƕƛƓƝƓƢƐƜƕƓƠ ƟƋƔƖƙƍ 

ƸźƙƝƛƐƌƘƙƜƝƧ ƍ ƕƙƘƝƛƙƖƐ ƓƒƗƐƘƐƘƓƔ ƕƙƘƟƓƎƞƛƋơƓƔ

žƚƛƋƍƖƐƘƓƐ ƓƒƗƐƘƐƘƓƪƗƓ ƍ IT

ƸźƙƝƛƐƌƘƙƜƝƧ ƍ ƕƙƘƝƛƙƖƐ Ɠ ƞƚƛƋƍƖƐƘƓƓ ƚƛƙơƐƜƜƋƗƓ ƍƘƐƜƐƘƓƪ ƓƒƗƐƘƐƘƓƔ

żƙƙƝƍƐƝƜƝƍƓƐ ƜƝƋƘƏƋƛƝƋƗ

ƸźƙƝƛƐƌƘƙƜƝƧ ƍ ƞƏƙƍƖƐƝƍƙƛƐƘƓƓ ƝƛƐƌƙƍƋƘƓƪƗ ƍƘƐƣƘƓƠ ƛƐƎƞƖƪƝƙƛƙƍ (PCI, 

NIST, CISƓ Ɲ.Ə.)

ƸźƙƝƛƐƌƘƙƜƝƧ ƍ ƞƖƞƢƣƐƘƓƓ ƜƙƜƝƙƪƘƓƪ ƜƙƙƝƍƐƝƜƝƍƓƪ Ɠ ƍ ƋƍƝƙƗƋƝƓƒƋơƓƓ 

ƚƛƙơƐƜƜƋ ƐƎƙ ƏƙƜƝƓƑƐƘƓƪ



ųƘƝƐƎƛƋơƓƪ Ɯ SIEM ƜƓƜƝƐƗƋƗƓ.

ʆʪʜʝʣʴʥʳʡ ʢʦʤʧʦʥʝʥʪ ïTripwire Event 

Sender



ųƒ ƢƐƎƙ ƜƙƜƝƙƓƝ Tripwire Enterprise?

ʀʟʤʝʥʝʥʠʷ

ʀʟʤʝʥʝʥʠʷ

źƛƓƖƙƑƐƘƓƪŮƓƚƐƛƍƓƒƙƛƦŻƋƌƙƢƓƐ 
ƜƝƋƘơƓƓ

żƖƞƑƌƋ 
ƕƋƝƋƖƙƎƙƍ 

(AD)

ŬƋƒƦ 
ƏƋƘƘƦƠ

żƐƝƐƍƙƐ 
ƙƌƙƛƞƏƙƍƋƘƓƐ

ſƋƔƖƙƍƦƐ 
ƜƓƜƝƐƗƦ

Tripwire Enterprise 
Web Console

Tripwire Enterprise 
Server

Detection Engine

ʀʟʤʝʥʝʥʠʷ

ɹʘʟʦʚʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʩʠʩʪʝʤ (ʬʘʡʣʳ, ʩʥʠʤʢʠ 

ʙʜʠ ʧʨ.)

Tripwire Enterprise 
Database



ŶƓơƐƘƒƓƛƙƍƋƘƓƐ

źƙ ƕƙƖƓƢƐƜƝƍƞ ƕƙƘƜƙƖƐƔ

FIM (File Integrity Monitor)

źƙƝƓƚƋƗ ƓƜƝƙƢƘƓƕƙƍ Ɠ ƓƠ 
ƕƙƖƓƢƐƜƝƍƞ

Audit (FIM + Compliance)

+

źƙ ƝƛƐƌƞƐƗƙƗƞ ƟƞƘƕơƓƙƘƋƖƞ:


