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| &£ Path

= ]:i $(HKLM_CCS)\Services\ERSvc|Start

(] ]:i $(HKLM_CCS)\Services\FastUserSwitchingCompatibility |Start

() Ri F(HKLM_CCS)\Services\NetDDEdsdm|Start

(I} ]:i $(HKLM_CCS)\Services\NetDDE| Start
tddmst

| £ Path

O ¥ $(SYSTEM32DIR)

(] m $(SYSTEM32DIR)\COMM.drv

[J [» $(SYSTEM32DIR)\COMMAND.COM

(0] ]:i $(SYSTEM32DIR)\CompMgmtLauncher.exe

o m $(SYSTEM32DIR)\DTCLog

= Current Version

O Query=SELECT rolInfo from pa_roles [& Modification ] 16.04.2018 15:38:59
- (] Query=SELECT datname,datacl FROM pg_database Ei 13.04.2018 10:25:04

RL 34 daj dad "

fr]lerSfa%fiI&EBtsq’q’ R L d3j dzj dsefive Divectory

EA"'

g Jjtco j .cO

o I

TRIPWIRE®

S ENTERPRISE

YyiIss tslsmdzj y do ORutBs)d G H

Node: Empire.galaxy.ffa (Active Directory Server) \

Rule: Active Directory Groups (Active Directory Rule)

rment =it b
Version: 10/29/14 10122 AM ‘

Node: Empire. galaxy.ffa

Rule: Active Directory Groups

Element: CN=Administrators, CN=Bulltin, DC=Kessel

Change Type: Modified

Severity: Highty Vuinerable (903)

Promotion Approval ID:

Comment:

Users: KESSEL\Vader

Attribute Type Expected Observed

member CN=Acministrator, CNw=Lisers, DC=Kesse CN=Administrator,CN=Users,DC=K
CN=Darth Vader,CN=Users,DC=Kessel CN=Darth Viader,CN«Lisers, DC=Ke)
CN=Domain Admins,CN CN=Domain Admins,CN=Users,DC
CN=Emperor Palpatine,CN CN=Emperor Palpatine, CN~Users, O
CN«Enterprise Admins,CN~Users,DCKessel  CN=Enterprise Adming,CN=Users,C

+ CN=R2-D2,CN=Users, DC=Kesse!
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Tasks Tasks
| £ Name = MName
| @y Report Task - Test Result Summary - Red Hat - PCI v3.1 (disabled) o Q Critizal Change Audit Check - RHEL 7 (disabled)

(] Q Report Task - Test Result Summary - WMware ESX - PCI v3.1 (disabled) @ % Critical Change Audit Check - Windows

(] Q Report Task - Test Result Summary - Windows - PCI v3.1 (disabled)

(] Q Policy Check - RHEL 7 (disabled)
[| @y Report Task - Test Results by Node - Red Hat - PCI v3.1 (disabled)

(] i - ) i
(3] Q Report Task - Test Results by Node - VMware ESX - PCI v3.1 (disabled) _ Q jelgi i As s EE (e A
] & Report Task - Test Results by Node - Windows - PCI v3.1 u {_Eﬂ Policy Check - Windows
| @y Report Task - Waivers - Red Hat - PCI v3.1 (disabled)

] &y Report Task - Waivers - VMware ESX - PCI v3.1 (disabled)

(] Q Report Task - Waivers - Windows - PCI v3.1 (disabled)
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Actions

| = Name
% Detalied Email E-mail Action Send an e-mail message
@ Outside Change Window Change Window Action Marks a specified version as outside of the change window

Eh Promote to Baseline Update Baseline Action Makes a specified version the current baseline

Ey Syslog Action Syslog Action Send a log message to a syslog daemon
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@ Additions

® Modifications
@ Removals

® Policy Scores
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SYSLOG MESSAGES
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- Detailed changes (grouped to show context)
* Policy score T~
+ Policy test results
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NODES | RULES

@ Refresh

P ENTERPRISE HOME NODES | RULES | ACTIONS | Tasks

Modes  Assetvicw  NodeSessch | ElememSesch  Versian Search

 Fiter Ao [ AN aas

Alderaan.galaxy.ffa Asset Details
18216
Clear al 3 | Save cuent fiter = — Name

jeraan. galayffa
cations 162 168,97 154, ey Hangaa s

Department: Engreerng
Coruscant galaxy.ffa Unknown
18 7.151

Department:

Department: Fnance

Virtual Infrastructu

Tag Sets Endor.galaxy.ffa i Viware VM vmoc.08
Asset Type 182 168.97.1 Status

Dapariment esxsedemo1 lab.tripwire.com Monitoring Enabled _Disab)
10.249 232 1

Hoth. gala
Tag Sets

| |
I |
| |
I |
| |
I |
: | T::".?;';.—'*.:;; | S S Rlicgsoft ol I lol I N |
| : o e < SQLServer :
l g 1SCO. :
I |
| |
I |
| |
I |
\

162 168.97.160
Teams: Light Side

PiSense.galaxy.fla |
Exfiltration Applications 3571 saved Filters _
Integrations
IP380 Discovered Applications. PiSense.galaxy.ffa Virtual Machine Config
1P36D Risk Matrix
1P360 Vulnerability Exposure
1P360 Vuinerability Watch List Rori galaxy.ffa
Location 162 1889
Network
Cumer

Hode Manager Last Axon Agent confi: § minutes ago (May 2, 2017 1:03:00 PH)
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FIM (File Integrity Monitor)




